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Amid the widespread use of blockchain technology, the escalating frequency of cyber attacks exploiting its inherent security
challenges underscores the critical necessity for a robust and adaptable security risk assessment approach. The distinctive
attributes and intricate internal structure of blockchain not only attract malicious actors but also elevate the risk of ill-
informed architectural design decisions, potentially introducing security vulnerabilities. This study addresses this imperative
by conducting a systematic literature review, classifying publications that elucidate secure architectural design approaches,
and categorising those that delineate methods for assessing security risks associated with blockchain and smart contracts.
The findings reveal four prevalent approaches supporting secure architectural design—decision models, taxonomies, design
patterns, and guidelines—alongside contributions in blockchain risk assessment encompassing risk identification, analysis,
and evaluation methods. Furthermore, the study identifies unresolved architectural design challenges and proposes future
research directions in this evolving landscape.
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1 INTRODUCTION

Blockchain is a disruptive technology intended to implement secure, decentralised distributed systems, in which
transactional data can be shared, stored and verified by participants without needing a central authentication or
verification authority. The distinguishing properties and internal complex structure of blockchain technology
enable the development of new security risks. Moreover, the widespread usage of this technology, especially after
the emergence of smart contracts, or blockchain-based computer programs, has incentivised attackers to exploit
their existing security challenges [55].
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Numerous malicious attacks have occurred because of poorly designed or vulnerable blockchain-based systems
and/or smart contracts. For instance, in July 2020, an unauthorised third party accessed the e-commerce and
marketing database of the Ledger company website [36]. This cyberattack caused a massive data breach. Scammers
used this data and applied phishing attacks to trick users into revealing the keys to the company’s crypto wallet.
Scammers also sent emails that included users’ data and threatened them, asking them to pay a ransom. Making
a poor decision to store sensitive data in an insecure, off-chain, centralised database facilitated these attacks. This
sort of incident emphasises the necessity of secure-by-design approaches to orchestrate the creation of secure
blockchain-based systems. A robust architectural design is the first step in secure-by-design processes [49], which
allow security to be incorporated into the system from the ground up.

In this paper, we provide a Systematic Literature Review (SLR) that identifies existent approaches to architect and
design secure blockchain-based systems and smart contracts. The following are this paper’s main contributions:

o A classification of existing publications that contribute to providing secure architectural design ap-
proaches. Four commonly used approaches are identified: decision models; taxonomies; design patterns;
and guidelines.

o Categorisation of publications that support blockchain risk-assessment methods. The publications con-
tribute to several security risk-assessment phases that comprise security risk identification, risk analysis
and/or risk evaluation.

e Determination of certain blockchain security architectural design challenges that are yet unresolved and
made proposal for future research directions.

Existing studies focus on reviewing the approaches, frameworks and/or automation tools that are leveraged in
blockchain and smart contract testing [22, 56]. However, the approaches for assessing security issues’ root causes
at the early design stages are neglected. Even though there is a study [13] that reviewed the state of knowledge
on perceived risk related to the adoption and application of blockchain technology, approaches related to security
risk assessment were not investigated. To the best of our knowledge, we are the first study that conducted an SLR
to investigate, classify and analyse the current approaches and methods for architecting and designing secure
blockchain-based systems and smart contracts.

The rest of this paper is structured as follows. Section 2 presents a brief overview of blockchain, smart contracts,
and risk asessment. Section 3 provides the research methodology used to conduct the systematic literature review
and Section 4 presents the findings of the review. Analysis of the findings is provided in Section 5. Section 6
presents the future directions, the gap analysis, and the potential threats to the validity of the work. Related
reviews are contrasted with ours in Section 7, and finally, Section 8 summarises the paper.

2 PRELIMINARIES

This section provides a brief.overview of blockchain, smart contracts, and risk assessment.

2.1 Blockchain Overview

Blockchain is a chain of ordered blocks, which are distributed across thousands of nodes, each block connecting to
the previous block via a cryptographic hash of its content [21]. The block is seen as immutable because it cannot
be modified retroactively without the modification of all the subsequent blocks. Generally, each block contains a
list of transactions, a hash of the current block, a hash of the previous block, a timestamp and other information
such as a nonce value. Each node participating in the blockchain network can create a cryptographically signed
transaction and then exchange it with peers in the network to provide non-repudiation to the stored transactions.
Cryptographic mechanisms used by blockchain technology add integrity to the system. This technology is based
on a decentralised peer-to-peer network that dispenses with the need to trust a centralised controller. Trust in
the blockchain is built by relying on its protocols, mechanisms and cryptographic algorithms. Transparency and
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visibility are high in blockchain because data stored in the chain is publicly accessed by all the participants in the
network.

2.2 Smart Contracts

A smart contract is a decentralised code agreement designed to impose an automatic negotiation of a series of
instructions without requiring approval by a central authority [58]. The structure of a smart contract is similar to
the structure of the class in object-oriented languages. The contract could consist of state variables, functions and
events. Additionally, the contract can leverage other contracts by using inheritance. A smart contract code is
stored and run on top of the blockchain and the correct execution of the contract is enforced by the blockchain
properties, namely transparency and immutability. Once a contract is deployed, its program code is fixed and
cannot be modified. This condition distinguishes smart contract programs from regular computer programs.

2.3 Risk Assessment

The standard for information security management systems, ISO 27001 [29], follows the principles and guidelines
for risk management provided in ISO 3100 [28]. According to ISO 3100, risk assessment is the overall process of (i)
risk identification; (ii) risk analysis; and (iii) risk evaluation. First, risk identification aims to find threats that may
prevent the achievement of objectives. Then, risk analysis, intends to understand the inherent characteristics of
the risk, including uncertainties, sources, impact, and likelihood. Finally, the risk evaluation focuses on the support
towards the decision-making behind the comparison between the results of the risk analysis and pre-established
risk criteria.

3 RESEARCH METHODOLOGY

This section describes the methodology of our work which is based on Kitchenham and Charters [30], who offered
widely recognised SLR guidelines in software engineering. In particular, we conducted the review in several
distinct stages: (i) identifying the review research questions; (ii) establishing the search strategy; (iii) determining
the inclusion and exclusion criteria; (iv) applying the study selection procedure; (v) assessing the quality of the
final set of included studies; and (vi) extracting and analysing the data.

3.1 Research Questions

We intend to examine the following Research Questions (RQ):

e RQ1: What are the common security architectural design approaches used when architecting blockchain-
based systems and smart contracts?

e RQ2: What are the existing frameworks, models and methodologies for security risk assessment in
blockchain-based systems and smart contracts?

e RQ3: What are architectural design challenges that are yet unresolved and what are future research
directions that help solve them?

RQ1 is designed to provide an overview of the existing security architectural design approaches used in architecting
blockchain systems and smart contracts. Several blockchain architectural methods have been developed in recent
years, and we aim to investigate to what extent security aspects are considered in these approaches. Additionally,
we want to understand the purpose and limitations of these approaches. RQ2 is devised to determine current
methods for assessing the security risks linked to blockchain and smart contracts. It is important to emphasise
that our research focuses on the security risk assessment methodologies for blockchain adaption rather than
on how blockchain technology is employed as a solution for use in risk management or as a method to provide
security to applications such as blockchain-based Internet of Things (IoT) applications.
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3.2 Search Strategy

Studies were selected by entering keywords into the search feature of five major publishers or search engines: (i)
IEEE Explore; (ii) ACM Digital Library; (iii) Science Direct; (iv) ISI Web of Science; and (v) Scopus. The keywords
were chosen to encourage the emergence of research findings that would aid in addressing the two RQs. The
search strings for the search are as follows:

e (“Blockchain” OR “Smart contract”) AND (“Secure”) AND (“Architecture Analysis” OR “Architectural
Analysis” OR “Architectural Design”) AND (“Methodology” OR “Frameworks” OR “Approach” OR “Model”)

e (“Blockchain” OR “Smart contract”) AND (“Secure”) AND (“Architecture” OR “Architectural”) AND (“Risk”)
AND (“Assessment” OR “Analysis”)

We filtered the results of these searches by applying the inclusion and exclusion criteria, which are presented in
the following Section. To complement and enhance the search process, a snowballing strategy was employed as
defined by Wohlin [59]. This strategy refers to identifying more articles by utilising a paper’s reference list, which
is known as ’backwards snowballing’, or citations, which is known as ’forwards snowballing’. We conducted
forwards and backwards snowballing iterations until no more papers fulfilling the inclusion criteria were found.

As the blockchain technology topic is actively growing in the industry and the technology is being rapidly
adapted, we considered including relevant grey literature, specifically industry sources and standards from the
leading global consultancy firms that have published white papers, guidelines or approaches that discuss the
security architectural design of blockchain systems.

3.3 Study Selection

Because not all the papers returned by the search were relevant to the study questions, they had to be screened
first. As a result, we identified the selection criteria that were used to verify that the outcomes were objective.
The following are the inclusion and exclusion criteria that we established:

Inclusion Criteria (I)

e I1: Studies published in peer-reviewed journals, conference proceedings, workshops, or book chapters.
Publications must be of a scholarly nature and demonstrate rigorous peer-review processes.

o I2: Studies that explicitly discuss topics related to blockchain technology and/or smart contracts, covering
theoretical, technical, or practical aspects, including [64] and [66], among others.

o I3: Studies focusing on the analysis, assessment, or management of security risks specifically within the
context of blockchain and/or smart contract applications. This includes works that propose frameworks,
methodologies, or evaluations related to security risks, such as [24].

e I4: Studies addressing security architectural design approaches for blockchain and/or smart contracts.
This includes research proposing architectural frameworks, patterns, or best practices aimed at enhancing
the security of these technologies, such as [39] and [15].

Exclusion Criteria (E)

e E1: Studies originating from disciplines outside computer science, where blockchain is mentioned solely
as a secondary component or tool in the application (e.g., finance, healthcare, or supply chain studies
focusing on blockchain’s functional integration), such as [10] where blockchain used as a component to
provide security for healthcare IoT systems.

e E2: Studies not written in English, as language barriers limit accessibility and comprehensive analysis.

e E3: Studies that were not freely available (i.e., the publisher’s database requires members to make an
additional fee to provide access to the full text of the paper).

Three rounds of filtering were used to determine the final selection of research papers. Figure 1 presents the
search and selection processes.
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Fig. 1. Search and Academic Papers Selection Procedure

o First round: We selected papers based on metadata, including title, venue name and keywords. In this
round, we considered the criteria I1 and E1.

e Second round: We independently chose papers by reading the papers’ abstracts. In this round, we
considered criteria 12 and E2.

e Third round: We independently chose papers by reading the full text of the papers selected in the
previous round. In this round, we considered criteria E3, 12, I3 and I4.

e Snowballing: Additional articles were discovered using forwards and backwards snowballing. All inclu-
sion and exclusion criteria were considered.

After round three and the snowballing step, we applied Equation 1 to calculate Cohen’s Kappa (k) [53], which
is a statistical measure to assess the agreement between two reviewers deciding the same issue:

k= (P, =P,)/(1-P,), (1)

where P, is the probability of the observed agreement, and P, is the probability of random agreement. We
got a P, of 0.90, and a P, of 0.60, which produced a k of 0.75, indicating substantial agreement. To resolve the
disagreements, a discussion that involved all the reviewers was conducted. As a result of this discussion, 27
studies were included in our SLR.

Manual search: We started searching for publications of well-known institutions and organisations that
regularly produce publications related to blockchain, such as Deloitte [12], KPMG [34] and NIST (National
Institute of Standards and Technology) [44]. Additionally, we expanded our research by conducting a manual
search using the Google search engine to cover other industrial publications. Finally, we selected eight grey
publications that matched our inclusion criteria.
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3.4 Quality Assessment

In this study, the criteria presented by Yang et al. [69] were customised to assess the quality of the selected
studies. Three essential characteristics of empirical studies were considered in this research: rationality, rigour
and credibility.

o Rationality assesses whether the study clearly defines its research context and objectives.
e rigour evaluates whether the research approach is methodical, scientific, and comprehensive.
o credibility examines whether the findings are reliable, meaningful, and acknowledge potential limitations.

The most commonly used quality criteria for each characteristic, as identified in previous systematic literature
reviews (SLRs) in software engineering, were adopted. The following eight quality criteria were applied to each
selected study:

Rationality

(1) Is the paper based on empirical research?

(2) Is the context of the study stated clearly?

(3) Is there a clear description of the research objectives?
Rigour

(1) Does the method adequately address the research objectives?

(2) Is the data collection method fully described?
(3) Is data analysis sufficiently described?

Credibility
(1) Is there a clear description of the results?
(2) Do the researchers discuss limitations or threats to the validity of the results?

Two reviewers separately scored each of the eight studies’ criteria using a Boolean matrix (0 or 1), where 1
indicates that the study fulfills the quality assessment question, and 0 indicates that the study does not fulfill the
quality assessment question. A group discussion involving all authors was held if there were any discrepancies
between the reviewers, and the study was reviewed again to determine the final score.Table 8 in Appendix 1
illustrates the scores of each study.

3.5 Data Extraction

Data extraction is the process of gathering data items that were used to analyse the final studies and answer our
two research questions. This study’s data extraction mostly comprised demographic information, information
related to blockchain security architectural design approaches and information related to security risk assessment
methods. Table 1 shows the extracted items. Demographic information can be statistically demonstrated, while
the information related to the research questions requires in-depth analysis. The data extraction method was
first applied to a collection of 10 highly cited studies in the field of blockchain architecture. The collected data
were merged and classified. We selected the main concepts and aspects that resulted in the first draft of our
classification. Next, we examined the entire collection of selected studies to develop the classification.

3.6 Data Synthesis

This Section aims to provide a concise summary of the data that was extracted to fulfil the study’s objectives.
The data that was extracted for this study is both quantitative and qualitative. A descriptive analysis method
was applied to synthesise a set of quantitative data, including the distribution of the studies’ publication years,
publication venues and quality scores. The purpose and focus area of each selected study was also described.
The thematic synthesis method [26] was used to synthesise the qualitative data and answer the study’s research
questions. The qualitative data refers to the type of blockchain security architectural approaches and security
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Table 1. Extracted Data Items

Item Association
Title of the study Demographic
Year of the study Demographic
Venue of the study Demographic
Type of security architectural method RQ1
Purpose of the security architectural method RQ1
Security risk assessment method RQ2
Purpose of the risk assessment method RQ2

Table 2. Publication Venues of Selected Studies

Publication Channel Selected Studies
Journals [2,3,6,8,9, 15,16, 20,24, 25,51,68,71]
Conferences [31, 39, 40, 42, 48, 50, 52, 54, 62-66]
Workshop [61]
9 -
8
8 i
7 4
"
(]
56
.E 5 5
5 4
s a a
g 41
-]
£s ]
z
2 A
1
1 4
0 0
5 []
3

4 5 6 7 8
Quality assessment

Fig. 2. Quality Scores of the Included Studies

risk assessment methods. To answer RQ1, a categorisation process was conducted, and the blockchain security
architectural design approaches were classified into categories that have similar characteristics. Then the purpose
of each approach was explained. To answer RQ2, the security risk identification and security risk analysis and
evaluation approaches were identified and thoroughly explained. Section 4 (Result) and Section 5 (Analysis)
present all the extracted and synthesised information.

4 RESULTS

This section demonstrates the distribution of publications in different venues over time, the distribution of the
quality assessment scores of selected studies, and the aim and focus of each article.
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4.1 Demographics of Selected Studies

As only peer-reviewed articles were included in this study, Table 2 illustrates the selected studies in each
publication venue. As shown, half of the included studies were published at conferences and the other half were
published in journals. However, most of the journal papers received high scores on the quality assessment. For
instance, only journal papers received a full quality assessment score of eight, while only one conference paper
received a score of seven, as shown in Figure 2. This demonstrates the quality scores of the included studies
according to the quality criteria presented in Table 8. Figure 2 shows eight studies received a score of six. Most
of these studies provided no details on their data collection methods, and they did not discuss limitations or
threats to the validity of their results. Only one study received the lowest score, which is three. This study was
not empirical research; it provided no information about the data collection methods; and there was no clear
description of the results and study limitations.

Cryptocurrencies
Information security 4%

Penetration Testing Blockchain selection
4% 14%

Self-Sovereign identity
4%

Blockchain network design
4%

%
Blockchain access type
4%

Quality attributes
4%
loT
1%
Smart contracts

Blockehain security
26%

%

Consensus protocol
14%

Fig. 3. Chart of Focus Areas of Selected Studies

4.2 Purpose of Selected Studies

Each selected article was read in full before essential information was retrieved and summarised in Table 3, which
explains the aim of each study as well as its focus area.

Figure 3 shows the percentages of different focus areas of the 27 selected studies. The focus areas identified in
the selected studies highlight that a quarter (25%) of all studies are mostly concerned with blockchain security
issues as they discuss popularblockchain security attacks and threats. Blockchain selection and blockchain
consensus-mechanisms are both the second-most-popular areas, at 14%. The studies related to blockchain selection
aim to help select a suitable blockchain platform, while the studies related to consensus mechanisms are mostly
concerned with exploring multiple consensus protocols. Some studies also aim to assist decision-makers in
selecting the most suitable one. IoT is the third-most-common focus area, at 11%, and is mostly concerned with
security issues:and quality attributes related to blockchain-based IoT. Smart contracts are the fourth-most-common
area, with 7%. The studies focus on a few architectural design aspects of smart contracts. The least-common areas
on our list are related to quality attributes, blockchain access types, blockchain network design, self-sovereign
identity, penetration testing, information security and cryptocurrencies, each accounting for 4%.
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Fig. 4. Chart of the Classification of Selected Publications

5 ANALYSIS OF THE SELECTED PUBLICATIONS

The first two research questions are analysed in-depth in this Section. Figure 4 depicts the classification of the
selected publications and the percentage of studies per category.

5.1 Security Architectural Design Approaches (RQ1)

Based on our results, we broadly classify the selected studiesinto four commonly used approaches that support
the secure architectural design of blockchain-based systems. These are (i) decision models; (ii) taxonomies; (iii)
design patterns; and (iv) guidelines. A representative selection of studies that belong to these categories can be
found in Table 4. Since some studies contribute to multiple categories, they appear more than once in the table.

Decision models. In our context, decision models refer to the models that support the analysis and inform
architecture-related design decisions with regard to blockchain-based systems and smart contracts. One of the
aims of a decision model is to link components from the problem space to their solution space counterparts. Four
studies [15, 16, 62, 63] contributed to the architectural design decision model.

Farshidi et al. [15] provided a multi-criteria decision model (MCDM) for the blockchain platform selection
problem. The authors stated that their decision model involves 121 blockchain features that can be linked to 28
blockchain platform alternatives and multiple quality attributes, including security. However, the blockchain
features were briefly explained as the study focused on the methodology of building the decision model. Although
the study considered security and listed a few security issues, the authors failed to analyse any of these issues
and did not explicitly discuss how blockchain features are associated with security quality attributes.

Xu etal. [63] proposed a decision model that allows designers to choose suitable patterns for blockchain
applications. The work provided patterns for several blockchain architectural components, including smart
contracts and blockchain oracles. It proposed two security decision models, one for authentication and the
other for authorisation. Several security quality attributes were considered with regard to the patterns, including
integrity, availability and confidentiality. However, security issues that might arise when employing these patterns
were not discussed.

Only one element of blockchain architecture was discussed in previous studies [16, 62]. Filatovas et al. [16]
proposed the use of MCDM to select an appropriate consensus protocol for blockchain applications. Wiist et al.
[62] provided a decision model for choosing a suitable blockchain type: permissioned or permissionless. Because
neither study’s main focus was security, they only discussed a few security attributes, such as integrity and
availability, and mentioned some security issues.
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Taxonomies. In software engineering, taxonomies help with knowledge categorisation and organisation,
enabling practitioners and researchers to comprehend and analyse a complicated design space as well as assess
and compare design solutions.

Xu et al. [66] proposed taxonomies of the architectural components of blockchain systems and demonstrated
how these components affected system quality attributes such as performance. However, impacts on security
attributes, possible attacks and their subsequent threats were missing. Attacks were classified in the study by
Zhang et al. [71] based on blockchain layers: data, networks, consensus, smart contracts and applications.

Xu et al. [64] classified design decisions into blockchain decisions and application decisions and then conducted
a trade-off analysis of the related quality attributes. Their research briefly analysed security and discussed a few
security attacks. Homoliak et al. [25], classified security vulnerabilities and threats in four layers: the consensus
layer, the network layer, the state machine layer, and the application layer. Brotsis et al. [9] only analysed
blockchain architectural components that are suitable for IoT applications. The study also classified attacks based
on several aspects including identity, service and manipulation.

Previous studies [8, 20] focused solely on the architectural decisions of the blockchain consensus protocols.
Bouraga [8] classified 28 consensus protocols based on four criteria: origin, design, performance and security.
In terms of security, they showed whether the considered consensus protocol addressed Sybil attacks, denial
of service attacks, 51% attacks and eclipse attacks. Fu et al. [20] introduced three evaluation dimensions of
blockchain consensus algorithms: effectiveness, decentralisation and security. The study reviewed the security
design principles for resisting several attacks, including double spending attacks, Sybil attacks and eclipse attacks.

Guidelines. The guidelines refer to well-established concepts and outlines that work in practice and, as a
result, offer knowledge and insights.

Staderini et al. [52] presented a guide to selecting the most appropriate type of blockchain. The proposed
guidelines considered some blockchain architectural criteria, including consensus protocols and smart contracts.
The study discussed a number of attacks, such as 51% attacks and mining attacks. Richard et al. [48] briefly
explored smart contract architecture. The study suggested a smart contract development model that is divided
into three classes in the form of the development cycle, security mechanism and development support. Several
tasks were assigned to the security mechanism class, including input filtering, bug detection and vulnerability
metrices. The study failed to examine or discuss any security-related issues.

Previous studies [50, 54] analysed types of blockchain; Tran et al. [54] analysed the consensus protocol, while
Sargsyan et al. [50] discussed node architecture. Both studies discussed security briefly. Despite the fact that
these studies claimed to provide blockchain architectural design guidelines, their proposed guidelines failed to
provide a precise and clear set of steps'to be followed by blockchain systems architects.

Design patterns. These refer to repeatable solutions that can be applied to common blockchain or smart
contracts’ architectural design problems.

Xu et al. [65] presented security patterns that enhance the immutability, integrity and non-repudiation of
blockchain systems. The study also proposed design patterns that provide solutions to common security issues
related to smart contracts built on Ethereum blockchain. Two studies [40, 68] presented a catalogue of architectural
solutions for blockchain-based IoT applications. Yanez et al. [68] discussed multiple blockchain architectural
elements and their related security attributes; however, the security issues of these architectural elements were not
discussed. Mackenzie et al. [40] only discussed several blockchain consensuses protocols for IoT application and
their related attacks. In addition, Liu et al. [39] only presented and discussed design patterns for blockchain-based
self-sovereign identity, and the study briefly analysed the security issues of some presented patterns.

Based on our findings, there are only four industry sources that provide approaches for architecting blockchain
systems and for analysing security. NIST [67] provided an overview document of blockchain technology to assist
practitioners in understanding how this technology works. The document organises concepts, components, models
and other elements related to blockchain technology, as well as discusses several security attacks including 51%
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Table 4. Categories of Secure Architectural Design Approaches

Category Studies

Decision model [15, 16, 62, 63]
Taxonomy & Classification [8,9, 20, 25, 64, 66, 71]
Guideline [48, 50, 52, 54, 64]
Design Patterns [39, 40, 63, 65, 68]

attacks, Sybil attacks, DDoS attacks and double spending attacks. The American Council for Technology-Industry
Advisory Council (ACT-IAC) [19] also provided a blockchain playbook that defines a process incorporating
several phases, including a technology selection phase, to help adopt the technology. In the selection phase, the
playbook discusses several architectural components such as smart contracts and consensuses protocols and
discusses the security attributes of such components. However, both documents lack a thorough analysis of
security problems that are associated with blockchain architectural components.

The European Union Agency for Cybersecurity (ENISA) [17] produced a report that explained several blockchain
components, including consensus mechanism, smart contracts and sidechains. Their report also discussed several
traditional and blockchain-specific cybersecurity issues. Finally, each issue was mapped to essential best practices
to aid practitioners in developing secure blockchain systems. The report, however, is only concerned with
blockchain-related challenges in the financial sector.

The German Federal Office for Information Security [18] produced a document that highlighted the security
attributes of several blockchain components and discussed possible attacks that targeted each component. The
document also assessed and compared the security attributes of public and private blockchains.

5.2 Blockchain Security Risk Assessment Methods (RQ2)

Based on our results, we found that the selected studies related to RQ2 contribute to blockchain risk identification,
risk analysis and risk evaluation methods. Table 5 lists these studies. Some of the research helps to either identify
security risks or analyse and calculate such risks. A few publications, however, have an impact on both areas, as
Table 5 shows. The primary contribution of each study is described in the following paragraphs.

Security risk identification. We found several studies that contributed to blockchain security risk identifica-
tion methods.

Homoliak et al. [25] proposed a threat-risk model that involves six elements: (i) the kind of blockchain users
(owners); (ii) assets that are present at the application layer; (iii) threat agents or malicious users; (iv) threats that
emerge from blockchain architectural components’ vulnerabilities; (v) countermeasures; (vi) risks that are caused
by threats and malicious users and lead to asset corruption or losses. However, the model fails to provide clear
steps or-a guide to blockchain practitioners on how to employ such a model in their system design.

In Schlatt et al. [51]; the attack vectors were classified based on several blockchain architectural components,
including consensus protocols, application wallets and smart contract language. The work proposed a research
framework from an information security perspective to help analyse the identified attacks. Kim et al. [31] only
concentrates on cryptocurrency exchange platforms. The study analyses their related vulnerabilities and provides
security enhancement recommendations based on NIST and ISO/IEC 13187:2011 [27] standards. Hebert and Di
Cerbo [24] proposed a partial risk assessment methodology to identify security risks in various elements of
blockchain architecture. It also suggested using threat modelling methodology to analyse the identified risks.
However, the evaluation and ranking of the consequences of these risks were not considered in the methodology.

Security risk analysis and evaluation. We found several studies that proposed blockchain security risk
analysis and/or evaluation methods.
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Table 5. Blockchain Security Risk Assessment Methods

Method Studies
Security Risk Identification [6, 24, 25, 31, 51]
Security Analysis and Evaluation [2, 3,6, 25,31, 42]

A penetration testing framework for blockchain applications was proposed by Bhardwaj et al. [6]. The study
performed penetration testing on a commercial blockchain application to identify and rank the consequences of
the potential threats. However, the study only considered a few security issues that were solely related to smart
contracts. Al Ketbi et al. [2] proposed blockchain security controls and their implementation guidelines to fill the
gap in the existing national and international standards. The study evaluated, ranked and recommended security
controls that could be implemented. However, the security attacks that were imposed as a consequence of the
blockchain architectural components were not considered.

Al Mallah et al.[3] classified blockchain security threats into four categories: network threats; double spending
threats; private key threats; and smart contract threats. The study also assessed the threat risk impact based on
the author’s observations and opinions. Case studies of blockchain applications were not employed to show
how to identify and assess threats in a real work example. Morganti et al: [42] proposed a cybersecurity risk
assessment framework for blockchain-based smart mobility. The framework first determined the impact and
probability of occurrence of each threat and then ranked the corresponding risks.

We found four industrial sources that contributed to blockchain risk assessment methods. In 2017, KPMG [32]
released a white paper that investigated two specific blockchain attacks'and explained how these attacks can
be avoided. The paper also proposed a security framework that blockchain architects can use to identify and
mitigate security risks that have arisen as a result of the use of blockchain. In 2018, KPMG [14] published another
white paper that identified 10 specific blockchain risk areas and provided a five-level approach to assess the
identified risks. Security attributes and issues were briefly discussed.

Deloitte provides a risk management framework that involves three risk considerations, including standard
risks, value transfers and smart contracts [45]. The information security risks of blockchain wallets and smart
contracts are superficially explained, as the main aim of this framework is not security. The World Economic
Forum (WEF) provides a toolkit that involves a five-step approach for blockchain cybersecurity risk management
[43]. The risk assessment template and the guide for filling it out are also provided. The toolkit provides a risk
identification checklist involving multiple risk factors. However, security issues related to blockchain architectural
and design decisions were missing.

6 DISCUSSION

Based on the results of this review, along with our observations and analysis, this section addresses the third
research question by discussing research directions that warrant further investigation and outlining specific
limitations. It also explains how our proposed categorization and classification can be leveraged to design secure
blockchain applications. Finally, it highlights potential threats to the validity of our work and the measures taken
to mitigate them.

6.1 An Outlook for Future Directions (RQ3)

Systematic Blockchain Secure-by-Design Approaches. According to our results, only a few studies [15,
16, 54, 62, 66] have provided systematic approaches with clear steps for the design and architecture of secure
blockchain-based systems. However, security is not the focus of these studies. Security tends to be briefly discussed
as an architectural quality attribute and in the context of blockchain architectural design decisions for integration.
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Lack of systematic security in design approaches and security standards [46] that assist practitioners in the early
stages of blockchain development may lead to catastrophic incidents, such as attacks that caused a permanent
freeze of 280M USD [11] due to a design problem in smart contracts. Moreover, since blockchain-based systems
contain several architectural components, each with a relatively complex internal structure, a lack of systematic
methods can overcomplicate the design of secure blockchain systems and smart contracts. Therefore, researchers
need to establish comprehensive and systematic secure-by-design approaches to orchestrate decision-making
and architectural design processes with respect to blockchain systems and smart contracts. This is also one of the
recommendations made by Wan et al. [57], in which the authors conducted a comprehensive study to investigate
how practitioners view and practice smart contract security.

Comprehensive Risk Assessment and Management in Blockchain System Architecture. As the results
show, there is a lack of complete methodologies that provide a clear guide to the identification, quantification,
and management of security risks related to blockchain systems’ architectural design decisions. The selected
publications either provide partial risk assessment methods with no clear guide on how to employ them or focus
only on a few security issues that relate to blockchain architectural components. Moreover, security attributes
are not the focus of some publications [15, 16, 62, 66], and security is only briefly or superficially discussed.
Due to the lack of methods for identifying, analysing, assessing and managing a broad set of security issues, a
large percentage of blockchain projects have failed [13]. Consequently, there is an urgent need for a general
framework, approaches, and methodologies that address security risks in the context of blockchain architecture.
This need is also highlighted in Radanliev’s studies [46] and [47]. The availability of such approaches enables
the architecting of blockchain systems that are secure-by-design, have manageable security risks, and lower the
chances of security breaches and project failure.

Systematic Approaches to Design and Implement Secure Smart Contract. There have been several
initiatives in smart contract security, resulting in the definition of several vulnerabilities for smart contracts and
tools for finding them. However, smart contract security is still in its early stages and many other challenges
require attention, such as the security implications of design decisions in smart contracts, including programming
languages and off-chain integration. Despite the number of smart contract vulnerabilities discovered by researchers
[4, 11, 23, 25, 38], there is no reference classification that organises and collects security issues based on criteria
such as implications, ramifications, cost of exploitation and resolution. Therefore, systematising the process of
smart contract security from the early design stage, including the standards, best practices, tools, and approaches,
is an essential step towards designing secure smart contracts.

Many security vulnerabilities in smart contracts stem not only from design flaws, but also from implementation
errors, as noted by Bhargavan et al. (2016) [7]. These implementation-level issues, such as re-entrancy bugs and
improper exception handling; can lead to severe exploits, with the DAO attack of 2016 serving as a prominent
example of how a re-entrancy vulnerability, introduced during implementation, resulted in catastrophic conse-
quences. Furthermore, Atzei et al. (2017) [5] underscore that both design and implementation errors contribute to
critical failures in smart contracts. In light of this, adopting systematic approaches that address both design, and
implementation phases is essential. Secure development practices, including formal verification, rigorous code
reviews, and comprehensive testing, should be integrated alongside secure design principles to provide a robust
defense against potential vulnerabilities.

6.2 Demonstrating the Use of the Proposed Categorization in Secure Blockchain Design and Risk
Evaluation

When building healthcare blockchain applications, architects can make informed decisions by leveraging our
proposed categorisation that assists in architecting and designing secure blockchain-based systems and smart
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contracts. For example, a combination of existing guidelines, decision models, and risk assessment methodologies
can be used to ensure robust, secure, and compliant systems.

Architects can begin by consulting established guidelines to identify the most suitable blockchain technology
for their specific use case. For instance, healthcare applications often require a balance between privacy, scalability,
and accessibility. Guidelines can help architects evaluate whether a public, private, or consortium blockchain
is most appropriate based on the application’s requirements. In addition to guidelines, architects can leverage
existing decision models to select the most appropriate design components for their healthcare blockchain
systems. Decision models provide structured frameworks to evaluate and prioritise key architectural decisions,
such as choosing a consensus mechanism that balances security and performance (e.g., Proof of Authority for
faster transaction speeds in private healthcare networks).For example, in the context of a healthcare application
for secure data exchange, decision models can guide the integration of smart contracts to automate access control
while ensuring auditability and compliance with security policies.

To further strengthen the security of healthcare blockchain applications, architects can employ established
security risk analysis and assessment methodologies. These methodologies, such as STRIDE, allow architects to
identify, analyse, and address potential security threats during the design phase. Specifically, security risk identi-
fication involves identifying threats such as data breaches, unauthorized access, or malicious smart contracts that
could compromise sensitive patient information. Risk evaluation focuses on assessing the likelihood and potential
impact of identified risks, enabling architects to prioritize the implementation of appropriate countermeasures.
Finally, the results of the risk assessment can inform the adoption of design patterns and architectural solutions
that minimise vulnerabilities, such as implementing robust cryptographic protocols or multi-factor authentication
for access control.

By integrating these approaches, architects can create a comprehensive roadmap for building secure, efficient,
and compliant blockchain systems for healthcare.

6.3 Threats to Validity

Based on Wohlin et al. [60], we identified the following types of threats, which may affect the validity of our
study.

External validity. Although we followed a systematic approach to include studies on architecture design
approaches for building secure blockchain systems and smart contracts, there is the risk of missing some papers.
To mitigate this potential threat, we applied backward and forward snowballing search methods to examine
additional papers; the snowballing strategy was explained in Subsection 3.2. Moreover, we considered the inclusion
of grey literature to enhance the generalisability of the results.

Construct validity. There are potential biases during the study selection and data extraction processes. To
mitigate this threat, the authors independently worked on the process for selecting papers. Any disagreement
was resolved by having a group discussion. The possibility of bias introduced during the data extraction process
was reduced by ensuring that everyone reviewing the studies had a common understanding. We also made sure
that the data extraction procedure matched the research questions.

Conclusion validity. Another threat arose because we cannot guarantee the completeness of our classification
of blockchain secure architectural design approaches and security risk assessment methods, as there might be
additional categories that could enrich the classification. To mitigate this threat, we iteratively refined our
classification each time a new concept was encountered in the literature. Nevertheless, the classification is
adaptable to evolve and cope with new additions and changes.
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Table 6. Related Works, their methods, and focusing area

Study Methods Focus Area
[13] SLR Risk management of blockchain
[70] SLR Blockchain topics and challenges
[56] SLR Smart contract applications
[1] SLR Architectural decisions of blockchain systems
[22] Survey Security issues of blockchain
[37] Survey Security issues of blockchain
[33] | Comprehensive review Blockchain standards
[46] | Comprehensive review Regulations on blockchain security risks
[47] | Comprehensive review Financial and security risks of blockchain

7 RELATED WORK

The academic community is becoming increasingly interested in problems related to blockchain technology.
Unfortunately, there is still a dearth of comprehensive literature reviews that look at certain areas of software
engineering, including architectural design approaches for building secure blockchain-based systems. Based on
the methods employed to apply the reviews by the existing literature, we categorise them into three groups:
systematic literature reviews, surveys, and comprehensive reviews. The studies, their methodologies, and their
focus areas are listed in Table 6.

Systematic Literature Reviews. Drljevic et al. [13] conducted a systematic literature review that demon-
strates the state of knowledge with regard to the perceived risk related to the adoption and application of
blockchain technology. The study sheds light on risk definitions that are related to technology, business and
project management. The connection between blockchain technology adoption and risks is also clarified. The
study emphasises the importance of standards-based approaches for the effective adoption and application of
blockchain. The study concluded that there are significant research gaps in the field of risk management with
regard to the use of blockchain technology, a conclusion that is consistent with our findings. However, in contrast
to our study, security risk assessment approaches have not been investigated in this study.

In 2016, Yli-Huumo et al. [70] conducted a mapping study to investigate the available topics and challenges
that were related to blockchain technology. They found most of the studies focused on Bitcoin systems, and only
a few papers investigated other blockchain topics such as smart contracts. According to that study, blockchain
security architectural design approaches were ignored in the considered studies. This is nearly consistent with
our findings, as we found no studies investigating security architectural design methods prior to 2016, and we
only found one study [64]; published in 2016, which sheds light on several blockchain design decisions.

The improvement of smart contracts and decentralised application development was the focus of a systematic
literature study carried out by Vacca et al. [56]. The study included the frameworks and automation tools that are
employed in smart contract testing. They found that many of the currently used methods and tools only deal
with particular smart contract-related problems and challenges.

In our previous study [1], we developed a taxonomy that defines and classifies the key architectural decisions
regarding blockchain-based systems. This taxonomy resulted from an approach partially guided by an SLR.
The review’s findings indicate that the dimensions of key architectural decisions include: (i) blockchain access
type; (ii) data storage and transaction computation; (iii) consensus mechanism; (iv) block configuration; (v) key
management; (vi) cryptographic primitives; (vii) chain structure; (viii) node architecture; and (ix) smart contracts.
The study demonstrates a mapping approach that associates each dimension with potential security attacks and
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threats. MITRE’s attack tactic categories [41] and Microsoft STRIDE threat modeling [35] classify attacks and
their posed threats, respectively. However, in this study, we conducted an SLR to investigate existing architectural
analyses of security approaches related to blockchain-based systems and smart contracts. Based on the findings,
this study broadly classifies existing publications that contribute to providing security-by-design approaches.
Additionally, the study presents a categorization of publications that support blockchain risk assessment methods.

Surveys of Literature. Guo and Yu [22] conducted a survey on the security of blockchain technology. The
study evaluated blockchain security through risk analysis to identify extensive blockchain security risk categories,
examined actual attacks against the blockchain and possible defects and their underlying causes, as well as
presented newly developed blockchain security countermeasures. Leng et al. [37] conducted a survey to review
the state of blockchain security research. Based on the selected papers, the study classified the security of
the blockchain into three levels: the process level, the data level, and the infrastructure level. The study also
investigated the existing solutions for addressing security issues. Studies [22] and [37] both presented an extensive
review of blockchain security issues, and their reviews can be used to support the building of secure blockchain
systems. However, security design issues and security risk assessment methodologies, which assistin avoiding
security problems at the early stages, have not been investigated in these studies.

Comprehensive Reviews. Konig et al. [33] provided a comparative analysis of 19 blockchain standards
published by organisations that work and focus on information security. Security management and technical
security are among the criteria that are used to compare the content of the standards. The study, however, only
considered organisational standards in the comparison and excluded other types of grey literature such as white
papers and industrial reports. They also ignored academic literature, which can also aid in the adoption of reliable
and secure blockchain technology.

The study of Radanliev [46] employs a review and case study approach, analysing secondary data on cyberse-
curity. Its significance lies in integrating knowledge from the United States, European Union, United Kingdom,
and international cybersecurity standards, applying this to new blockchain projects. The findings highlight that
cybersecurity standards are not developed in close collaboration between the US and EU, despite the US leading
in the field. Moreover, the security standards for cryptocurrencies, IoT, and blockchain technologies have not kept
pace with the rapid technological advancements. A key insight from the research is that while the crypto market
has grown into a multi-trillion-dollar industry; it has also experienced over a 70% decline from its peak, leading
to significant financial losses. Despite these impacts, both cybersecurity standards and financial regulations for
blockchain remain underdeveloped.

In 2024, Radanliev [47] provides a comprehensive exploration of financial and cybersecurity risks associated
with blockchain technologies, particularly within the context of the Metaverse. It emphasises the growing
cybersecurity risks in the context of blockchain, especially within cryptocurrency trading. Additionally, the
research addresses the prevalence of fraudulent blockchain ventures, such as Ponzi schemes, and the significant
risks these poseto individual investors. By reassessing traditional financial risk assessment methods, the study
offers new insights into evaluating the long-term viability of blockchain projects. Ultimately, the research
underscores the importance of robust risk assessment frameworks to mitigate financial and cybersecurity threats
in both developed and developing economies, as blockchain technologies continue to evolve and expand in
practical applications.

While the three studies mentioned support our finding regarding the lack of security standards and risk
assessment frameworks, to the best of our knowledge, our work is the first to explore and categorise current
architectural design approaches and security risk assessment methods for building secure-by-design blockchain-
based systems. This distinguishes our research from previous efforts.
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7.1 Unique Contributions and Advancements in Blockchain Security Research

This study offers a distinctive perspective and novel contributions that differentiate it from prior research in
the field of blockchain security and architectural design. While earlier works, such as those by Drljevic et
al. [13], Yli-Huumo et al. [70], and Vacca et al. [56], primarily focused on specific challenges like blockchain
adoption risks, smart contract testing, or broader blockchain topics, they lack a comprehensive exploration of
security-by-design methodologies. Similarly, surveys by Guo and Yu [22] and Leng et al. [37] provided valuable
insights into blockchain security risks but fell short in addressing early-stage security design and risk assessment
frameworks. Comprehensive reviews, such as those by Konig et al. [33] and Radanliev [46] and [47], were often
constrained to specific standards or geographical insights, overlooking the integration of security principles into
blockchain architectures.

In contrast, this study is groundbreaking in systematically investigating and categorising both architectural
design approaches and security risk assessment methodologies specifically tailored for secure blockchain systems.
By building upon a taxonomy of key architectural decisions from prior work [1], this research connects these
decisions with potential security threats, employing well-established models such as MITRE’s attack tactic
categories and Microsoft’s STRIDE framework.

Moreover, this study provides a clear classification of existing publications into security-by-design approaches
and risk assessment frameworks, offering actionable guidance for researchers and practitioners. This dual focus on
design principles and risk management fills a critical gap in the literature, providing a foundation for developing
resilient and secure blockchain systems. These contributions ensure that this research stands apart as both a
reference point for academics and a practical guide for industry stakeholders.

8 SUMMARY AND CONCLUSIONS

This paper presented a systematic literature review to investigate current approaches and methods that assist in
architecting and designing secure blockchain-based systems and smart contracts. We selected 27 academic studies
and six industrial reports that satisfied the defined inclusion criteria. We found that the approaches provided by
a set of selected studies can be classified into four categories: (i) decision models; (ii) taxonomies; (iii) design
patterns; and (iv) guidelines. The other set of selected studies contributed to several security risk assessment
phases: (i) security risk identification and/or (ii) security risk analysis and evaluation.

We argued that the development of secure blockchain systems requires leveraging security architectural design
approaches. However, based on our review results, we found there is a lack of systematic security architectural-
centric approaches, security standards and complete security risk assessment methodology. We concluded that
there is a critical need for a generic framework, methods and approaches that handle security risks in the context
of blockchain architecture at the early architectural and design stages. Additionally, we also advocated the need
for international standards and frameworks on regulatory oversight for value-oriented risks in blockchain-based
applications.

In this paper, we presented several research directions that deserve further investigation in the field of security
architectural design decisions for blockchain systems and smart contracts. These are as follows: (i) a systematic
approach to assist architects in making secure architecture design and configuration decisions for blockchain-
based systems; (ii) an approach for assessing smart contracts’ security risks; and (iii) a decision support model for
blockchain oracle platform selection.
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