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ABSTRACT

Sensornetworksareintegratedwithcloudinmanyinternetofthings(IoT)applicationsforvarious
benefits.Healthcaremonitoringsensorcloudisoneoftheapplicationthatallowsstoringthepatients’
healthdatageneratedbytheirwearablesensorsatcloudandfacilitatestheauthorizeddoctorstomonitor
andadvisethemremotely.Patients’dataatcloudmustbesecure.Existingsecurityschemes(e.g.,key
policyattribute-basedencryption[KP-ABE]andciphertextpolicyattribute-basedencryption[CP-
ABE])havehighercomputationaloverheads.Inthispaper,asecuritymechanismcalledattribute-based
ellipticalcurvecryptography(ABECC)isproposedthatguaranteesdataintegrity,dataconfidentiality,
andfine-grainedaccesscontrol.Italsoreducesthecomputationaloverheads.ABECCisimplemented
in.NETframework.Useofellipticalcurvecryptography(ECC)inABECCreducesthekeylength,
therebyimprovingtheencryption,decryption,andkeygenerationtime.ItisobservedthatABECC
is1.7and1.4timesfasterthantheexistingapproachesofKP-ABEandCP-ABE,respectively.
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1. INTRodUCTIoN

Sensorbased InternetofThings (IoT)havevariousapplications suchashealthcareapplications,
battlefield monitoring, street monitoring, disaster management, military, forest fire detection,
unmannedvehiclesandmanufacturingindustries(Ahujaetal.2020;Rashidetal.2016).SuchIoT
applicationsgenerateahugeamountofdatathatisusuallystoredatcloudtoincreasetheusefulness
ofresources(Linetal.2019;Zhouetal.2018).Sensornetworksareintegratedwithcloudtoimprove
theeffectivenessoftheapplication.Thisintegrationistermedassensorcloudwhichisbeneficial
forbothsensornetworksandcloud.Varioussensornetworksstoretheirsenseddataatthecloud
andcloudprovidessensorasaservicewithhelpofvirtualizationtothemultipleusersaccordingto
theirchoiceanddemand.Anygenuineendusercanaccessthedataofoneorallauthorizedsensor
networksjustinoneclickwithhelpofthisintegration(Dwivedietal.2018).Figure1presentsa
healthcaremonitoringsystemwhereeachhumanbodybehavesasasensornetwork.Here,datafrom
variouswearablebodysensorsofmanypatientshavebeenstoredatcloudthroughbasestationsuch
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asmobilephone.Differenttypesofauthorizedusersviz.,doctors,medicalstudents,researcherscan
accessthehealthrecordsofthepatientsusingtheircredentials.Doctorscanprovidemedicalsupport
tothepatientsanytimeandfromanywhere.Theycanhelpthepatientsinstantlyiftheemergency
caseismonitored.Cloudcanprovidesensorasaservicetotheauthorizedstudentsandresearchers
toobyprovidingthemvarioustypesofdata.Thus,legitimateenduserscangetdataofoneormore
patientseasilyandquickly.Doctors,students,researchersandpatientsmaybelongtoeithersameor
differenthospitals.Inthisway,everyoneisbenefittedwiththissensorcloudintegration.

Thereareseveralchallengestosensorcloudandsecurityisoneofthem(Altafetal.2019;Díaz
etal.2016).Varioussecuritymechanismshavebeendevisedtoprovidedatasecurityatthecloud
(Parketal.2011;Fernández-Alemánetal.2013;Sangeethaetal.2017;Masoodetal.2018;Sunetal.
2018;Dwivedietal.2019).Someofthemarelesscomplexbuthavecoarsegrainedaccesscontrol.On
theotherhand,someschemesprovidefinegrainedaccesscontrolbuttheyhavesomecomputational
overheads.Hence,thereisaneedtoprovideanimprovedsecuritymechanismhavingfinegrained
accesscontrolwithreducedcomputationalcomplexities.Thispaperfocusesitsworkonsensorcloud
ofhealthcaremonitoringsystem.Therearemanymedicalcasesinwhichthecontinuousmonitoring
ofhealthconditionsisrequiredwhichallowdoctorstoknowthehealthstatusofthepatientsregularly
orwhenrequired(Ghoneimetal.2018;Liuetal.2019).Severalcomputationsmaybeinvolvedbefore
fetchingthedesiredinformation(Goléaetal.2019;Al-Ayyoubetal.2018).IoTbasedhealthcare
systemisveryhelpfulinsuchsituationswhichminimizesthehealthcaretreatmentcostandallowsthe
mobilityofpatients(Koetal.2010).Insuchsystems,variousbodysensorsareappliedatthepatients
forthepurposeofcontinuousmonitoringoftheirhealthstatus.Thesebodysensorsarewearable
deviceswornbypatientsthatcancollectvariousbodydatasuchasbloodpressure,bodytemperature
andheartbeatrate.Datacollectedbythesesensorsaresenttogatewaysviawirelesscommunication
mediumandfromgatewaysfinallytransferredtothecloudforstorageandprocessing.Medicaldata
ofthepatientscollectedbyvariousbodysensorsareverycrucial.Anyalterationorlossinthemedical

Figure 1. Healthcare monitoring sensor cloud
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dataofthepatientsmayresultinnegativehealthconditionsorsometimesleadtoveryseriousstages
evendeathofthepatient.Hence,itmustbesecured.

Therefore,anoveldesignisproposedinthispapertosecurethesensorclouddataforhealthcare
applications.Proposedapproachusesattributebasedellipticcurveencryptiontechniquethatprovides
finegrainedaccesscontrolandallowsonlyauthenticuserstohaveaccessonthehealthcarerecordsof
thepatients.Thisapproachimprovestheencryption,decryptionandkeygenerationtimeascompared
totheexistingschemesnamelyKeyPolicyAttributeBasedEncryption(KP-ABE)andCiphertext
PolicyAttributeBasedEncryption(CP-ABE).Thus,itenhancessecuritywithreducedcomputational
complexities.Italsoensuresconfidentiality,integrity,reliability,availability,scalability,authenticity
andcollusionresistance.Themajorcontributionsofthepaperaregivenbelow:

• DesignofasecuritymechanismcalledAttributeBasedEllipticalCurveCryptography(ABECC)
forsensorcloudofhealthmonitoringsystem

• Securityanalysistojustifythenoveltyoftheproposedwork
• Complexityanalysistojustifytheimprovementsintheproposedscheme

Therestofthepaperisorganizedasfollows.Section2focusesonpreliminariesandbackground.
Surveyoftherelatedworkisdoneinsection3.Section4describestheproposedschemeABECC.
Section5presentsperformanceevaluationwhereproposedapproachiscomparedwiththeexisting
schemesoncertainparameters.ThissectionalsopresentsvariouscharacteristicsofABECC.Finally,
section6concludesthepaperwithaproposalforfuturework.

2. BACKGRoUNd

Beforemovingfurther,wepresentsomepreliminariesoftherelatedworkasfollows:

2.1 Attribute Based Encryption (ABE) 
InABE,thecryptographicprocessisimproved.Itstatesthattheidentityoftherecipientisnotatomic
butcomprisesofmultipleattributes.Here,sizeofciphertextsincreaseswiththeincreaseofnumber
ofattributes(Lietal.2012;Mulleretal.2008).Attributebasedencryptionallowsdecryptionof
theciphertextonlyifthereceiverhasthekeyofcorrespondingattributes.Thesecuritypoliciesare
definedonthesetofgivenattributesusingconjunctions,disjunctionsetc.Thecompletesetattributes
isknownasuniversalattributessetandthepolicydescribingtheauthorizationsuchas“whocan
accesswhat”,usingconjunctions,disjunctionsetc.iscalledaccessstructure.Letussaythat{M,N,
O,P}isthesetofattributes.UserABChasattributes{M,N}whileuserXYZhasattribute{P}.
Nowsupposeifthefileisencryptedwiththepolicy(M∧O)∨P.Thefilewillbeaccessibleonly
touserXYZbecausehisattributesatisfiestheaccesspolicyandthusfurthercandecryptit.Onthe
otherhand,userABCcannoteitheraccessordecryptthefilebecauseitsattributesdoesnotsatisfy
theaccesspolicy.ABEprovidesthefinegrainedaccesscontrolandcanbeoftwotypes:

2.1.1. Key Policy ABE (KP-ABE)
Inthisapproach,senderlabelstheciphertextswithattributesandtrustedauthorityissuesprivatekey
oftheuser.Privatekeysareaccompaniedwiththepoliciesknownasaccessstructureswhichtell
aboutthekeyholderandciphertextsi.e.whocoulddecryptwhichciphertexts(Wang2013;Goyal
etal.2006).

2.1.2. Ciphertext Policy ABE (CP-ABE)
Inthismethod,theuser’sprivatekeyiscombinedviagroupofattributes.Here,ciphertextspecifies
securitypoliciesontheattributes(Premkamaletal.2020;Bethencourtetal.2007).
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2.2 Elliptical Curve Cryptography (ECC)
Boththesenderandreceivermustagreeonthecommonellipticcurveequationinthiscryptography.
ECCisusedinmanyapplicationsviz.,smartcards,wirelesscommunicationdevices,webserversthat
handleseveralencryptionsessionsetc.ECCisaformofasymmetriccryptographylikeRSA,AES
andElGamalinwhicheveryuserhaspublic-privatekeypair.But,ECCusesshorterkeylengthsfor
thepurposeofencryptionanddecryptionthanothercryptosystems(Saranetal.2019;Athenaetal.
2017;Bansaletal.2017).

2.3 Coarse and Fine Grained Access Control
Sometimesuserisimposedwithlowlevelauthorizationlikeheisauthorizedtoaparticularpage
oraserviceonbasisofonlyhisrole(Carvalhoetal.2018).Thistypeofauthorizationiscalledrole
basedaccesscontrolorcoarsegrainedaccesscontrol.Ifauthorizationlevelishighthenitisknown
asfinegrainedaccesscontrol.Abovescenariowithfurtherauthorizationtothepageandservice
resultsinfinegrainedaccesscontrol.Forexample,userhasconstraintsonrole,genderandageetc
toaccessthepage.Similarly,hemayhaveconstraintsonrole,location,servicetimings,IPaddress
etctoaccesstheservice.Thus,itcanbeobservedthatsecurityisincreasedinfinegrainedaccess
control(Sambrekaretal.2019).

3. RELATEd WoRK

Tembhare et al. (2019)presentedaschemeformaintainingprivacyofpatient’srecordsinhealthcare
applicationofcloud.ThisschemeistheintegrationofABEandrolebasedaccesscontrolpolicy.It
isanovelapproachwithlowercomputationalcomplexitybutmaysufferfromroleexplosionbecause
ofgrowingnumberofvariousroles.

Sun et al. (2018)havedesignedaframeworkforsearchablepersonalhealthrecords.Thisscheme
isacombinationofABEandsearchencryptiontechnology.Itprovidessecureandefficientsolution
incloud-fogenvironment.Thismethodprovideskeywordsearchfunctionwithfine-grainedaccess
controlbuthaslackofexpressivesearch.

Perez et al. (2017)havedevisedaCP-ABEandsymmetrickeyencryptionbasedschemefor
securingdatainInternetofThings(IoT)contexts.ItisfocusingonhealthcareapplicationofIoT.
Methodisgoodbecauseprivacyispreservedanddatasharingissecure.Butithassomecomputational
overheadsinrealcontextswhichcanbefurtheroptimized.

Lounis et al. (2016)proposedasecureframeworkfordatacollectionfrombodysensornetworks
which is basedonCP-ABE. It provides an easydata sharing amonghealthcareprofessionals in
normalandemergencysituations.This schemeprovides finegrainedaccesscontrolandensures
confidentiality,integrity,scalability.

Thilakanathan et al.(2014)hadgivenasecureschemetomonitoraswellassharehealthrelated
dataincloudenvironment.TheyusedElGamal-basedproxyre-encryptionmethodforimplementing
thesecurity.Ithandleslargedatasetsandefficientuserrevocationinhealthcaremonitoringcloud.
Limitationofthisschemeisthatitassumesthatdatasharingpartyisfullytrusted.

Li et al. (2013)providedasecuritymechanismforsecuringthehealthrecordswhilesharing
byusingABE.Theframeworkdescribedinthisapproachconsistsofpre-definedlistoflegitimate
users. The list includes medical professionals as well as family members. Attributes based on
rolesareassignedtoeachuser.Thecorrespondingsecretkeysareretrievedfromtheauthorityand
distributedtotheusers.Rolebasedpolicyprovidebetterkeymanagementfacilitytotheusers.Also,
thisframeworkismuchmoreeffectivethantheexistingschemesbecausedataownersneednotto
beonlinealwaysinthisapproach.

Hung et al. (2012)havegivenamultiuserdataencryptionschemethroughmultipleproxies
insteadofjustsingleproxy.Separatestorageandquerykeysareprovidedtoeveryuser.Thismakes
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thequeriesofausertoremainunrevealedtotheotheruser.Storageandquerykeyscanbechanged
bytheuserevenwithoutdecryptingthecompletedatabase.

Tu et al. (2012)proposedrevocationmechanismusingCP-ABEwhichprovidesfine-grained
accesscontrol.Thispaperaddressesmajorproblemsofsharingthedataincloudaswellasremoving
theaccessrightsfromthesameuserwhenheisnotthepartofthesystemconcerned.Thisapproach
isveryefficientinrevokingtheaccessrightsfromtheusersbutnotsuitableforverylargedatasets.

Tran et al. (2011)gaveaframeworkwhichstatesthatsamegroupuserscanaccessthedataof
eachother.Thishelpsindatasharingamongthegroupmembers.Thereisagroupadministratorwho
isresponsiblefortherevocationofgroupmembers.Thisframeworkusesproxyre-encryptionwhere
privatekeyofdataownerisdividedintotwohalves.Thefirstpartisstoredontheproxythrough
whichthecompletedataisencrypted.Thesecondpartiskeptinmachineofdataownerbywhichhe
encryptsthedata.Inthisscheme,proxymaysufferexcessiveencryptionanddecryptionoperations.

Yang et al. (2011)introducedagenericschemeusingattributebasedencryptionwithproxyre-
encryptiontosecurethesharingofdataincloudenvironment.Thisschemeprovidesfinegrained
accesscontrol.Itisanefficientschemeincaseofsimpleuserrevocationbutfailswhenarevoked
userjoinsagain.Revocationofuserdoesnotcausekeyredistributionordatare-encryption.

Bethencourt et al. (2007)providedCP-ABEscheme.Inthistechnique,severalattributesspecify
user’sprivatekeyandaccesspoliciesaredefinedovertheattributeswhichspecifiesthatwhocan
decryptthedata.Ifreceiversatisfiesthesesecuritypoliciesthendatawillbeavailabletotheuser.
Thisdesignissecureagainstcollusionsbutisprovedsecure.

Goyal et al. (2006)presentedKP-ABEschemeinwhichciphertextsarelabeledwithanumberof
attributesandprivatekeyisaccompaniedwithaccesspolicieswhichcontrolthatausercandecrypt
whichciphertexts.Ausercandecrypt thedata ifhesatisfies thesecuritypolicy.This technique
providesfinegrainedaccesscontrolbutdoesnothidethesetofattributes.

AsummaryofvariousexistingsecuritytechniquesusedinsensorcloudispresentedinTable
1.Thistablealsodescribesthefindingsandlimitationsoftheexistingapproaches.Earlier,many
existingschemesuseaccesscontrollistswhichprovidecoarsegrainedaccesstodata.Later,ABE(KP-
ABE/CP-ABE)hasbeenusedwhichprovidesfinegrainedaccesscontrol,butithassomecomplex
computationstoowhichresultsincomputationaldelayandotheroverheads.Inordertoreducethese
complexities,thereisaneedtodeviseasecuritymodeltoensuretheoverallsecurityofsensordatathat
guaranteestheconfidentialityandintegrityandatthesametimereducingtheoverallcomputational
overheadswithfinegrainedaccesscontrol.Thisinturnsmakesthesystemmoreefficient.

4. PRoPoSEd APPRoACH

ThispaperproposesasecuritymechanismtermedasAttributeBasedEllipticalCurveCryptography
(ABECC)whichprovidessecuritywithlesscomputationaloverheadsandfinegrainedaccesscontrol.

Figure2describessensorcloudarchitecturewhichincorporatestheproposedsecuritymechanism.
Therearefouressentialentities involvedin thisproposedapproachviz.,dataconsumer,security
authority,clouddatabaseanddataowner.Healthcaremonitoringsystemhasvariousactorssuch
aspatient(P1,P2…Pz),relativesofpatient(R1,R2…Rm),doctors(D1,D2…Dn),juniordoctors
(JD1,JD2…JDo),medicalstudents(MS1,MS2...MSp),nurses(N1,N2...Nq),insurancecompany
(IC1,IC2…ICr))etc.Theseactorshavevariousattributeslikename,age,location,purposeetc.Here,
patientsarethedataownerswhoaredenotedatlowerlayerandotheractorsaretheenduserswhoare
locatedattheupperlayerofthesystemmodel.Middlelayerofthemodelrepresentsvirtualizationand
securityimplementationatcloud.Securityauthorityhasinformationaboutthenecessaryattributes
ofdataconsumerswhichareobtainedaftertheirregistration.Therolefordataowneristocollect
thesensordatathroughvariousbodysensorsandalsocreaterolebasedpolicyonattributesprovided
bythesecurityauthority.Policiesarecreatedusingconjunctionordisjunctionfortheauthenticdata
accesswhichclearlystatesthatwhocanaccesswhat.Afterthisstep,thedataisencryptedthrough
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keyprovidedbysecurityauthorityandstoredonthecloud.Onlyauthenticdataconsumerswhose
attributessatisfiesthesecuritypolicyforselectedfilecandecryptthefilewithdecryptionkeyprovided
fromsecurityauthority.Thissecuritymodelcanservevarioustypesofendusersbyprovidingthem
patients’datawhichcanbeobtainedfrommultiplehealthcarecenters.Thisispossiblebecauseof
virtualizationatmiddlelayerofsensorcloudintegration.ProposedapproachABECCisdescribed
inAlgorithmI.Thisalgorithmisdividedintotwoparts.Firstpartexplains“Attributebasedpolicy
creationforaccesscontrolusingECC”andthesecondpartdescribes“Authenticationvalidationof
endusertoaccessthedata”.
Algorithm I.  Attribute Based Elliptical Curve Cryptography 
(ABECC)  
A.  Attribute based policy creation for access control using ECC 
Begin 
Step 1:  Data collection from various body sensors
Step 2:  Attribute are decided by security authority 

Table 1. Summary of security techniques used in sensor cloud

Authors (Year) Technique Used Findings Limitations

Tembhareetal.(2019) ABEwithrolebased
accesscontrol

Maintainsprivacyofpatient’s
dataincloudwithlower

computationalcomplexity

Maysufferfromrole
explosionbecauseof

growingnumberofvarious
roles

Sunetal.(2018) ABEwithsearch
encryptiontechnology

Provideskeywordsearch
functionwithfine-grainedaccess

control

Lackofexpressivesearch

Perezetal.(2017) CP-ABEandsymmetric
keyencryption

Privacyispreservedanddata
sharingissecureinhealthcare

applicationofIoT

Highercomputational
complexitiesinreal

contexts

Lounisetal.(2016) CP-ABEbasedscheme Providesfinegrained
accesscontrolandensures
confidentiality,integrity,

scalability

Worksforonlysingle
healthcareauthority

Thilakanathanetal.
(2014)

Proxyre-encryptionwith
ElGamalencryption

Handleslargedatasizesand
efficientuserrevocationin

healthcaremonitoringcloud

Assumesthatdatasharing
partyisfullytrusted

Lietal.(2013) ABEwithrolebased
accesscontrol

Supportsdynamicmodification
offileattributesandsecurity

policy

Suffersfromcomplex
computationaloverheads

inABE

Hungetal.(2012) Proxyre-encryption Allowsmultipleuserstoaccess
theshareddatabasesecurely

Morenumbersofproxies
areused

Tuetal.(2012) CP-ABEbaseddual
encryptionsystem

Veryefficientinrevokingthe
accessrightsfromtheusers

Notsuitableforverylarge
datasets

Tranetal.(2011) Proxyre-encryption Providessecurityandallows
userstoaccessanotheruser’s

datawhoareinthesamegroup

Proxymaysufferexcessive
encryptionanddecryption

operations

Yangetal.(2011) ABEwithproxyre-
encryption

Efficientschemeincaseof
simpleuserrevocation

Failswhenarevokeduser
joinsagain

Bethencourtetal.
(2007)

CP-ABE Secureagainstcollusionattacks Secureundergenericgroup
heuristic

Goyaletal.(2006) KP-ABE Finegrainedaccesscontrol Doesnothidetheattributes
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Step 3:  Role based policy creation on attributes by data owner
Step 4:  Data encryption using Elliptical Curve Cryptography (ECC)
Step 5:  Encrypted data is now ready for data processing at cloud
End; 
B.   Authentication validation of end user to access the data 
Begin 
Step 1:  If (registered user) then
Step 2:   If (authenticated user: access policy is true) then
Step 3:     Decrypt data and allow user to view or download the 
data 
Step 4:   Else
Step 5:     Data access is not allowed
Step 6:  Else
Step 7:     Register to access the services
End;

5. PERFoRMANCE EVALUATIoN

Theworkisimplementedasawebapplicationonx86_64architecturebasedIntelcorei7processor
withWindows10platform.Wedescribeexperimentalsetupaswellasencryption,decryptionandkey
generationtimeanalysisinthissection.Thenwediscusssomesalientfeaturesoftheproposedscheme.

5.1 Experimental Setup
ABECCisdevelopedasawebapplicationwhichconsistsofpatients’healthdata.Thisapplication
isdeployedincloudusingvirtualization.TheproposedsystemhasfourmodulesnamelySecurity
Authority,DataOwner,DataConsumerandCloudDatabasewhichareimplementedthroughaweb
applicationin.NETframework.Forcloudstorage,themodelusesMicrosoftAzureSQLdatabase.
Encryption,DecryptionandKeyGenerationTimeareusedasperformancemetrics.Table2presents
thesummaryoftheimplementationsetup.

Figure 2. Architecture of healthcare sensor cloud with proposed security scheme



International Journal of Cloud Applications and Computing
Volume 11 • Issue 3 • July-September 2021

8

5.2 Security Analysis
ProposedapproachABECCprovidessecuritywithfinegrainedaccesscontrol.Thevarioussecurity
servicesofABECCschemesuchasdataconfidentiality,integrity,authenticity,availability,scalability,
collusionresistanceandreliabilityarediscussedasfollows:

5.2.1. Fine Grained Access Control
ABECCguaranteesfinegrainedaccesscontrolofrecordsstoredatthecloud.Thisaccesscontrolis
achievedduetouseofABEintheproposedscheme.

5.2.2. Data Confidentiality
Userswhodon’thave the requiredattributesarenotallowed toaccess thedata. In thisway, the
proposedframeworkofABECCguaranteesthedataconfidentiality.

5.2.3. Integrity and Authenticity
Auserauthenticatesanyinformationobtainedbytheotheruserandthenaccessisgranted.Thus,
proposedmethodologyensuresintegrityofhealthcareinformationduringmessagecommunication.

5.2.4. Collusion Resistance
Theapproachensuresthatusersdonotcolludewitheachothertohaveanyillegalaccess.ABECC
providescollusionresistancetopreventfromanyunauthorizedaccess.

5.2.5. Reliability
Probabilityofdatalossorleakisverylessintheproposedschemebecausethedataownercontrols
theprocessofsharingandstoringdata.Thus,wecansaythatproposedschemeishighlyreliable.

5.2.6. Scalability and Availability
Proposedmodelconfirmsavailabilityoftheservicetoauthenticusersaspertherequirements.Itis
alsorobusttotheaccessoflargenumberofusersconcurrently.

5.3 Encryption, decryption and Key Generation Time Analysis
Differentfilesofsize100KBto500KBwhichcontaindatafromvariousmedicalsensorswere
usedforevaluatingthetimeneededforencryption,decryptionandkeygenerationbytheproposed
scheme(ABECC).Securitypoliciesweremadefor2to10numberofattributes.Firstofall,numbers

Table 2. Implementation environment

Category Implementation

IDEused VisualStudio

Framework Microsoft.NET

Frontend C#,ASP.NET

Backend SQLServer

Filesize 100KBto500KB

Numberofattributes 2to10

Modulesinvolved
PerformanceMetrics

SecurityAuthority,DataOwner,DataConsumer,CloudDatabase

Encryption,DecryptionandKeyGenerationTime
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ofattributeswerefixedto6andresultsareobtainedforvariousfilesizes.Thenfilesizeisfixedto
300KBandresultsareobtainedonvaryingnumberofattributes.WhencomparisonofABECCis
donewithexistingKP-ABEandCP-ABEschemes,itisfoundthatABECCproducesbetterresults
atthesethreeperformanceevaluationmetrics.

5.3.1. Effect of File Size on Encryption, Decryption and Key Generation Time 
Figure3presentstheencryptiontimeanalysisforvariousfilesizeswithfixednumberofattributes
thatis6.Itshowsthatencryptiontimetakenbytheproposedscheme(ABECC)islowerthanthe
encryptiontimeofexistingsecurityschemes(KP-ABE,CP-ABE).Itisnoticedthatencryptiontime
increasesinallthethreeapproacheswhenfilesizeisincreasedbutitislowestincaseoftheproposed
scheme.ItisduetouseofECCwhichreducesthekeylengththatinturnsreducestheencryptiontime.

Figure4describes thedecryption timeanalysis fordifferent filesizeswithfixednumberof
attributesthatis6.ItcanbefoundfromtheresultsthatdecryptiontimeofABECCislesserthan
decryptiontimeofexistingsecurityschemes(KP-ABE,CP-ABE).Itisalsoobservedthatdecryption
timeincreasesinallthreemechanismswhensizeoffileisincreasedbutitislowestincaseofthe
proposedscheme.ItisduetouseofECCwhichreducesthekeylengththatinturnsreducesthe
decryptiontime.

Figure5depicts thekeygenerationtimeanalysisforseveralfilesizeswithfixednumberof
attributesthatis6.ResultsshowthatkeygenerationtimeofABECCisalsolowerthankeygeneration
timeofexistingsecuritymechanisms. It isalsonoticed thatkeygeneration time increases inall
schemespresentedherewhenfilesizeisincreasedbutitislowestincaseoftheproposedscheme.
ItisduetouseofECCwhichreducesthekeylengththatinturnsreducesthekeygenerationtime.

5.3.2. Effect of Attributes on Encryption, Decryption and Key Generation Time
Figure6presentstheencryptiontimeanalysisfornumerousnumbersofattributeswithfixedfile
sizeof300KB.ItshowsthatencryptiontimeofABECCislowerthanthatofexistingKP-ABEand

Figure 3. Effect of file size on encryption time analysis
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CP-ABEschemes.Itcanbeseenthatencryptiontimeincreasesinallthethreeapproacheswhen
numberofattributesisincreasedbutitislowestincaseoftheproposedscheme.Itisduetouseof
ECCwhichreducesthekeylengththatinturnsreducestheencryptiontime.

Figure7describesthedecryptiontimeanalysisformanynumbersofattributeswithfixedfilesize
of300KB.ItcanbeobservedfromtheresultsthatdecryptiontimeoftheABECCislesserthanthat
ofKP-ABEandCP-ABE.Itisalsofoundthatdecryptiontimeincreasesinallthethreemechanisms

Figure 4. Effect of File Size on decryption time analysis

Figure 5. Effect of File Size on key generation time analysis
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whennumberofattributesisincreasedbutitislowestincaseoftheproposedscheme.Itisdueto
useofECCwhichreducesthekeylengththatinturnsreducesthedecryptiontime.

Figure8explains thekeygeneration timeanalysisforanumberofattributeswithfixedfile
sizeof300KB.ResultsshowthatkeygenerationtimeofABECCisalsolowerthanthatofsecurity
mechanismsKP-ABEandCP-ABE.Itisalsonoticedthatkeygenerationtimeincreasesinallthe
threeschemeswhennumberofattributesisincreasedbutitislowestincaseoftheproposedscheme.
ItisduetouseofECCwhichreducesthekeylengththatinturnsreducesthekeygenerationtime.

Figure 6. Effect of number of attributes on encryption time analysis

Figure 7. Effect of number of attributes on decryption time analysis
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5.3.3. Discussion
Table3presentsacomparativeanalysiswhichdescribestheeffectoffilesizeonencryption,decryption
andkeygenerationtime.Here,attributecountissameandisequalto6forallcases.Thisanalysis
showsthatproposedABECCschemeperformsbetterthanexistingsecurityschemes.

Table4presentsthecomparativecomplexityanalysiswhichdescribestheeffectofnumberof
attributesonencryption,decryptionandkeygenerationtimewithfixedfilesizeof300KB.Here,it
canbeobservedthatproposedABECCschemeoutperformstheexistingschemes.

5.4 Computational overhead Analysis
ProposedapproachABECCensuressecuritywithlowercomputationalcomplexitiesascompared
to theexistingschemes (KP-ABE,CP-ABE).This isdue touseofECCwhichusesshorterkey
length.WhenwecomputeaverageencryptiontimeoftheseschemesthenwefindthatABECCis
1.6timesand1.3timesfasterthantheexistingapproachesofKP-ABEandCP-ABErespectively.
AveragedecryptiontimecomputationshowsthatABECCis1.7timesand1.4timesfasterthanthese

Figure 8. Effect of number of attributes on key generation time analysis

Table 3. Comparative analysis to know effect of file size

Number of 
attributes 

with fixed size 
file 

(300KB)

Encryption Time (sec) Decryption Time (sec) Key Generation Time (sec)

KP-ABE CP-
ABE

AB-
ECC

KP-
ABE

CP-
ABE

AB-
ECC

KP-
ABE

CP-
ABE

AB-ECC

2 0.7 0.6 0.5 0.6 0.5 0.4 0.4 0.3 0.2

4 0.8 0.7 0.5 0.8 0.6 0.5 0.4 0.3 0.2

6 1.0 0.8 0.6 1.0 0.8 0.6 0.5 0.4 0.3

8 1.4 1.1 0.8 1.2 1.0 0.7 0.7 0.6 0.4

10 1.7 1.4 1.0 1.5 1.3 0.9 1.1 0.9 0.6
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existingapproachesrespectively.Similarly,computationofaveragekeygenerationtimeindicatesthat
ABECCis1.9timesand1.5timesfasterthanthesameexistingapproachesrespectively.Finally,on
computingtheaverageoftotalcomputationaltimefortheseapproaches,weobservethatproposed
schemeABECCis1.7timesand1.4timesfasterthantheexistingapproachesofKP-ABEandCP-
ABErespectively.Thus,wecansaythatABECCoutperformsovertheexistingschemes.

5.4.1. Effect of File Size on Computational Complexity 
Figure9presentsthecomputationaloverheadanalysisforvariousfilesizeswithfixednumberof
attributesthatis6.ItshowsthatABECCisonaverage1.7timesand1.4timesfasterthantheexisting
approachesofKP-ABEandCP-ABErespectively.This indicates thatproposed schemeABECC
providessecuritywithlessercomputationaloverheadsthantheexistingsecurityschemesviz.,KP-
ABEandCP-ABE.

5.4.2. Effect of Number of Attributes on Computational Complexity 
Figure10presents theeffectofnumberofattributesoncomputationaloverheadswithfixedfile
sizeof300KB.ItshowsthatABECCisonaverage1.7timesand1.4timesfasterthantheexisting
approachesofKP-ABEandCP-ABErespectively.Thus,itcanbeobservedthatthatABECCoffers
securitywithlessercomputationaloverheadsthantheexistingsecurityschemesviz.,KP-ABEand
CP-ABE.

5.5 Novelty and Merits of ABECC
Thismanuscriptproposesanovelsecuritymodelviz.,ABECCforprovidingsecurityinthehealthcare
sensorcloudwithlowercomputationaloverheadsthantheexistingsecurityschemes.ABECCuses
attributebasedellipticcurveencryptiontechniquetodesignitssecuritymodel.Thisapproachoffers
fine grained access control that means a better security than the coarse grained access control.
This approach improves the encryption, decryption andkeygeneration timeas compared to the
existingschemes(KP-ABEandCP-ABE).Thus,itenhancessecurityandreducesthecomputational
overheads.Italsoensuresconfidentiality,integrity,reliability,availability,scalability,authenticity
andcollusionresistanceofthesystem.ABECCisasecurityschemeproposedforthehealthcare
informationsystem.However,thecoreengineofthissecuritymodelisalsousefultovariousother
industrialaswellasnon-industrialIoTandsensorcloudapplicationssuchassmartbuilding,smart
city,smartautomotivemanufacturing,smartagriculture,forestfireinformationsystemandmilitary
applications.Thus,wecansaythatABECCisanovelsecurityschemeandithasseveraladvantages
overtheexistingsecurityschemes.

Table 4. Comparative analysis to know effect of number of attributes

Size of file 
(KB) 

with fixed 
attributes (6)

Encryption Time (sec) Decryption Time (sec) Key Generation Time (sec)

KP-ABE CP-ABE AB-ECC KP-ABE CP-ABE AB-ECC KP-ABE CP-ABE AB-ECC

100 0.7 0.6 0.5 0.7 0.6 0.5 0.3 0.2 0.1

200 0.8 0.6 0.5 0.8 0.7 0.5 0.4 0.3 0.2

300 1.0 0.8 0.6 1.0 0.8 0.6 0.5 0.4 0.3

400 1.3 1.1 0.8 1.3 1.0 0.7 0.8 0.6 0.4

500 1.6 1.4 1.0 1.6 1.2 0.8 1.1 0.9 0.6
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6 CoNCLUSIoN ANd FUTURE WoRK

Toimplementdynamicandadvancedsecuritypoliciesonpatient’shealthrecordsinanymedical
application,anoveldesignABECCisdevisedinthispaperwhichsecuresthehealthcaredataof
patients in sensor cloud environment. The proposed security model encrypts sensor data on the
basisofsomeaccesspoliciesandusershavingthespecifiedpoliciescandecryptthatdata.Here,
anattributebasedschemeisdevelopedwithellipticcurvecryptography(ECC)tomaintainprivacy

Figure 9. Effect of file size on computational overhead

Figure 10. Effect of number of attributes on computational overhead
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ofpatient’sdata.UseofECCreducesthekeylengththatcausesbetterperformance.Resultsprove
thatABECCoutperformstheexistingschemesKP-ABEandCP-ABE.ABECCprovidessecurity
withimprovedefficiencyandlowercomputationaloverheads.Itmakestheprocess1.7timesand
1.4timesfasterthantheexistingapproachesofKP-ABEandCP-ABErespectively.Italsoensures
finegrainedaccesscontrolandoffersconfidentiality,integrity,authenticity,reliability,availability,
scalabilityandcollusion-resistance.Thisapproachcancatertheneedsofmultiplekindsofusersand
researchersbyprovidingdatathatisobtainedfromseveralwearablesensorsofpatientsfromsame
ordifferenthealthcarecenters.Thisispossibleduetosensorcloudintegrationandvirtualization.

Infuture,thisworkcanbeextendedwithmoreadvancedconstraintsonaccesspolicies.This
modelcanbemademoresecureandrobustforverylargedatasets.Further,thistechniquecouldalso
beusedinvariousotherIoTandsensorcloudapplicationsviz.,agriculturalIoT,industrialIoT,smart
city,smartbuilding,smartfarmingsystem,undergroundapplications,underwatermonitoringsystem,
forest fire detection system and military applications. We can impose some application specific
constraintstoointhesecurityschemesofsuchapplications.
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