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1. Introduction to the Internet of Health Things
1.1 Definition and Scope
The Internet of Health Things, simply IoHT, means the application of 
Internet of Things (IoT) technologies in the healthcare sector [1]. IoHT 
forms networks of interconnected medical devices, sensors, software 
applications, and health-monitoring systems that communicate with each 
other to collect, analyze, share, and store health-related data through 
internet connectivity. This reduces human intervention in the processes 
and aims at enhancing healthcare delivery and patient outcomes [2]. These 
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interconnected devices such as wearable health trackers, implantable 
sensors, and remote monitoring systems are designed to collect real-time 
information on a range of health indicators such as body temperature, 
blood pressure, heart rate, glucose levels, and oxygen saturation. The 
IoHT integrates patient data seamlessly which enables healthcare 
providers to monitor health conditions continuously, make data-driven 
decisions, and deliver personalized care in a timely manner. IoHT systems 
reduce the need for frequent in-person visits and enable proactive health 
management, primarily for chronic conditions, which contributes to 
enhanced healthcare efficiency. 

The impact of IoHT extends beyond mere patient care. It facilitates 
advancements in healthcare research, predictive analytics, and clinical 
trials. IoHT facilitates the analysis of large-scale health data. This enables 
researchers to identify trends, assess the effectiveness of treatments, 
and detect potential outbreaks. This way IoHT supports evidence-
based medical practices. Notwithstanding the immense benefits and 
potentials of IoHT technologies, this digital transformation brings forth 
significant challenges, such as cybersecurity, data privacy, and system 
interoperability. Such hurdles and issues must be addressed to ensure 
IoHT systems are safe, reliable, and compliant with healthcare standards.

1.1.1 The Architecture of IoHT
The IoHT has a multilayer architecture that integrates various components 
at different layers to support data collection, processing, transmission,  
and storage. This layered architecture ultimately facilitates secure and 
efficient healthcare delivery [3]. Typically, the IoHT architecture comprises 
four main layers at its core (Figure 1): the Sensing Layer, the Network 
Layer, the Processing and Storage Layer, and the Application layer  
[4–6]. Each of these layers serves distinct functions within the healthcare 
ecosystem. 
	 •	 Sensing Layer: This is the foundational layer where various IoHT 

devices, such as wearable health trackers, implantable devices, smart 
medical devices, and environmental sensors, collect relevant data. 
These devices continuously collect healthcare data, such as heart rate, 
glucose levels, temperature, and patient activity, through monitoring 
of physiological and environmental parameters. Various edge devices 
that pre-process data to reduce latency and bandwidth requirements 
are also included in this layer.

	 •	 Network Layer: The network layer transmits data securely from IoHT 
devices to the cloud or healthcare information systems for further 
processing and storage. This layer contains wireless communication 
technologies such as Wi-Fi, Bluetooth, cellular networks, and emerging 
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5G technology. Such communication facilities enable seamless data 
transfer across devices and systems. This layer is responsible for 
ensuring appropriate security protocols are put in place to protect the 
data from unauthorized access and interception during transmission.

	 •	 Processing and Storage Layer: This layer includes data centers and 
cloud servers where large volumes of patient data are stored, processed, 
and analyzed. In some cases, this layer can be incorporated into the 
network layer. Analytical techniques leveraging Artificial Intelligence 
(AI), Machine Learning (ML), and Deep Learning (DL) algorithms can 
be utilized in this layer to extract actionable insights from raw data, 
such as identifying health trends or predicting potential health risks. 

Figure 1: Layered architecture of IoHT.
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	 •	 Application Layer: This layer interacts directly with patients and 
healthcare providers by presenting analyzed data via user-friendly 
interfaces. Mobile health applications, electronic health records 
(EHRs), and healthcare management platforms are included in this 
layer. These facilities allow patients, doctors, and caregivers to access 
healthcare data and make informed decisions. Various health alerts 
and notifications can be generated in this layer so that immediate 
medical intervention can be carried out whenever necessary.

This multilayered architecture of IoHT supports seamless flows 
of healthcare data from sensors to relevant observation and practical 
recommendations. Moreover, the integration of security protocols at  
each layer addresses data privacy and integrity challenges which are 
extremely crucial for secure and effective functioning of digital health 
ecosystems.

1.1.2 The Scope of IoHT
The IoHT represents a significant evolution in healthcare technology 
that integrates advanced connectivity with health-related devices. This 
enhances patient care, streamlines operations, and promotes better health 
outcomes. The IoHT aims to create a holistic ecosystem by leveraging the 
power of cutting-edge IoT technologies within the healthcare sector. This 
connects patients, medical providers, and healthcare systems, bringing 
them under a single umbrella. The following key points outline the 
expansive scope of IoHT [3, 4, 6–8] (Figure 2):
	 •	 Remote Patient Monitoring: IoHT facilitates continuous and remote 

monitoring of health data through wearable devices, smart sensors, 
and medical implants. These devices sense and collect vital health 
data such as heart rate, blood pressure, blood oxygen levels, glucose 
levels, and body temperature. This assists in providing real-time 
health information to both patients and healthcare providers, which 
in turn facilitates timely interventions and personalized care.

	 •	 Telehealth Services: Integration of IoHT facilitates virtual 
consultations and telemedicine services, and improves access to care 
for patients in remote or underserved areas.

	 •	 Personalized Medicine: By analyzing data collected from health 
devices, IoHT supports tailored treatment plans that align with 
individual patient needs and preferences.

	 •	 Enhanced Data Analytics: IoHT devices collect and generate vast 
amounts of healthcare data that can be harnessed for predictive 
analytics. This can help in early disease diagnosis and prevention and 
facilitate in creating personalized care plans.
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	 •	 Medication Adherence: Digital tools and apps, such as smart 
pillboxes and reminders, connected to IoHT can improve medication 
adherence among patients, particularly the elderly and those with 
chronic conditions.

	 •	 Streamlined Operations: Healthcare provider organizations, such 
as hospitals and clinics, can utilize IoHT for efficient management of 
resources, such as staff allocation and inventory control. Moreover, 
they can optimize operations through automated workflows and 
real-time tracking of medical equipment. This can potentially lead to 
increased efficiency and cost-effective solutions.

	 •	 Improved Emergency Response: Smart sensors, medical gadgets, 
and other IoHT-enabled devices can alert healthcare providers in 
emergencies by tracking vital signs and detecting early signs of 
chronic diseases. This can ensure timely interventions and potentially 
save lives.

	 •	 Integration with Health Records: IoHT can seamlessly integrate with 
EHRs and enable comprehensive patient profiles, thus empowering 
healthcare providers in decision-making.

	 •	 Medical Research: IoHT has been accelerating medical research by 
enabling large-scale data collection and analysis for drug discovery 
and personalized treatment plans. 

In summary, the scope of IoHT covers a broad spectrum of applications 
and services. These applications and services, through their enhanced 
efficiency and data-driven insights, collectively strive to revolutionize 

Figure 2: The scope of the IoHT.
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healthcare delivery, improve patient outcomes, and reduce operational 
costs. 

1.2 The Rise of IoHT
The rise of the IoHT has been accelerated by progressive technological 
advancements, the integration of connectivity, and healthcare demands. 
The rapid evolution of IoHT has reshaped patient-centered care and health 
system efficiencies. The inception of digital health technologies has its 
roots back in 1947 when the initial steps into the digital revolution began 
with the emergence of transistors and integrated circuits [9]. Initially,  
IoHT appeared as a part of the broader IoT movement. As wearable 
devices and remote monitoring technologies become more prevalent,  
IoHT quickly gained traction among the stakeholders of the  healthcare 
industry. IoHT can be traced back to the early 2000s when wireless 
communication technologies and the miniaturization of electronic devices 
fostered the development of wearable health devices such as fitness 
trackers, activity monitors, sleep trackers, and heart rate monitors. 

Early applications primarily focused on fitness tracking and chronic 
disease management. Advancements in sensor technologies, AI, and data 
analytics have expanded the potential and efficiency of IoHT technologies. 
However, IoHT has seen its true proliferation with the improvements 
in cloud computing, big data analytics, and AI. Gradually the field has 
seen exponential growth over time through the development of various 
applications such as high-throughput genomic sequencing, robotic care 
assistants, and EHRs [10, 11]. Today, a wide range of medical applications 
and services function in the field of IoHT, including telemedicine, remote 
diagnostics, personalized treatment plans, and predictive healthcare. These 
technologies have improved operational efficiency, patient outcomes, and 
public health responses, enhancing global healthcare services significantly 
[12, 13]. For example, in the field of cardiovascular care, the application of 
digital technologies has shown promising results in reducing morbidity 
and mortality rates. To accommodate digital health technologies and tools, 
regulatory frameworks have also been adapted. This emphasizes the need 
for collaboration among stakeholders for successful implementation in 
IoHT development. 

From the inception of IoHT, the development of the IoHT can be 
discussed as a five-stage process (Figure 3): 
	 •	 Initial Connectivity and Data Collection: The early stages of IoHT 

started with basic health devices, such as fitness trackers and glucose 
monitors, that collect vital health data. These health devices had 
data communication services for basic data sharing. This laid the 
foundation for more advanced IoHT applications.
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	 •	 Development of Wearable and Remote Monitoring Devices: Later 
wearables and sensors were developed which were capable of 
continuously tracking health metrics, such as heart rate and blood 
oxygen levels. This facilitated remote patient monitoring services that 
were helpful for the early detection of health issues without hospital 
visits.

	 •	 Advancement in Telemedicine and Data Integration: The 
proliferation of wireless technologies and global internet connectivity 
paved the way for efficient real-time data transmission from devices to 
healthcare providers. Professional-grade telemedicine services were 
developed by leveraging this connectivity. Moreover, the health data 
were integrated with EHRs through efficient communication facilities 
for creating holistic patient profiles. 

	 •	 AI and Data Analytics Integration: The various health devices collect 
and generate large volumes of health data by monitoring patients 
and their environments. This opened the opportunity to apply AI 
algorithms and tools for predictive analytics to identify trends and 
patterns that are leveraged for proactive healthcare measures.

	 •	 Personalized Healthcare and Smart Hospital Systems: Through 
the development of mobile applications and integration with cloud 
services, the IoHT capabilities now support personalized medicine 
and smart hospital systems. It enables patient-centered care with 
predictive insights, efficient use of resources, and better patient 
outcomes.

Figure 3: The rise of IoHT development.
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2. Understanding the Cybersecurity Landscape in  
Digital Health

2.1 Unique Risks Posed by IoHT Devices
The IoHT connects sensors, medical devices, and healthcare systems to 
facilitate real-time patient monitoring and health data exchange. This 
integration improves the efficiency and outcomes of healthcare services. 
However, it also introduces unique security risks due to the sensitive 
nature of health data and the high level of interconnectedness of medical 
devices [14]. The IoHT devices are often highly specialized, resource-
constrained, and deployed in sensitive environments. This makes them 
vulnerable to cyberattacks and privacy breaches. 

Usually, traditional medical systems operate within controlled 
environments. Unlike this, IoHT devices often function in less secure 
settings, such as patients’ homes or wearable technologies. This can make 
them more vulnerable to exploitation. Moreover, the growing number 
of connected medical devices exacerbates these issues by expanding 
the attack surface and increasing the likelihood of security breaches. 
A compromised device could lead to the exposure of personal health 
information (PHI). This could have serious legal and ethical consequences 
for healthcare providers. The proliferation of IoHT devices has introduced 
new and complex security challenges. Understanding the specific risks 
posed by IoHT devices is essential. This knowledge helps in developing 
robust security measures to protect patient safety and ensure data privacy 
and integrity [15]. Figure 4 presents a taxonomy of the unique security 
risks posed by IoHT devices. These risks are further discussed below  
[16–18].
	 •	 Limited Security Capabilities: Many IoHT devices are designed 

with limited computational power and memory. This restricts their 
ability to implement strong security protocols such as encryption and 
authentication. As a result, such limitations make them easier targets 
for cyberattacks.

	 •	 Unauthorized Access: The IoHT devices can serve as entry points for 
malicious actors to gain unauthorized access to sensitive patient data 
due to their interconnected nature. This has the potential to disrupt 
healthcare operations and even compromise patient safety.

	 •	 Data Breaches and Privacy Violations: Wearable Internet of Medical 
Things (WIoMT) devices are particularly vulnerable to security risks. 
Examples include smartwatches, fitness bands, and other health-
monitoring wearables. Such gadgets are frequently used for constant 
tracking of health metrics and transmitting real-time data to healthcare 
providers. This can make them vulnerable to data breaches if sufficient 
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protection mechanisms are not employed. As a consequence, this 
can expose patients to identity theft, discrimination, and privacy 
violations. Furthermore, the sharing of patient data between different 
healthcare providers and organizations can increase the risk of data 
breaches and unauthorized access. This raises security concerns 
requiring a focus on security and privacy measures to protect users’ 
personal information.

	 •	 Vulnerability to Malware and Ransomware: IoHT devices often 
operate on outdated or unsupported software. This makes them 
vulnerable to malware and ransomware attacks. Such malware and 
ransomware have the potential to disable critical medical equipment 
and compromise patient safety.

	 •	 Lack of Standardization: The lack of uniform security standards 
across IoHT devices and manufacturers leads to inconsistent security 
practices. This effectively increases the overall risk of vulnerabilities 
in healthcare ecosystems.

Figure 4: A taxonomy of the unique risks posed by IoHT devices.
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	 •	 Physical Security Threats: IoHT devices can be physically accessed 
by unauthorized personnel as they are deployed in hospital 
environments. This increases the risk of device tampering or device 
theft.

	 •	 Interoperability Issues: Due to the inherent heterogeneity in  
the design and implementation, IoHT devices from different 
manufacturers often lack seamless interoperability. This can lead to 
communication gaps and vulnerabilities in data transmission between 
devices and healthcare systems. As a result, such interoperability 
issues make it easier for attackers to exploit the weak points.

	 •	 Real-time Attack Risks: Many IoHT devices are deployed for providing 
real-time monitoring of critical patient health data. Any successful 
attack on such devices can lead to immediate consequences, such as 
altering medical treatments and delaying life-saving interventions. 
Effectively this can put patients’ lives at risk.

	 •	 Operational Failure: Another critical risk associated with IoHT devices 
is their potential for operational failures and device malfunctions. 
Many IoHT devices play a direct role in patient care, such as insulin 
pumps or heart monitors. Any malfunction or failure of such medical 
devices could have life-threatening consequences. These devices are 
dependent on stable connectivity and accurate data transmission. 
As a result, any disruption in network performance or incorrect data 
processing could result in delayed medical interventions or erroneous 
diagnoses. Moreover, regulatory standards for the development and 
security of IoHT devices are still evolving. This leads to inconsistencies 
in safety measures across manufacturers that increase the risks 
associated with their deployment in healthcare settings.

	 •	 Regulatory Compliance: Ensuring compliance with data privacy and 
security regulations can be challenging for healthcare organizations, 
especially as the regulatory landscape continues to evolve.

The world of IoHT devices is evolving rapidly. To address the unique 
risks associated with IoHT devices, dynamic risk assessment approaches 
are emerging to limit unauthorized intrusions, secure personal data, and 
ensure uninterrupted device usage [19]. Notwithstanding the advantages 
of IoHT for healthcare, patient-specific health information security is still 
a major issue that requires constant attention and creative solutions [20].

2.2 Threat Actors Targeting Digital Health Systems
Healthcare organizations are developing a  growing dependence on 
the usage of digital health technologies for providing various health 
services. These digital health systems encompass EHRs, telemedicine 
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platforms, and IoHT devices. This renders them one of the prime targets 
for cybercriminals [21]. The sensitive nature and high value of PHI and 
the critical reliance on these systems in healthcare delivery make them 
highly attractive to various threat actors. Threat actors targeting digital 
health systems have become increasingly sophisticated, exploiting 
vulnerabilities in the expanding landscape of interconnected healthcare 
technologies [22]. 

A variety of threat actors, including cybercriminals, nation-states, 
organized crime groups, individual hackers, and hacktivists, are targeting 
digital health systems for various malicious purposes. These attackers 
seek to exploit vulnerabilities in digital health infrastructure for financial 
gain, political motives, or disruption of healthcare services. The IoHT 
faces challenges such as network interruptions, denial of service attacks, 
and privacy threats, leading to compromised patient data and healthcare 
infrastructure [23]. The disruption of health services can also lead to severe 
operational consequences, incentivizing organizations to meet attackers’ 
demands to minimize patient harm. These attackers may seek access to 
digital health systems for the purpose of obtaining sensitive research, 
intellectual property related to medical technologies, or population health 
data, which can be exploited for strategic advantages. 

Figure 5 presents a taxonomic classification of the threat actors 
that target digital health systems. Each of these threat actors is further 
discussed below [24–26].
	 •	 Cybercriminals: Motivated primarily by financial gain, cybercriminals 

target digital health systems to steal patient data for identity theft, 
launch ransomware attacks, or sell health records on the black market. 
The high value of medical data makes healthcare systems particularly 
lucrative for these actors.

Figure 5: A taxonomy of threat actors targeting digital health systems.
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	 •	 Nation-State Actors: State-sponsored attackers pose a different set of 
threats and may target healthcare systems for espionage or disruption, 
especially during geopolitical tensions. These actors are often highly 
sophisticated and launch cyberattacks to disrupt critical healthcare 
infrastructure, obtain sensitive medical research, and steal intellectual 
property to gain a strategic advantage.

	 •	 Hacktivists: Hacktivists are groups who are driven by certain 
ideologies or political motives. Such groups may target healthcare 
organizations to protest or raise awareness of specific causes. As 
part of their campaigns, they may deface websites, leak sensitive 
information, or disrupt services.

	 •	 Insider Threats: Employees or contractors, who have access to 
healthcare systems and sensitive data, can pose significant risks. 
Motivations or causes of insider threats may include personal gain, 
sabotage, or negligence. Insider threats expose significant risks as they 
can exploit their privileged access to compromise data or systems.

	 •	 Terrorist Groups: Terrorist organizations may target digital health 
systems to disrupt healthcare services or instill fear. Attacks on critical 
infrastructure, such as hospitals and clinics, can have far-reaching 
consequences on public safety.

The motivations of threat actors targeting digital health systems 
can vary widely. However, the potential consequences of their attacks 
are severe. Cyberattacks on healthcare organizations can result in data 
breaches, disruptions in patient care, financial losses, and reputational 
damage. Additionally, the theft of sensitive patient data can have far-
reaching consequences, including identity theft, discrimination, and 
emotional distress for affected individuals. These threats are further 
amplified due to the growing connectivity of healthcare systems through 
the pervasive use of IoHT. Each of these connected devices presents 
a potential entry point for threat actors to exploit any vulnerabilities. 
Consequently, understanding the diverse range of threat actors is essential 
for healthcare organizations to implement effective security strategies 
and protect patient safety. Robust security measures, such as lightweight 
identity authentication protocols [27] and ML models for optimal security 
[28], are essential to mitigate the risks posed by the diverse array of threat 
actors. It is extremely crucial to understand the specific threat models and 
privacy policy gaps in the domain of IoHT to tackle the unique risks and 
ensure user confidence in these fast-evolving digital health systems.

2.3 Regulatory Scrutiny and Compliance
Regulatory scrutiny and compliance for cybersecurity in the digital health 
sector are essential due to the wide adoption of advanced healthcare 
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technologies, such as IoHT. The growing vulnerability of healthcare systems 
to cyber threats underscores the need for strong cybersecurity measures. 
Regulations relating to digital health are critical to protect patient safety, 
ensure data privacy, and maintain the integrity of healthcare services 
[29]. With the increasing collection, transmission, and storage of sensitive 
health data, regulators are emphasizing that healthcare providers and 
technology companies maintain stringent safeguards to protect patient 
privacy and security. The evolution of digital technologies in healthcare 
necessitates adherence to industry standards, laws, and guidelines to 
mitigate risks effectively [29]. Compliance management includes activities 
such as risk identification, assessment, and treatment.

The global implementation of digital medication and treatment 
requires strict compliance with existing laws and regulations. This 
highlights the need for strong political will to protect confidential data and 
increase accountability among stakeholders [30]. A proper understanding 
of the common vulnerabilities and challenges faced in regulatory 
compliance is essential for safeguarding healthcare infrastructure and 
digital applications in the face of cybersecurity threats. As healthcare 
increasingly relies on digital technologies, governments worldwide have 
implemented various regulations to address the unique challenges posed 
by digital health solutions. The most important and relevant regulations 
in this context are the Health Insurance Portability and Accountability 
Act (HIPAA) in the United States, the General Data Protection Regulation 
(GDPR) and Medical Device Regulation (MDR) in the European Union, 
and the Cyber Security Act in Singapore. These regulations set stringent 
standards for handling sensitive health data. Compliance with these 
regulations helps ensure that healthcare providers and technology 
developers implement robust protections by mitigating the risks of data 
breaches, cyberattacks, and device malfunctions [31]. This can foster trust 
among patients and healthcare providers and promote the ethical and 
secure use of digital health innovations. Ultimately, regulatory scrutiny 
and compliance contribute to a more trustworthy and secure digital health 
ecosystem. This facilitates fostering public confidence and promoting 
innovation in healthcare delivery. Further details on legal compliance and 
governance challenges in IoHT are discussed in Section 4.

3. Vulnerabilities in the IoHT Ecosystem
3.1 Insecure Device Design and Configuration
The design and configuration of IoHT devices pose significant 
vulnerabilities [32–34]. One of the primary reasons is that the traditional 
encryption models may not be optimized for IoT devices. This leads to 
the development of lightweight encryption algorithms to ensure strong 
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security while minimizing computational and power requirements [35]. 
Moreover, vulnerability scans have revealed alarming statistics showing 
outdated components in webcams, devices with expired SSL certificates, 
and insecure default settings in consumer devices [36]. Furthermore, the 
interconnected nature of IoHT devices, such as wearables, sensors, and 
implantable devices, and the lack of built-in security features in medical 
equipment open avenues for cyberattacks [37]. This can lead to data theft 
and manipulation, denial-of-service, facility disruptions, and even patient 
harm [38]. Additionally, the shift toward remote access and monitoring in 
medical implants introduces new risks that increase end-user vulnerability. 
As a consequence, such vulnerabilities due to insecure device design and 
configuration can have a wide range of adverse impacts. 

Insecure device design and configuration in IoHT raise the following 
key concerns (Figure 6): 
	 •	 Increased Vulnerability to Cyberattacks: Poorly designed and 

configured IoHT devices are easier targets for malware, ransomware, 
and unauthorized access, compromising the entire healthcare 
network.

	 •	 Data Breaches and Privacy Violations: Insecure devices can lead to 
the exposure of sensitive patient data, resulting in privacy violations 
and regulatory non-compliance.

	 •	 Disruption of Critical Healthcare Services: Compromised IoHT 
devices may malfunction or become unavailable, affecting the timely 
delivery of essential medical care.

	 •	 Patient Safety Risks: Insecure devices can be manipulated, leading 
to inaccurate diagnoses or inappropriate treatments that put patient 
lives at risk.

	 •	 Compliance Challenges: Inadequately secured devices fail to meet 
regulatory standards such as HIPAA, leading to potential legal and 
financial repercussions for healthcare providers.

Designers of medical devices must consider security from the beginning 
to completion of their designs, focusing on hardware security to address 
concerns about patient data privacy [39]. Implementing security checks 
throughout the design and development phases, along with incorporating 
advanced security measures such as DL and other AI models, is crucial to 
mitigating cyber threats in the medical IoT ecosystem. Furthermore, it is 
critical to implement robust cybersecurity measures, adhere to regulatory 
requirements, and continuously assess and update the security protocols 
of IoHT devices.
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3.2 Lack of Standardized Security Protocols
The lack of standardized security protocols and consistent guidelines and 
requirements across IoHT devices and platforms poses significant risks. 
Without consistent and universally adopted security measures, the entire 
IoHT infrastructure remains vulnerable to cyberattacks, data breaches, 
and privacy violations. These concerns highlight the critical need for 
establishing robust and standardized security frameworks to ensure the 
safety, privacy, and reliability of IoHT systems. The lack of standardized 
security protocols in IoHT can potentially raise the following key concerns 
[40, 41, 43] (Figure 7):
	 •	 Interoperability Challenges: IoHT devices are often designed by 

different manufacturers with varying security practices. This can 
potentially create fragmented and inconsistent security frameworks. 
This fragmentation increases vulnerabilities and makes healthcare 
networks more susceptible to cyberattacks. Moreover, the absence of 
unified standards complicates the integration of devices into existing 
healthcare infrastructure. This could reduce operational efficiency 
and increase patient safety risks. 

	 •	 Vulnerability to Cyberattacks: The lack of uniform security 
standards makes IoHT systems more vulnerable to cyberattacks such 
as ransomware, phishing, and unauthorized access. Attackers can 
exploit inconsistencies in security practices and infiltrate networks to 
commit further crimes.

	 •	 Data Privacy Issues: Without standardized encryption and data 
protection mechanisms, patient information is at greater risk of 
unauthorized access and breaches. This can compromise sensitive 
personal and medical data.

Figure 6: Key concerns due to insecure IoHT device design and configuration.
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	 •	 Lack of Compliance with Regulatory Requirements: The variations 
in security measures make it harder for healthcare providers to 
comply with healthcare regulations such as HIPAA and GDPR. This 
can potentially result in legal consequences for healthcare providers.

	 •	 Increased Operational Complexity: To ensure security for various 
IoHT devices manufactured by different vendors, healthcare 
organizations must implement multiple security solutions. This 
increases operational complexity and costs while possibly leaving 
gaps in security coverage.

As solution measures, various security protocols have been proposed. 
However, many of the protocols suffer from extensive communication, 
storage, and computation overheads due to negligence on crucial attack 
models [42, 43]. To address the lack of standardized security protocols in 
the IoHT, a unified and comprehensive approach is needed to mitigate 
risks and enhance the security of medical devices and healthcare 
systems. Implementation of standardized security measures can ensure 
interoperability, protect patient data, and safeguard healthcare networks 
from cyber threats. A list of potential solution approaches to address 
the lack of standardized security protocols in IoHT is discussed below  
[41, 44, 45] (Figure 8):
	 •	 Development of Universal Security Standards: Regulatory bodies 

and industry stakeholders should collaborate to establish universal 
security protocols. Such protocols must apply to all IoHT devices so 
that they ensure secure communication and data exchange across 
platforms and manufacturers.

	 •	 Mandating End-to-End Encryption: End-to-end encryption should 
be enforced for all IoHT devices to protect sensitive health data from 

Figure 7: Key concerns due to the lack of standardized security protocols in IoHT.
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security attacks, such as eavesdropping and man-in-the-middle 
attacks. This will prevent unauthorized access and data breaches 
during transmission and ensure confidentiality and integrity.

	 •	 Regular Security Audits and Certifications: IoHT devices should 
undergo compulsory security audits and obtain certifications to 
ensure regulatory compliance according to the established security 
standards. This would ensure that devices meet baseline security 
requirements before their deployments.

	 •	 Integration of AI for Threat Detection: AI-driven security systems 
can monitor IoHT devices in real time and help detect and respond to 
potential threats. This can effectively prevent and reduce the risk of 
cyberattacks.

	 •	 Promoting Interoperability through Open Standards: Open 
standards should be adopted to promote interoperability between 
different IoHT devices while maintaining security standards. This can 
effectively reduce compatibility issues and simplify the integration 
process for healthcare providers.

3.3 Vulnerabilities in Connected Medical Devices
Vulnerabilities in connected medical devices within the IoHT pose 
significant risks due to the potential exposure of patient-specific data. 
This can lead to wider attack surfaces and increase damage possibilities, 
including unauthorized data access, cyberattacks, and device tampering 
[16]. These devices, also known as Medical Internet-of-Things (MIoT), are 
crucial for remote patient care and require robust security measures to 
protect against cyberattacks in real time [19]. Connected medical devices 
offer advantages such as enhanced patient monitoring and improved 
healthcare delivery. Such MIoT devices are especially beneficial for 
remote or immobile patients; however, they also introduce risks to patient 
privacy and medical record integrity [46]. Furthermore, IoHT devices, 

Figure 8: Potential solutions to the lack of standardized security protocols in IoHT.
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such as wearables, implants, and remote monitoring systems, often lack 
robust security features that make them susceptible to threats such as 
malware, ransomware, and phishing attacks. These vulnerabilities are 
exacerbated by the increasing number of connected IoHT devices. This 
can effectively expand the attack surface within healthcare networks. For 
instance, a breach in one device can compromise an entire system and lead 
to the exposure of sensitive patient data or disruption of essential medical 
services.

The commonly identified vulnerabilities in connected medical devices 
are discussed below [47–49] (Figure 9):
	 •	 Weak Authentication Mechanisms: Many connected medical devices 

lack strong authentication, allowing unauthorized access to sensitive 
data or device control.

	 •	 Unencrypted Data Transmission: Data transmitted between 
devices and healthcare systems are often unencrypted, making them 
vulnerable to interception and theft.

	 •	 Outdated Software and Firmware: Many IoHT devices run on 
outdated software, leaving them susceptible to known vulnerabilities 
and exploits.

	 •	 Lack of Secure Updates: Insufficient mechanisms for securely 
updating device software can lead to exploitable weaknesses being 
left unpatched.

	 •	 Insecure Default Configurations: Many devices are deployed with 
default settings that have weak security, making them easy targets for 
attackers.

Figure 9: Common vulnerabilities in connected medical devices.
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To ensure the security of these devices and their communications, 
it is critical to protect patient data and maintain system integrity. 
Vulnerabilities in device communication channels and network protocols 
can lead to data breaches, device malfunctions, or even patient harm. 
Figure 10 presents the strategies specifically designed to mitigate risks in 
connected devices and their communications discussed below [48–50]. 
	 •	 Secure Communication Protocols: Secure communication protocols, 

such as TLS (Transport Layer Security) and DTLS (Datagram TLS), 
can be implemented to encrypt data transmitted between connected 
devices and healthcare systems. This can prevent data interception 
and tampering during transit.

	 •	 Device Authentication and Pairing: It is crucial to ensure that devices 
are authenticated before being allowed to communicate with the 
network. For this purpose, techniques such as digital certificates or 
secure device pairing can be utilized to prevent unauthorized devices 
from accessing the system.

	 •	 Network Segmentation: Appropriate network segmentation should 
be implemented to isolate IoHT devices from other parts of the 
healthcare network. This can minimize the potential spread of attacks 
and contain security breaches to specific device groups.

	 •	 Device Firmware Integrity Checks: Integrity checks for device 
firmware must be implemented to verify that it has not been altered or 
compromised during updates or communication. This will guarantee 
that only trusted firmware is running on devices.

	 •	 Encrypted Device-to-Device Communication: It is critical to ensure 
that data exchanges between connected medical devices are encrypted 
to prevent eavesdropping and manipulation during real-time patient 
monitoring and treatment.

	 •	 Wireless Security Enhancements: Wireless communication security 
must be strengthened by using WPA3 (Wi-Fi Protected Access 3) or 

Figure 10: Mitigation strategies of risks in connected devices and their communications.
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other advanced encryption standards for Wi-Fi networks that IoHT 
devices rely on. This is important to protect against unauthorized 
access to the network and devices.

3.4 Data Privacy and Confidentiality Concerns
Data privacy and confidentiality are critical concerns in the IoHT due to 
the continuous exchange of sensitive healthcare data across interconnected 
devices [51–55]. The rapid expansion and pervasive use of IoMT 
(Internet of Medical Things) devices increase the risk of data breaches, 
unauthorized access, and misuse of PHI [51–55]. These devices, such as 
wearables and implantable sensors, remote diagnostic tools, smart insulin 
pumps, and wearable health monitors, are vulnerable to cyberattacks 
such as keyloggers and spyware. This can compromise patient data and 
lead to identity theft. A breach in confidentiality can lead to a loss of trust 
in healthcare providers and legal repercussions under regulations such as 
HIPAA and GDPR.

Figure 11 presents the primary concerns relating to data privacy and 
confidentiality in IoHT that are discussed below [51–55]:
	 •	 Data Breaches and Unauthorized Access: The interconnected 

nature of IoMT devices can increase the risk of data breaches and 
unauthorized access to sensitive patient data.

	 •	 Identity Theft and Discrimination: The misuse of medical data can 
lead to identity theft, discrimination, or other harmful consequences.

Figure 11: Primary concerns relating to data privacy and confidentiality in IoHT.
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	 •	 Data Misuse and Exploitation: Unauthorized access to medical data 
can lead to its misuse and exploitation for various purposes.

	 •	 Lack of Transparency and Accountability: It can be very difficult 
to ensure transparency and accountability in the handling of patient 
data without clear guidelines and regulations. 

	 •	 Limited Control over Data: Patients may have limited control over 
their medical data and lack of knowledge regarding how their data 
are utilized, stored, and shared.

	 •	 Regulatory Challenges: Ensuring compliance with data privacy 
and security regulations can be complex and costly for healthcare 
organizations.

	 •	 Public Trust and Confidence: Concerns about data privacy and 
confidentiality can erode public trust and confidence in IoMT 
technologies.

The growing field of smart healthcare highlights the urgent need 
for strong security measures to safeguard patient privacy. It is a critical 
concern to protect data in the interconnected IoMT environment. To 
address these concerns, several solution approaches are proposed as 
discussed below [56–60] (Figure 12):
	 •	 Strong Encryption: Implementation of robust and end-to-end 

encryption for data transmission, such as the Secret Sharing Algorithm 
(SSA) [61], is crucial. This can protect sensitive patient data from 
unauthorized access even though the devices are compromised.

	 •	 Access Control: Implementing multi-factor authentication and role-
based access controls is essential to restrict access to IoMT systems 
and patient data to authorized individuals only.

	 •	 Data Minimization: Risks of data breaches and misuse can be reduced 
by collecting only the required data.

	 •	 Secure Data Sharing: Developing secure and standardized protocols 
for sharing patient data can ensure that data are transmitted and 
stored securely.

	 •	 Blockchain Technology: Adopting blockchain technology can 
enhance data security by providing a decentralized, tamper-proof 
system for managing medical records.

	 •	 Security Audits and Vulnerability Assessments: Regular audits 
and vulnerability assessments should be conducted to identify 
weaknesses and mitigate potential security gaps in IoMT systems.

	 •	 Privacy-preserving Technologies: Utilizing privacy-preserving 
technologies, such as differential privacy and homomorphic 
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encryption, can enable data analysis without compromising individual 
privacy.

	 •	 Regulatory Compliance: Adhering to relevant regulations, such as 
HIPAA and GDPR, can help ensure that IoMT devices and systems 
are compliant with data privacy and security standards.

	 •	 Collaborative Efforts: Effective collaboration between healthcare 
providers, regulatory bodies, and technology developers is necessary 
to establish comprehensive security frameworks. This is essential for 
safeguarding patient privacy and confidentiality in IoMT systems.

3.4.1 Patient Data Leakage Risks
Patient data leakage risks pose a significant threat to data privacy in the 
IoHT. The IoMT integrates medical devices with the IoT. Such medical 
devices contain sensitive patient health data [62]. Traditional ML and DL 
models face challenges as patient data must be transferred to central servers. 
This increases risks of security and privacy breaches [63]. To address 
these risks, dynamic risk assessment (DRA) approaches are emerging to 
combat sophisticated cyberattacks in real time. This can safeguard patient 
data and ensure uninterrupted device usage [64]. Specialized encryption 
algorithms, such as Rail Fence Data Encryption (RFDE), can be utilized 
to protect Personal Health Records (PHRs) in the cloud, enhancing data 
security and privacy [65]. Overall, mitigating patient data leakage risks 
is crucial to maintaining the confidentiality and integrity of healthcare 
information in the IoMT ecosystem.

Figure 12: Solution approaches for data privacy and confidentiality concerns in IoHT.
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3.4.2 Challenges of Securing Health Data in Transit and Storage
The sensitive nature of healthcare data collected by IoMT devices makes 
it vulnerable to malicious attacks such as tampering, eavesdropping, and 
forgery [66]. These security risks emphasize the need for data integrity, 
authenticity, and privacy [53]. Innovative approaches, such as utilizing 
distributed InterPlanetary File System (IPFS) storage, blockchain 
technology, redactable signature schemes, and specialized encryption 
algorithms such as Rail Fence Data Encryption (RFDE) are proposed 
to address these challenges. Implementing these security measures 
ensures that health data remain confidential, secure, and integral during 
transmission and storage. This can effectively safeguard patient privacy 
and the integrity of medical information in IoMT systems.

3.5 Targeted Attacks on IoHT Infrastructure
Targeted attacks on IoHT infrastructure pose significant security risks 
due to the sensitive nature of medical data [67]. Various attack scenarios, 
including Deauthentication (Deauth), Distributed Denial of Service 
(DDoS), brute force, and so on, target data transfer, storage, and access 
points within the IoHT ecosystem [68]. Additionally, the IoHT domain 
faces threats from malicious intruders conducting blackhole, rank, and 
DoDAG (Destination-Oriented Directed Acyclic Graph) attacks that impact 
the performance of patient-centric IoHT systems [69]. Understanding 
these attack methodologies and vulnerabilities is crucial to implementing 
robust security measures and safeguarding patient data and healthcare 
infrastructure in the IoHT environment.

Figure 13 presents the most common targeted attacks on IoHT 
infrastructures as discussed below [70–73].
	 •	 Ransomware Attacks: Cybercriminals often deploy ransomware to 

encrypt critical health data and demand payment for its release. Such 
attacks disrupt healthcare services, cause delays in treatments, and 
compromise patient safety.

	 •	 Data Breaches: Attackers target IoHT devices to steal sensitive patient 
information, such as medical records. These data can be sold on the 
dark web or used for identity theft. These breaches effectively erode 
patient trust, cause significant financial losses, and lead to  legal 
consequences for healthcare providers.

	 •	 Device Manipulation: Malicious actors can compromise IoHT devices, 
such as insulin pumps or pacemakers. This can lead to potentially 
life-threatening situations. Device manipulation can result in altered 
dosages of medications or malfunction of critical health devices.

	 •	 Distributed Denial-of-Service (DDoS) Attacks: IoHT infrastructure 
can be overwhelmed by DDoS attacks that can render systems 
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inaccessible to legitimate users. This paralysis of healthcare operations 
can delay critical care, especially in emergency scenarios.

	 •	 Intellectual Property Theft: Attackers also target IoHT systems to 
steal proprietary medical technology and research data. This can 
result in the loss of competitive advantage and stifle innovation.

	 •	 Man-in-the-Middle (MitM) Attacks: In this attack, cybercriminals 
intercept and potentially alter the communication between IoHT 
devices and healthcare systems. This can lead to unauthorized data 
access, tampering with medical records, or even the manipulation 
of real-time medical data being transmitted by devices. Such attacks 
pose a severe threat to patient safety.

	 •	 Supply Chain Attacks: IoHT systems are often dependent on multiple 
third-party components. Attackers may exploit vulnerabilities in the 
supply chain, such as compromised software or hardware updates. 
This can open opportunities for attackers to infiltrate healthcare 
systems. These attacks can introduce malware or backdoors that 
facilitate attackers with prolonged access to IoHT networks.

	 •	 Firmware Tampering: Attackers also target the firmware of IoHT 
devices which controls the basic operations of these devices. By 
altering the firmware, attackers can disable the devices, modify 

Figure 13: The most common targeted attacks on IoHT infrastructures.
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their functionality, or even take control of them. This can lead to 
malfunctions in critical devices, such as pacemakers or insulin pumps, 
and pose direct risks to patient health.

3.6 Exploitation of Weaknesses in IoHT Networks and Protocols
The IoHT relies on interconnected devices and networks to monitor, 
transmit, and analyze patient data in real time. This connectivity is 
crucial for enhancing healthcare efficiency. However, it also introduces 
significant security vulnerabilities [74]. The complexity and heterogeneity 
of IoHT networks, and the weaknesses in communication protocols 
make healthcare systems particularly susceptible to cyberattacks. These 
security gaps can lead to data breaches, compromised patient safety, and 
disruptions in medical services. Therefore, it is critical to understand the 
specific threats arising from weak networks and protocols to safeguarding 
IoHT infrastructure and ensuring the secure handling of sensitive health 
information [75].

The major security threats associated with the weaknesses of the IoHT 
network and protocol, and their consequences are discussed below  
[76–79] (Figure 14):
	 •	 Unsecured Communication Channels: IoHT devices often transmit 

data through unsecured or poorly encrypted channels. This exposes 
sensitive medical information to eavesdropping or interception. 
Consequently, this can lead to data breaches that violate privacy 
regulations (such as HIPAA and GDPR) and could cause identity 
theft.

	 •	 Vulnerable Wireless Protocols: Many IoHT devices rely on outdated 
or weak wireless protocols. This makes the devices easy targets for 
attacks such as MitM attacks. These attacks enable cybercriminals to 
intercept, alter, or inject malicious data and potentially compromise 
the integrity of medical treatments.

	 •	 Insufficient Device Authentication: Weak authentication protocols 
or their absence allow attackers to gain unauthorized access to IoHT 
devices. This can lead to device manipulation, such as altering the 
performance of life-critical systems (e.g., pacemakers) and endanger 
patient lives.

	 •	 Inadequate Firmware Security: Many IoHT devices run on outdated 
firmware with security flaws. Attackers can exploit these vulnerabilities 
to introduce malware or disable devices. This can lead to disruptions 
in healthcare services and delayed treatment for patients.

	 •	 DDoS (Distributed Denial-of-Service) Attacks: DDoS attacks target 
IoHT infrastructure by overwhelming it with a flood of traffic from 
multiple sources. This situation causes legitimate requests to be 
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denied. This can render critical healthcare systems and services 
inaccessible which can lead to significant operational disruptions. 
In emergency situations, such downtime can delay critical medical 
treatments and potentially jeopardize patient health and safety. 
Furthermore, the inability to access patient data during such attacks 
can hinder healthcare providers’ ability to make informed decisions. 
This effectively can lead to further complications in patient care and 
treatment outcomes. Additionally, prolonged service outages can 
result in financial losses for healthcare organizations and damage 
their reputation among patients and stakeholders.

To address these issues, researchers have proposed improved 
lightweight authentication schemes utilizing techniques such as hash 
functions, XOR operations, and Elliptic Curve Cryptography [80, 81]. 
Additionally, security experiments have been conducted to identify flaws 
in existing IoMT security protocols and recommend solutions to mitigate 
cyberattacks on smart medical devices in Healthcare systems. The focus 
remains on enhancing the security of IoMT networks to ensure the 
confidentiality and integrity of patient data.

3.7 Supply Chain Risks
Risks in IoMT-based supply chains include lack of knowledge, technical 
infrastructure maintenance, cybersecurity, and network dependability 
[82]. These risks can lead to disruptions, expiry of products, and 
compromised patient safety [83, 84]. Implementing smart systems in 
IoMT-based supply chains requires addressing these risks through 
comprehensive risk management strategies. Blockchain technology can 
enhance security, integrity, and data provenance in health E-supply 

Figure 14: Major security threats associated with the weaknesses of the IoHT networks and 
protocols.
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chains. However, further research and integration with regulatory 
frameworks are needed to unlock its full potential. Healthcare supply 
chains can be made more reliable, traceable, and secure by leveraging 
IoMT and blockchain technologies. Ultimately, this can improve patient 
outcomes and operational efficiency [83].

4. Legal Compliance and Governance Challenges of IoHT
4.1 Regulatory Authorities for Digital Health
The most relevant and prominent regulations relating to IoHT and digital 
health are discussed below: 
	 •	 Health Insurance Portability and Accountability Act (HIPPA):1 One 

of the most important regulations in this space is the HIPAA in the 
United States, which establishes national standards for the protection 
of PHI. HIPAA mandates that healthcare organizations implement 
technical, administrative, and physical safeguards to ensure the 
confidentiality, integrity, and availability of PHI. Effectively, this 
makes HIPPA a cornerstone of digital health compliance. HIPAA was 
enacted in 1996 and it sets standards for the privacy and security of 
patient health information. It requires healthcare providers and their 
business associates to implement safeguards to protect EHRs from 
unauthorized access, disclosure, or use.

	 •	 General Data Protection Regulations (GDPR):2 The GDPR is a 
comprehensive data protection law that applies to any organization 
processing personal data of EU residents. It grants individuals greater 
control over their personal data and imposes stringent requirements 
on data controllers and processors to ensure data security and 
privacy. It went into effect in 2018. In addition to HIPAA, the GDPR 
in the European Union (EU) plays a vital role in shaping data privacy 
practices in digital health. GDPR applies to any organization that 
processes the personal data of EU citizens. This includes healthcare 
providers, medical device manufacturers, and digital health platforms. 
GDPR sets a high bar for data protection and requires organizations to 
obtain explicit consent from patients. Consequently, this ensures data 
minimization and implements stringent security measures to protect 
patient information.

	 •	 Medical Device Regulation (MDR):3 The MDR, also in the EU, 
imposes additional compliance requirements for digital health 

1	 https://www.hhs.gov/hipaa/index.html.
2	 https://ec.europa.eu/info/law/law-topic/data-protection_en.
3	 https://health.ec.europa.eu/medical-devices-sector/overview_en.
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products classified as medical devices. This regulation emphasizes 
the need for rigorous testing, clinical evaluation, and continuous 
monitoring of medical devices. This helps in ensuring the safety and 
efficacy of the medical devices, especially as they integrate with IoHT 
ecosystems. 

	 •	 Cyber Security Act:4 The Cyber Security Act in Singapore was passed 
in 2017. It aims to enhance the cybersecurity capabilities of critical 
information infrastructure, including healthcare organizations. It 
requires the implementation of cybersecurity measures and mandates 
organizations to report data breaches to the government.

4.2 Legal Compliance Issues and Solutions
Compliance with healthcare legal authorities and regulations in the IoMT 
is a critical challenge due to the complexities involved in managing vast 
amounts of sensitive health data across interconnected devices. Various 
challenges, such as data privacy protection, security risks, and compliance 
issues, have been identified [85, 86]. Regulations such as the Health 
Insurance Portability and Accountability Act (HIPAA) and the General 
Data Protection Regulation (GDPR) impose strict requirements for data 
privacy, security, and patient confidentiality. However, the integration of 
diverse IoHT devices often results in fragmented security measures. This 
makes compliance difficult and increases the risk of security breaches. 
Non-compliance can lead to severe financial penalties, operational 
disruptions, and reputational risks. Consequently, this can be damaging to 
the trust between patients and healthcare providers, and lead to potential 
legal consequences [86, 87]. 

The key concerns relating to compliance with healthcare regulations 
in IoHT are discussed below [87–90] (Figure 15):
	 •	 Multiple Regulations: Healthcare organizations must comply with a 

complex array of regulations, including HIPAA, GDPR, and local data 
protection laws.

	 •	 Regulatory Complexity: Understanding and interpreting regulations 
can be challenging, especially as regulations evolve.

	 •	 Changing Regulatory Landscape: Regulations can change frequently, 
making it difficult for organizations to keep up with the latest 
requirements.

	 •	 Data Privacy and Security: Ensuring compliance with data privacy 
and security regulations is essential to protect patient data and avoid 
penalties.

4	 https://www.csa.gov.sg/Legislation/cybersecurity-act.
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	 •	 Risk of Non-compliance: Non-compliance with regulations can result 
in hefty fines, reputational damage, and legal consequences.

	 •	 Limited Resources: Healthcare organizations may have limited 
resources to allocate to compliance efforts.

	 •	 Integration with Existing Systems: Ensuring that IoHT devices and 
systems comply with existing regulatory frameworks can be complex.

	 •	 Third-party Vendor Management: Managing the compliance of 
third-party vendors can be challenging.

	 •	 Public Trust and Confidence: Non-compliance with regulations can 
erode public trust and confidence in healthcare organizations and 
IoHT technologies.

To mitigate the above-mentioned concerns, privacy-by-design 
frameworks are essential, embedding regulatory compliance and robust 
security protocols into the development and deployment of IoHT devices 
from the outset [91]. Furthermore, continuous monitoring and real-
time auditing of IoHT systems are necessary to identify and address 
vulnerabilities that may arise over time, ensuring ongoing adherence 
to regulatory standards. The use of advanced encryption and data 
anonymization techniques can also help protect patient data while 
ensuring compliance with regulations such as HIPAA and GDPR. 

Figure 15: Concerns relating to compliance with healthcare regulations in IoHT.
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To address these concerns, several solutions are proposed [86, 92–95] 
(Figure 16):

Figure 16: Proposed solutions to healthcare regulatory compliance concerns in IoHT.

5	 https://www.iso.org/standard/27001.
6	 https://hitrustalliance.net.

	 •	 Comprehensive Regulatory Assessment: A thorough assessment of 
applicable regulations can help organizations identify and address 
potential compliance gaps.

	 •	 Risk Management Framework: Implementation of a risk management 
framework can help organizations prioritize compliance efforts and 
allocate resources effectively.

	 •	 Data Governance Policies: The design and development of robust 
data governance policies can establish clear guidelines for data 
collection, storage, use, and sharing.

	 •	 Regular Audits and Assessments: Regular audits and assessments can 
be conducted to help organizations identify and address compliance 
issues proactively.

	 •	 Training and Awareness: Training and awareness programs can be 
provided to employees to ensure that they understand and comply 
with relevant regulations.

	 •	 Third-party Certifications: Obtaining third-party certifications, 
such as ISO 270015 or HITRUST,6 can demonstrate an organization’s 
commitment to data security and compliance.

	 •	 Collaboration with Regulators: Collaboration with regulatory bodies 
can help organizations stay informed about regulatory changes and 
best practices.

Overall, robust regulatory frameworks based on standardized 
practices, security measures, and compliance standards are crucial for 
the successful implementation and adoption of IoHT technologies. By 
fostering collaboration among regulators, healthcare providers, and device 
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manufacturers, such frameworks can help build a secure compliance 
ecosystem and protect sensitive health information.

4.3 Fragmentation of Regulatory Standards for IoHT and Solutions
The lack of uniform regulatory standards in the IoHT creates major 
obstacles to maintaining the security, privacy, and safety of healthcare 
devices. This fragmentation is caused by a diverse range of standards 
development organizations (SDOs) and the absence of a universally 
accepted vision [96]. The IoHT devices are developed and deployed 
across various jurisdictions. In such situations, the absence of harmonized 
regulations creates inconsistencies in data protection, security protocols, 
and device interoperability. This fragmentation increases vulnerabilities 
as health devices created under weaker regulations may fall short of 
essential cybersecurity and privacy standards. Consequently, healthcare 
networks become more susceptible to data breaches and cyberattacks. 
Moreover, the lack of standardized protocols hinders cross-border data 
sharing and collaboration, thus slowing down the advancements in global 
healthcare systems.

This issue mirrors the broader problem seen in the IoT security 
standards. In IoT, a fragmented environment led by various de facto 
standards makes it challenging to establish uniform security measures 
across different applications and domains. This lack of a consistent baseline 
for security increases risks and complicates the protection of connected 
systems [97]. The current surge in collaboration of distributed IoT devices 
exacerbates interoperability issues. This, in turn, limits data reuse and 
new service development due to diverse networking technologies and 
performance impairments with increasing device interactions [98]. 

The major issues relating to the fragmentation of regulatory standards 
for IoHT are discussed below [93, 99, 100] (Figure 17):
	 •	 Inconsistent Security Protocols: Different jurisdictions have varying 

security standards. This leads to IoHT devices with inconsistent 
cybersecurity measures that increases the risks of data breaches and 
cyberattacks.

	 •	 Privacy Vulnerabilities: Fragmented regulations create gaps in data 
privacy protection. This makes it difficult to ensure compliance with 
global privacy laws such as HIPAA and GDPR.

	 •	 Device Interoperability Challenges: Lack of standardized protocols 
across different regions impairs the interoperability of IoHT devices. 
As a consequence, this leads to inefficiencies in communication and 
data sharing between healthcare systems.

	 •	 Regulatory Compliance Complexity: Manufacturers of IoHT devices 
often face challenges in ensuring their devices meet the diverse and 
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sometimes conflicting regulatory requirements across multiple 
jurisdictions. This increases the costs and risks associated with 
regulatory compliances.

	 •	 Hindrance to Global Collaboration: Regulatory fragmentation 
limits the ability to share patient data and collaborate on healthcare 
innovations across borders. This potentially slows down advancements 
in global health solutions.

Addressing this issue requires strong leadership, collaboration, and a 
coherent approach to standard development. Such a holistic approach can 
ensure the successful establishment of foundational standards for a robust 
digital health ecosystem [87]. Collaborative efforts between international 
regulatory bodies, such as the U.S. Food and Drug Administration7 (FDA) 
and the European Medicines Agency8 (EMA), can promote the creation of 
unified standards for IoHT devices. Additionally, the implementation of 
seamless communication could facilitate smooth and secure information 
exchange between devices. This could potentially reduce operational 
inefficiencies and improve patient outcomes. Controlled environments 
for testing IoHT innovations could also enable developers to ensure 
compliance with diverse regulations before market release. As a result, 
this can effectively promote harmonization and security across the IoHT 
ecosystem.

Potential solutions to the fragmentation of regulatory standards in 
IoHT include the following [92, 101–104] (Figure 18):
	 •	 Global Regulatory Frameworks: Collaborative efforts between 

international regulatory bodies (e.g., FDA and EMA) can create unified 
standards for IoHT devices. This can ensure consistent security and 
privacy protection.

7	 https://www.fda.gov.
8	 https://www.ema.europa.eu.

Figure 17: Major issues relating to the fragmentation of regulatory standards for IoHT.
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	 •	 Interoperability Standards: The development and implementation 
of standardized interoperability frameworks can ensure seamless 
communication and data exchange between IoHT devices across 
different healthcare systems.

	 •	 Regulatory Sandboxes: Controlled environments for IoHT developers 
can be established to test devices for compliance with various regional 
regulations before releasing them to the market.

	 •	 Cross-Border Data Protection Agreements: International agreements 
can be formulated to standardize data privacy protections and allow 
safe cross-border data sharing within the IoHT ecosystem.

	 •	 Risk-based Approach: A risk-based approach can be adopted for 
regulation so that it can focus on addressing the most significant risks 
and avoid excessive burdens on healthcare organizations. 

	 •	 Flexibility and Adaptability: Regulatory standards should be 
flexible and adaptable so that they can accommodate technological 
advancements and emerging trends. 

	 •	 Public–Private Partnerships: Collaborating with industry 
stakeholders can help develop and implement effective regulatory 
frameworks. 

	 •	 Education and Awareness: Raising knowledge and awareness among 
healthcare professionals and the public regarding the importance 
of regulatory compliance can help foster a more educated and 
harmonized environment.

4.4 Cross-Border Data Sharing and Jurisdictional Challenges  
in IoHT

Cross-border data sharing in the IoHT is essential for global healthcare 
collaboration. However, it introduces significant jurisdictional challenges 
[105]. Varying regulatory frameworks, differing privacy standards, and 
geopolitical complexities complicate the process of seamless data exchange 
and information sharing among the different stakeholders within the IoHT 
ecosystem. A holistic approach is required to ensure secure and compliant 

Figure 18: Potential solutions to the fragmentation of regulatory standards in IoHT.
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international health data sharing, including harmonization, innovative 
technological solutions, and robust governance.

The primary challenges and complexities associated with cross-border 
data sharing in IoHT are discussed below [86, 105–108] (Figure 19): 
	 •	 Regulatory Variations: Conflicts in compliance arise due to different 

data protection laws such as GDPR in Europe and HIPAA in the USA.
	 •	 Data Sovereignty: Nation states have strict regulations on where and 

how health data can be stored, processed, and transmitted.
	 •	 Lack of Standardization: Due to the inconsistent data formats and 

exchange protocols interoperability across IoHT borders is hindered 
severely.

	 •	 Geopolitical Tensions: Political and economic conflicts and trade 
restrictions can sometimes obstruct data-sharing agreements.

	 •	 Cybersecurity Risks: The potential risks of cyberattacks and 
unauthorized access increases due to cross-border data exchanges.

	 •	 Data Ownership Disputes: In the context of multiple jurisdictions, 
unclear data ownership laws can lead to operational complexities and 
challenges.

Figure 19: Primary challenges and complexities associated with cross-border data sharing 
in IoHT.
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	 •	 Consent Management: Standards for obtaining and verifying patient 
consent for data use differ across jurisdictions which complicates the 
overall IoHT operations management.

	 •	 Legal Ambiguities: In the events of data breaches or misuse, unclear 
definitions of legal liabilities increase vagueness and nuances.

	 •	 Cultural Differences: Health data governance is further complicated 
by the varied perspectives on privacy and healthcare ethics across 
diverse cultures. 

	 •	 High Compliance Costs: Adhering to multiple international 
regulations imposes financial burdens on IoHT stakeholders.

To address the above-mentioned issues and challenges, the following 
solution approaches are suggested to ensure secure and compliant data 
exchange, foster international healthcare cooperation, and improve 
patient outcomes [86, 105, 107, 109, 110] (Figure 20):
	 •	 Global Regulatory Frameworks: The development of unified 

international guidelines can harmonize data protection standards 
across regions for unified cross-border IoHT governance.

Figure 20: Solution approaches to address challenges associated with cross-border data 
sharing in IoHT.
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	 •	 Interoperability Standards: Promotion of standardized data formats 
and exchange protocols globally can foster seamless data exchanges 
among IoHT stakeholders.

	 •	 Bilateral and Multilateral Agreements: The establishment of treaties 
and agreements among nations can foster consistent cross-border 
data exchange.

	 •	 Data Localization Policies: Implementation of hybrid models for 
data localization has the potential for balancing data sovereignty with 
diverse sharing needs.

	 •	 Blockchain Technology: The adoption of blockchain-based solutions, 
such as smart contracts and decentralized ledgers, can be leveraged 
for secure and auditable cross-border health data transactions and 
traceability in the IoHT ecosystem.

	 •	 Advanced Encryption: The application of advanced, robust data 
encryption methods can improve overall security during data transfer 
and storage.

	 •	 Dynamic Consent Systems: Digital solutions can be employed 
for secure and efficient management of patient consent activities, 
including obtaining, tracking, and managing patient consent.

	 •	 Cybersecurity Collaboration: Global partnerships for sharing threat 
intelligence and best practices can be fostered to improve cybersecurity 
measures across the IoHT landscape.

	 •	 Capacity Building: Global workshops on legal and regulatory 
requirements for IoHT can be conducted regularly to educate and 
train IoHT stakeholders on international compliance requirements.

	 •	 Governance Committees: Cross-national and global governance 
bodies can be developed to oversee cross-border IoHT data sharing 
and compliance frameworks to address disputes and enforce 
standards.

5. Strategies for Securing the Internet of Health Things
5.1 Implementing Strong Authentication and Access Controls
As the IoHT continues to expand, ensuring robust authentication and 
access control mechanisms becomes increasingly critical for the protection 
of sensitive health information and maintaining patient safety [111]. 
Strong authentication methods verify the identity of users and devices. 
On the other hand, access control measures restrict unauthorized access 
to medical data and IoHT systems. Implementing effective authentication 
and access control techniques helps mitigate security risks and enhances 
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overall system integrity. Consequently, these techniques ensure that only 
authorized personnel can access sensitive information.

For implementing strong authentication and access controls in IoHT, 
the following methods and techniques are proposed [112–115] (Figure 21):
	 •	 Multi-Factor Authentication (MFA): MFA requires multiple forms 

of verification, such as passwords, biometrics (fingerprints or facial 
recognition), and security tokens. This way MFA enhances user 
identity verification and can reduce the risk of unauthorized access.

	 •	 Multimodal Biometrics: Methods that utilize multimodal biometrics, 
such as fingerprint and iris recognition, can develop robust 
identification and access control systems.

	 •	 Role-Based Access Control (RBAC): Implementation of RBAC allows 
organizations to grant permissions based on user roles. This can affirm 
that healthcare professionals have access only to the information that 
is necessary for their specific job functions and, thus, minimizes the 
risk of data exposure.

	 •	 Public Key Infrastructure (PKI): Utilization of PKI for encryption, 
digital signatures, and digital certificates helps verify device identities 
and secure communications. This can guarantee that data transmitted 
between IoHT devices and healthcare systems remains confidential 
and intact.

Figure 21: Methods and techniques for implementing strong authentication and access 
controls in IoHT.
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	 •	 Advanced Authentication Protocol: Advanced secure authentication 
protocols, such as the Q-Net-based secret key generation approach 
[116], can be effective in assuring accurate authentication and 
improving system security.

	 •	 Regular Access Audits: Conducting periodic audits of user access 
rights helps identify and revoke unnecessary permissions. This can 
ensure that only authorized individuals retain access to sensitive 
medical data.

	 •	 Secure Device Onboarding: Secure onboarding processes can be 
established for new IoHT devices including authentication checks 
and firmware verification. This could help ensure that only trusted 
devices connect to the healthcare network.

	 •	 Blockchain Integration: Integration of blockchain technology into 
access control systems for the IoHT demonstrates effectiveness in 
improving security by blocking data tampering and minimizing trust-
related expenses. Such incorporation has the potential to enhance the 
overall reliability of the system.

5.2 Encryption Techniques for Data Protection
In the context of the IoHT, protecting sensitive patient data is paramount 
due to the increasing prevalence of cyber threats. Encryption techniques 
play a vital role in safeguarding data during transmission and storage, 
ensuring that only authorized parties can access and interpret sensitive 
health information [117]. By converting plaintext into ciphertext, 
encryption helps maintain the confidentiality and integrity of medical 
data, thereby fostering patient trust and compliance with regulations  
such as HIPAA and GDPR. Employing effective encryption methods 
is essential for mitigating risks associated with data breaches and 
unauthorized access in IoHT environments.

The following encryption techniques for data protection in IoHT are 
proposed [35, 60, 76, 118, 119] (Figure 22):
	 •	 Symmetric Encryption: Utilizing a single shared key for both 

encryption and decryption, symmetric encryption algorithms such as 
Advanced Encryption Standard (AES) offer fast processing speeds, 
making them suitable for encrypting large volumes of data transmitted 
between IoHT devices and healthcare systems.

	 •	 Asymmetric Encryption: Asymmetric algorithms, such as RSA or 
Elliptic Curve Cryptography (ECC), use a pair of keys (public and 
private) for secure data exchange. This method enhances security for 
communications between devices, allowing for secure key exchanges 
without transmitting sensitive information.
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	 •	 Hybrid Encryption: Combines symmetric and asymmetric encryption 
for optimal security and performance. A symmetric key is used to 
encrypt the data, and the symmetric key itself is encrypted using a 
public key.

	 •	 End-to-End Encryption (E2EE): Implementing E2EE ensures that 
data are encrypted on the sender’s device and only decrypted on the 
recipient’s device. This approach protects data throughout its entire 
journey, preventing interception during transmission.

	 •	 Homomorphic Encryption: This advanced technique allows 
computations to be performed on encrypted data without decrypting 
it, preserving data privacy while enabling data analysis in healthcare 
applications, even in cloud environments.

	 •	 Data-at-Rest Encryption: Encrypting stored data on IoHT devices 
and databases protect sensitive health information from unauthorized 
access in the event of physical device theft or compromise.

	 •	 Quantum-Resistant Cryptography: Exploits quantum mechanics 
to provide security against potential quantum computing attacks. 
Examples: Lattice-based cryptography, code-based cryptography, 
and multivariate cryptography.

	 •	 Attribute-based Encryption: Implements access control policies based 
on user attributes, ensuring fine-grained data access management.

Figure 22: Proposed encryption techniques for data protection in IoHT.
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	 •	 Blockchain-based Encryption: Leverages distributed ledger 
technology to create tamper-resistant and transparent data storage 
systems.

	 •	 Lightweight Encryption: Lightweight Cryptography (LWC) is 
commonly used for securing IoHT data due to its efficiency in low-
power environments. Additionally, Lightweight Medical Image 
Cryptography (LW-MIC) systems, utilizing ensemble lightweight 
cryptographic protocols, enhance security for sensitive medical data 
transmitted through IoMT devices. 

These encryption techniques not only secure health data but also 
optimize performance in resource-constrained IoHT environments, 
emphasizing the importance of tailored cryptographic solutions for data 
protection in healthcare IoT applications.

5.2.1 End-to-End Encryption
End-to-end encryption plays a crucial role in safeguarding sensitive health 
data in the IoHT. Various encryption techniques have been proposed 
to address security challenges in IoHT devices [120, 121]. Lightweight 
encryption systems, such as the Photon-Beetle AEAD algorithm and 
ensemble lightweight cryptographic protocols, have been designed 
to ensure robust security while minimizing resource consumption in 
resource-constrained IoHT devices [122, 123]. These encryption methods 
utilize techniques such as the Secret Sharing Algorithm (SSA) and Cha-
Cha-based encryption to protect medical data during transmission and 
storage. Implementing end-to-end encryption through these lightweight 
cryptographic solutions enhances data privacy, security, and integrity in 
IoHT environments, addressing the critical need for secure communication 
and storage of sensitive health information.

5.2.2 Data Masking and Tokenization
Tokenization is a technique that replaces sensitive data with non-sensitive 
tokens, reducing the risk of data breaches. Data masking and tokenization 
play crucial roles in safeguarding data in the IoHT systems. In the realm 
of IoMT, where security and privacy are paramount [124], techniques such 
as masking-enabled data protection and Physically Unclonable Functions 
(PUFs) are employed to ensure data privacy [59]. The use of masking 
techniques, such as the Secret Sharing Algorithm (SSA) and the Octopus, 
helps in splitting and encrypting health data, preventing unauthorized 
access, and maintaining data integrity [125]. These methods not only 
secure sensitive health information but also leverage ML for data retrieval 
with high accuracy, showcasing their effectiveness in enhancing data 
protection in IoHT environments.
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5.3 Secure Software Development Practices for IoHT Applications
Given that IoHT is a rapidly evolving domain, for ensuring the protection 
of sensitive health data and the integrity of connected medical devices, 
it is essential to secure the software development practices [126, 127]. 
Various applications run on IoHT devices and infrastructures providing 
different healthcare services. Day by day an increasing number of cyber 
threats are being directed to these healthcare applications. Consequently, 
the integration of security into every phase of the software development 
lifecycle (SDLC) is extremely critical. Moreover, the  incorporation of 
frameworks that can enable secure and scalable IoHT platforms is essential 
for further strengthening application security [128]. Such proactive 
approaches mitigate vulnerabilities and foster a culture of security 
awareness among developers. This can guarantee that IoHT applications 
are resilient against potential attacks. Furthermore, establishing data 
security during data flow and storage is a prerequisite for ensuring privacy 
and confidentiality in medical IoT environments [129]. To mitigate risks 
and build resilient IoHT applications, system and software developers 
need to follow standards and recommendations and leverage advanced 
security protocols. Through the adoption of secure software development 
practices, the  overall reliability and safety of healthcare systems be 
protected which will facilitate safeguarding patient information and 
maintaining trust in IoHT technologies. 

For robust protection of IoHT applications, the following secure 
software development practices are proposed [126, 130–134] (Figure 23):
	 •	 Threat Analysis and Modeling: For creating a secure IoHT system, 

it is essential to analyze threats that are specific to healthcare IoT 
applications so that the security measures can be tailored accordingly. 
Threat modeling should be conducted starting from the design phase 
as it can identify potential security risks and vulnerabilities from 
the beginning of SDLC. This empowers developers to implement 
appropriate countermeasures early in the development process.

	 •	 Secure Coding Practices: Software developers should follow 
established secure coding guidelines such as OWASP Top Ten. 
Adhering to the standards and best coding practices, developers can 
avoid common vulnerabilities such as SQL injection and cross-site 
scripting (XSS) that would reduce the risk of exploitation.

	 •	 Input Validation: Input validation and sanitization process can 
prevent malicious code injection and other attacks.

	 •	 Output Encoding: The application of appropriate encoding for 
outputs can prevent vulnerabilities such as cross-site scripting and 
other vulnerabilities.
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	 •	 Secure Communication: Secure Communication: Data in transit must 
be secured using secure communication protocols such as TLS/SSL 
and HTTPS.

	 •	 Robust Authentication and Authorization: Strong privacy-preserving 
authentication and authorization mechanisms must be implemented 
to control access to IoHT applications and data, including Zero-
Knowledge Proof Authentication [135] and Anonymous Credential 
Systems [136]. 

	 •	 Strong Encryption: Encryption mechanisms must be applied to 
sensitive data at rest and in transit to protect it from unauthorized 
access.

	 •	 Code Review and Static Analysis: Ahead of software deployment, 
regular code review exercises and static analysis tools should be 
applied so that any security flaws and vulnerabilities can be detected 
early enough. This can guarantee higher levels of code quality and 
security.

	 •	 Regular Security Testing: To identify and fix security weaknesses 
in IoHT applications, periodic security testing, such as penetration 

Figure 23: Secure software development practices for IoHT applications.
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testing and vulnerability assessments, must be conducted throughout 
the SDLC before rolling out the software applications.

	 •	 Patch Management: A robust patch management process must be 
ensured so that software can be updated in a timely fashion and 
any security vulnerabilities can be corrected before security attacks 
can be successful. This can reduce the risk of exploitation in IoHT 
applications active in operations.

	 •	 Incident Response Planning: An incident response plan must be 
developed and implemented so that any unforeseen security breaches 
can be responded quickly and effectively to minimize the adverse 
effects.

	 •	 Continuous Monitoring: IoHT applications and services need to be 
monitored closely to identify any signs of security attacks and take 
necessary actions promptly to contain the security risks and reduce 
the impact.

	 •	 Documentation and Training: Software developers should be 
provided with proper documentation of security practices and 
facilitated with regular training for their continuous and sustained 
professional development. Such measures and activities foster a 
culture of security awareness and promote adherence to secure 
software development practices.

6. Risk Management in Digital Health
6.1 Conducting Threat Modeling Exercises
Threat modeling plays a crucial role in risk management within digital 
health systems [130, 137]. The interconnected nature of healthcare IT 
infrastructures makes them susceptible to cyber threats due to the 
heterogeneity of systems and the varied stakeholders involved [31]. The 
adoption of IoT in healthcare brings about numerous benefits but also 
introduces new vulnerabilities and risks that need to be addressed through 
effective threat and risk management strategies [138, 139]. By utilizing ML 
models and customized threat modeling techniques, organizations can 
identify and analyze potential security threats, ultimately enhancing the 
security posture of digital health systems. Implementing qualitative risk 
approaches and tailored threat modeling frameworks can help mitigate 
risks and ensure the confidentiality and integrity of sensitive health data 
in the evolving digital health landscape.

Threat modeling is a proactive approach to identifying, assessing, 
and mitigating potential threats to systems and networks. In the context 
of the IoHT and digital health, where patient data, critical devices, and 
healthcare services are involved, threat modeling is essential to ensure 
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security, privacy, and reliability [140]. The following outlines a standard 
procedure for conducting threat modeling exercises tailored to IoHT and 
digital health systems [141–144] (Figure 24).

A. Define Objectives
	 •	 Identify Key Assets: In IoHT and Digital Health systems, critical 

assets typically include patient data (e.g., medical records, diagnostic 
information), connected medical devices (e.g., pacemakers, insulin 
pumps), and digital platforms (e.g., telemedicine services).

	 •	 Understand the Context: Define the scope of the system (e.g., hospital 
networks, remote patient monitoring systems) and its regulatory 
environment (e.g., HIPAA in the U.S., GDPR in the EU).

	 •	 Security Goals: Determine core security requirements such as 
confidentiality, integrity, availability, and data privacy.

B. Create an Architecture Overview
	 •	 Identify Components: List all devices, sensors, applications, and 

networks in the IoHT ecosystem. This may include wearable health 
monitors, patient data gateways, hospital information systems, cloud 
services, and mobile health apps.

Figure 24: Standard procedure for conducting threat modeling exercises in IoHT.
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	 •	 Draw Data Flows: Map out how data flow between IoHT devices, 
cloud platforms, and healthcare providers. Include how patient data 
are collected, transmitted, stored, and accessed.

	 •	 Determine Trust Boundaries: Identify areas where data move from 
one system to another, such as between a patient’s wearable device 
and the cloud, or a healthcare provider’s app and a medical database.

C. Identify Potential Threats
	 •	 Use Threat Modeling Frameworks: Apply frameworks such as 

STRIDE (Spoofing, Tampering, Repudiation, Information Disclosure, 
Denial of Service, and Elevation of Privilege) or PASTA (Process for 
Attack Simulation and Threat Analysis).

	 •	 Understand Common IoHT Vulnerabilities: Focus on known 
vulnerabilities in medical devices and health data systems, such as 
weak encryption, default credentials, and unpatched software.

	 •	 Consider Insider and Outsider Threats: Both external cybercriminals 
and internal personnel (such as healthcare workers or IT staff) can 
pose security risks.

	 •	 Evaluate Supply Chain Risks: Medical devices and health platforms 
often rely on third-party vendors, so assess risks in the supply chain, 
including hardware backdoors and software vulnerabilities.

D. Evaluate the Threats
	 •	 Assess Threat Likelihood and Impact: The probability of each of the 

identified threats to occur should be evaluated. Then, the potential 
impact of each threat on patient safety, data security, or healthcare 
operations should be assessed.

	 •	 Prioritize Risks: The threats should be ranked according to their 
severity on the IoHT ecosystem. Risks that could have impacts on 
patient safety, such as tampering with medical device data, must be 
given the highest priority.

E. Identify Mitigations
	 •	 Implement Security Controls: Based on the prioritized threats, 

propose mitigations such as encryption for data transmission, access 
control mechanisms (e.g., multi-factor authentication), and device 
integrity checks.

	 •	 Address Privacy Concerns: For the threats that can compromise 
sensitive data, implement security measures that preserve privacy 
such as data anonymization and secure cloud storage.
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	 •	 Mitigate Supply Chain Risks: Ensure that third-party vendors 
comply with security standards. Regularly audit their devices and 
software for vulnerabilities.

F. Validate and Test Mitigations
	 •	 Penetration Testing: Conduct penetration tests on the IoHT ecosystem 

to evaluate the effectiveness of the implemented mitigation techniques.
	 •	 Vulnerability Assessments: Vulnerability assessments must be 

conducted on a regular basis, in particular after deployment of new 
devices or updates.

	 •	 Monitor Security Events: Use real-time monitoring and logging tools 
to detect potential security incidents early.

G. Review and Evolve the Model
	 •	 Continuous Improvement: Threat modeling should not be considered 

as a one-time exercise. The model should be revisited and reviewed 
periodically to check for new threats, technologies, and system 
updates.

	 •	 Collaborate with Stakeholders: Involve healthcare providers, IT 
professionals, and medical device manufacturers in periodic threat 
assessments to ensure the model remains relevant.

	 •	 Stay Updated on Regulations: Continuously adapt the threat model 
to evolving healthcare regulations and compliance requirements, 
such as FDA cybersecurity guidelines for medical devices.

Securing IoHT and Digital Health systems requires ongoing attention 
to potential threats, vulnerabilities, and mitigations. By following a 
systematic threat modeling process, healthcare providers can identify 
and address risks before they lead to significant data breaches, service 
disruptions, or patient harm.

6.2 Continuous Monitoring and Incident Response
Continuous monitoring and incident response play crucial roles in risk 
management within digital health settings [145, 146]. Continuous data 
monitoring through digital devices enables the collection of real-time 
high-quality data, aiding in feedback-led optimization and ensuring 
the  safety and performance of digital health applications [147]. This 
monitoring allows for the identification of patterns and relationships 
in data, supporting healthcare decision-making and improving patient 
outcomes [148]. Additionally, incident monitoring and response systems 
can limit functionality during incidents, enhancing security and response 
capabilities. To manage risks effectively, a proactive approach is essential, 
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involving the adaptation of traditional risk management standards to 
work continuously, incorporating incident and event management tools, 
misbehavior detection, and threat intelligence. Continuous monitoring 
and incident response are vital components in maintaining the security 
and effectiveness of digital health technologies.

7. Collaborative Approaches to IoHT Security
7.1 Industry Partnerships for Threat Intelligence Sharing
Industry partnerships play a crucial role in enhancing threat intelligence 
sharing for IoHT security [149]. Collaborative efforts, such as the SECANT9 

project, aims to strengthen cybersecurity risk assessment in complex 
ICT infrastructures such as healthcare, emphasizing the importance of 
sharing threat intelligence for improved digital security and privacy [150]. 
Additionally, the development of new threat intelligence frameworks, 
such as the one focusing on CoAP protocol attacks, highlights the need 
for industry partnerships to model and mitigate advanced cyber threats 
effectively [151]. There is a high potential that industry collaborations and 
partnerships can significantly improve the security of IoHT ecosystems 
by leveraging centralized and federated transfer learning modes  
and innovative algorithms for threat detection and classification [35]. 
These partnerships facilitate the implementation of comprehensive 
security measures, ensuring the protection of sensitive healthcare data 
and systems.

7.1.1 Challenges Associated with Threat Intelligence Sharing
Although the benefits are evident, industry partnerships for threat 
intelligence sharing in the IoHT face numerous challenges, ranging 
from privacy concerns to interoperability issues. These obstacles hinder 
collaboration and the timely exchange of critical information [152]. As 
a consequence, addressing these complexities is essential for enhancing 
IoHT security and safeguarding sensitive healthcare data from emerging 
threats.

Figure 25 presents a taxonomy of the challenges associated with 
industry partnerships for threat intelligence sharing in the field of IoHT 
[153–156]:
	 •	 Data Privacy Concerns: Sensitive patient or healthcare data may need 

to be shared among organizations for threat intelligence. This can 
raise concerns about violating privacy laws such as HIPAA or GDPR.

9	 https://secant-project.eu.
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	 •	 Lack of Standardization: Different organizations may use varying 
formats and frameworks for threat intelligence, making it difficult to 
share and interpret data efficiently.

	 •	 Trust Issues: Industry partners may not be interested in exchanging 
threat data considering concerns about reputational damage, legal 
liability, or exposing their vulnerabilities to competitors.

	 •	 Regulatory and Legal Barriers: Threat intelligence may be hindered 
due to the strict healthcare regulations. This can complicate the process 
of sharing threat intelligence data. Such complications can be even 
harder to manage when working across borders or in jurisdictions 
with different legal requirements.

	 •	 Data Sensitivity Classification: Difficulty in distinguishing between 
sensitive and non-sensitive threat intelligence can slow down or 
prevent sharing due to concerns over inadvertently disclosing critical 
data.

	 •	 Inconsistent Participation: There may be some stakeholders within 
the IoHT ecosystem who are not equally interested or committed to or 

Figure 25: A taxonomy of the challenges associated with threat intelligence sharing in the 
IoHT.
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capable of contributing to threat intelligence sharing. This can create 
gaps in intelligence coverage.

	 •	 Interoperability Issues: In the process of sharing threat intelligence 
across different platforms, compatibility challenges may arise in 
situations where healthcare systems and IoHT devices use proprietary 
technology with incompatible interfaces for information exchange.

	 •	 Limited Resources: Smaller healthcare providers or IoHT device 
manufacturers may lack the technical and financial resources to 
participate effectively in threat intelligence networks.

	 •	 Fear of Misuse: There may be worries among organizations that 
the shared threat intelligence could be misused by competitors or 
malicious actors within the network.

	 •	 Slow Response Times: Industry partnerships may result in 
bureaucratic delays, making it difficult to share threat intelligence 
quickly enough to respond to emerging threats in real time.

	 •	 Complexity of IoHT Ecosystem: The complexity of identifying and 
sharing relevant threat intelligence can be exacerbated due to the 
diverse range of connected devices and systems in IoHT increases.

	 •	 Lack of Incentives: Without clear incentives or benefits, organizations 
may be reluctant to invest time and resources into threat intelligence 
sharing partnerships.

7.1.2 Potential Solution Approaches
To overcome the challenges associated with threat intelligence sharing 
in the IoHT ecosystem, coordinated efforts among IoHT organizations 
and innovative strategies are essential. The following potential  
solution approaches aim to address issues related to privacy, 
interoperability, trust, and other barriers to promote a more secure and 
collaborative environment for safeguarding IoHT systems [15, 86, 94, 153, 
157] (Figure 26):
	 •	 Develop Standardized Frameworks: To facilitate smooth sharing 

of threat intelligence across industry partners, common formats and 
protocols can be established, such as utilizing STIX/TAXII10 (Structured 
Threat Information Expression/Trusted Automated Exchange of 
Indicator Information).

	 •	 Enhance Privacy-Preserving Techniques: Implement data 
anonymization and encryption methods to ensure sensitive healthcare 
data are protected while still allowing for effective threat intelligence 
sharing.

10	https://oasis-open.org.
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	 •	 Build Trust Through Legal Agreements: Formal legal agreements 
can be made among IoHT collaborators, such as Memorandums of 
Understanding (MoUs) or Non-Disclosure Agreements (NDAs) that 
can foster trust and ensure the proper handling of shared threat 
intelligence.

	 •	 Adopt Regulatory Compliance Frameworks: Develop threat 
intelligence-sharing frameworks that align with healthcare regulations 
such as HIPAA and GDPR to ensure legal compliance and streamline 
cross-border data exchange.

	 •	 Classify and Segment Data: Establish clear guidelines for 
distinguishing between sensitive and non-sensitive information to 
facilitate more efficient and safer sharing of threat intelligence.

	 •	 Encourage Broad Participation: Smaller organizations and 
stakeholders can be motivated by incentivizing them to contribute by 
providing financial or technical assistance. This can effectively foster 
a more inclusive threat intelligence network.

Figure 26: Potential solution approaches for secure and collaborative IoHT environments.
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	 •	 Promote Interoperability: Advocate for the adoption of open 
standards and APIs that enable seamless communication and 
integration between different IoHT devices and platforms.

	 •	 Establish Shared Resource Pools: Pool resources such as shared threat 
intelligence platforms, cybersecurity training, and tools to support 
smaller players in the IoHT ecosystem who may lack the capacity to 
participate fully.

	 •	 Create Safeguards for Data Use: To prevent the misuse of shared threat 
intelligence, policies and governance structures can be developed. 
This can guarantee that information is used only for cybersecurity 
purposes.

	 •	 Set Up Real-Time Intelligence Networks: Implement automated, 
real-time threat intelligence-sharing platforms that minimize delays 
and allow for quick responses to emerging threats across the IoHT 
ecosystem.

	 •	 Simplify the IoHT Ecosystem: Promotion of the development of 
interoperable, modular systems that reduce complexity and make it 
easier for organizations to share relevant threat intelligence.

	 •	 Offer Incentives for Participation: Provide tangible incentives, such 
as cybersecurity certifications, risk reduction benefits, or financial 
rewards, to motivate organizations to actively engage in threat 
intelligence sharing.

7.2 Cross-Sector Collaboration with Technology and  
Security Experts

Cross-sector collaborations involving technology and security experts 
are crucial for enhancing the security of the IoHT. Security risks in IoMT 
devices, such as vulnerabilities due to limited processing power and 
memory [35], underscore the need for collaborative efforts. Research 
highlights the security challenges faced by medical IoT devices and 
emphasizes the importance of focusing on security issues throughout the 
device life cycle [158]. Additionally, integrating multi-ledger blockchain 
architecture in IoMT can enhance security by providing decentralized data 
storage. This can effectively eliminate single points of failure and improve 
trust and reliability [159]. By leveraging ML techniques for anomaly 
detection and risk assessment in IoMT environments, a holistic evaluation 
of security risks in Connected Medical Devices (CMD) can be achieved 
[160]. Collaborative initiatives between experts from different sectors can 
lead to effective processes for securing IoMT devices and safeguarding 
patient data.
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8. Responsible Practices in Digital Health Security
8.1 Protecting Patient Anonymity in Data Analytics
In data analytics, maintaining patient anonymity within IoHT is an 
important criterion for upholding privacy standards and fostering trust. 
By anonymizing and de-identifying health data, healthcare providers can 
perform insightful analyses without exposing individuals’ identities [161]. 
Valuable medical insights can be extracted using this approach. It also 
helps protect patient confidentiality and create an ethical framework. Both 
patient rights and regulatory requirements can be ensured by respecting 
patient anonymity.

8.2 Minimizing Data Collection and Retention
Minimizing data collection and retention in digital health systems reduces 
exposure to cyber threats and respects patient privacy [162]. Regulatory 
frameworks, such as HIPAA and GDPR, also emphasize only essential 
information collection and require IoHT organizations to retain it for 
the shortest possible time. This practice helps limit the potential for 
unauthorized access and signals respect for patients’ digital privacy. 
Consequently, it can ensure maintaining data protection is  a priority 
within IoHT security practices.

8.3 Preventing Unauthorized Surveillance and Data Misuse
In digital health, unauthorized surveillance and data misuse are critical 
ethical violations [163]. To protect sensitive health data from both internal 
and external threats, security and regulatory mechanisms, such as strong 
access controls, standard surveillance protocols, and regular audits, can 
be effective in guaranteeing data protection. Ethical practices that guard 
against unauthorized data usage and monitoring preserve patient trust, 
prevent exploitation, and help healthcare organizations maintain the 
integrity of their digital health infrastructures.

8.4 Ensuring Accountability in Data Breaches
Accountability in data breaches is essential for maintaining patient trust in 
IoHT systems [164]. Ethical standards require that organizations disclose 
breaches promptly, take corrective actions, and learn from incidents to 
bolster future security. This transparency helps mitigate harm to affected 
patients and reinforces public trust. Holding organizations accountable 
ensures that patient interests remain central in digital health, even when 
cybersecurity failures occur.



Responsible IoHT Ecosystem for Smart Healthcare 275

Proofing Copy

Proofing Copy

8.5 Empowering Patients with Data Access and Control
Empowering patients with control over their data reinforces trust and 
transparency in digital health systems [165]. Providing patients with 
options to view, manage, and consent to the use of their personal data 
promotes a patient-centric approach to IoHT security. This practice 
acknowledges patient autonomy, allows for informed decision-making, 
and aligns with ethical principles that place the individual’s rights at the 
forefront of digital health security.

8.6 Ethical Implications of AI and Automation in IoHT Security
AI and automation in IoHT security present significant ethical 
considerations, particularly regarding transparency and bias [166]. Ethical 
practices call for algorithms that are explainable, fair, and aligned with 
patient interests. Responsible AI use ensures that automated security 
measures support rather than undermine patient trust, enabling healthcare 
providers to maintain transparency while leveraging technological 
advancements to protect sensitive health information securely and fairly.

8.7 Equitable Access to Secure Digital Health Services
Equitable and fair access to secure digital health services must be 
ensured regardless of socioeconomic status so that security protections 
can be made available to all patients. Addressing access disparities helps 
eliminate health inequities, providing secure, reliable care for everyone 
[167]. This ethical approach to IoHT security fosters inclusivity and 
ensures marginalized populations are not left vulnerable to digital threats 
due to a lack of resources or technological infrastructure.

8.8 Transparency in Security Measures and Data Usage
Transparency in data security and usage practices is an ethical necessity 
within IoHT. This is essential for building patient trust and supporting 
informed consent [168]. Accessible and clear information regarding data 
collection, storage, and protection helps patients understand their roles in 
the overall security landscape. Healthcare providers can create partnerships 
with patients by fostering data transparency. This can effectively empower 
patients to make informed decisions and knowledgeable choices about 
their digital health interactions.

8.9 Ensuring Ethical Use of Health Data in Cybersecurity Practices
Ethical leadership plays a crucial role in ensuring the ethical use of health 
data in cybersecurity practices in digital health. Healthcare organizations 
face significant risks from cyber data thefts, often leading to breaches 
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that compromise patient care [169]. The healthcare industry’s adoption 
of digital technology, including AI tools, has increased the need to 
address ethical issues in data security. Researchers have proposed novel 
ethical hacking methods tailored for Health Information Systems (HISs) 
to enhance cybersecurity protection [170]. Privacy concerns regarding 
the use of aggregated personal information in health practices highlight 
the importance of ethical decisions in data analytics technologies [171]. 
By integrating ethical leadership, cybersecurity measures, AI tools, 
and privacy considerations, healthcare organizations can navigate the 
complexities of maintaining ethical standards in digital health data 
security.

9. Future Directions and Conclusion
9.1 Anticipating the Evolution of IoHT Threat Landscape
Future threats and attacks on the IoHT encompass a range of vulnerabilities 
that need to be addressed to ensure the security and privacy of healthcare 
data. Various studies highlight the critical importance of implementing 
robust security measures [47, 68, 172–174]. Potential attacks include 
Deauth, DDOS, brute force, hashcat, MitM, Injection, Short Address 
Attack, and Smart Contract Overflow. These attacks target different stages 
such as home internet connection resources, data transfer, data storage, 
and access, emphasizing the need for comprehensive security protocols. 
Additionally, the use of blockchain and smart contracts is emerging as a 
preferred method for enhancing data security within the IoHT ecosystem. 
Addressing these future threats requires a multi-faceted approach that 
includes encryption, authentication, access control, and continuous 
monitoring to safeguard sensitive healthcare information.

9.2 Investing in Research and Innovation for Sustainable IoHT 
Security Solutions

Future directions in investing in research and innovation for sustainable 
IoHT security solutions involve leveraging technologies such as 
Blockchain-Assisted Cybersecurity (BCCS) [175], Computational 
Intelligence (CI), and AI for secure data transmission, collection, and 
storage [176]. Additionally, the integration of smart technologies with 
conventional medical procedures using AI techniques can enhance 
the quality of services while reducing environmental impact [177]. 
Emphasizing lightweight cryptography techniques for secure and eco-
friendly IoT deployment is crucial for sustainable and secure IoMT 
systems [178]. Furthermore, exploring state-of-the-art techniques such as 
gated recurrent units (GRUs) combined with recurrent neural networks 
(RNNs) for disease detection, such as breast cancer, can pave the way for 
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more efficient and secure IoMT models [179]. These approaches can guide 
future research toward developing robust, secure, and sustainable IoMT 
systems.

9.3 The Role of Stakeholders in Promoting a Secure and 
Trustworthy Digital Health Environment

Stakeholders play a crucial role in securing the digital health environment by 
addressing ethical, regulatory, and trust-related challenges [180]. Engaging 
stakeholders, including health professionals, IT practitioners, patients, and 
researchers, is essential for responsible digital health innovation [181, 182]. 
Understanding stakeholders’ perspectives on big data and digital health 
is key to restoring trust and ensuring data governance [183]. Stakeholder 
collaboration, ethical awareness, and relevant regulations are identified 
as core impediments to responsible digital health. Involving users early 
in the innovation process, understanding their behavior changes, and 
ensuring true inclusion in the design space are critical for sustainable 
digital health solutions. Identifying and engaging relevant stakeholders 
using appropriate methods can enhance the efficacy and sustainability of 
digital health applications and services in the long run.
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