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• SO-ERASim integrates classical and quantum systems for secure and
efficient qubit transfer in OSI layers from Physical to Application.

• Utilize entangled qubits and quantum key distribution to secure quan-
tum networks and protect data.

• The system employs classical-quantum computing, repeaters, and error
correction to transmit qubits reliably without decoherence or losses.
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Abstract

Quantum communication networks exploit qubit superposition and entan-
glement to achieve high-efficiency, provably secure data exchange via QKD
and quantum-safe cryptography, with recent architectures reducing chan-
nel vulnerabilities for scalable, tamper resistant transmission. To address
these challenges, this work proposes SO-ERASim (Security-Oriented Entan-
glement Routing Approach Simulator), an OSI-layered quantum network
simulator from the physical to application layer. SO-ERASim integrates clas-
sical–quantum hybrid computing to transmit qubits via quantum network-
ing protocols, incorporating a security-oriented entanglement protocol to en-
hance data transmission security in quantum networks. Leveraging entan-
glement swapping, SO-ERASim minimizes overhead by selecting high-fidelity
paths via intermediate nodes, optimizing entangled-pair utilization, memory
allocation, and communication cost, while preserving fidelity in multi-host
networks through quantum error correction, purification, multiplexing, and
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efficient classical channel coordination. Quantum key generation is synchro-
nized through qubit-based timing, employing adaptable latency mechanisms
with dynamic key renewal and latency-tolerant protocols. However, real-time
error correction in teleportation and superdense coding remains constrained
by substantial memory demands for continuous quantum state monitoring.
The cross-layer attack simulation model extension targeting entangled states
during swapping operates on time-lag dependencies across all OSI layers and
evaluates hybrid networks for simulation integrity which validates the effec-
tiveness of SO-ERASim in secure quantum communications.

Keywords: Quantum Protocols, Quantum Simulator, OSI Network
Protocols, Security Entangled Protocol, Qubits Transmission

1. Introduction1

Quantum communication uses the fundamental principles of quantum me-2

chanics to facilitate the transfer of information. Information is transmitted3

in the form of qubits [1]. This makes it feasible to develop unique potential4

that are impossible to achieve through the classical communication meth-5

ods [2]. The latest advances in it include quantum communication networks6

[3]. Establishing an encryption key between end to end nodes in a network7

can be done securely through QKD [4, 46], a well-known use of quantum8

communication. The primary objective in quantum communication is the9

transmission of photonic [44], entanglement across large distances among the10

nodes involved. This technique creates a quantum channel that preserves the11

inherent quantum correlations of entangled particles. These include quantum12

teleportation, which transmits an unknown quantum state without the par-13

ticle being physically transmitted. To encode quantum information in qubits14

for teleportation, photon polarization [47], is employed. QKD securely ex-15

changes cryptographic keys based on quantum principles, quantum secret16

sharing enables the safe distribution of private information among multiple17

parties and dense coding enhances the transfer of information by entangling18

multiple bits of classical data into a single qubit. The development of se-19

cure and adaptable quantum communication framework [45], depends on the20

ability to disperse entanglement over large networks.21

Utilizing a conventional method to establish a connection with quantum22

devices [6], suggests that there is an immediate requirement to speed up the23

assessment and development of quantum communication protocols [8], and24

2



applications[49]. To meet this goal, we need to make progress in a number of25

areas, including hardware network architectures. It’s even more important26

to make simulation tools for quantum networks to understand and model27

how these systems interact with each other [7]. The primary phase of tool28

address significant issues in quantum network research by providing a flexible29

simulation environment. It facilitates real-time lab connections and ensures30

uninterrupted interaction between experimental environments. [9, 10].31

The primary goal of SO-ERASim is to provide a comprehensive framework32

that allows users to develop quantum networking simulators using communi-33

cation protocols easily. With this framework, users will not have to depend34

on software-specific activities such as managing threading and synchroniza-35

tion. To accomplish these goals, SO-ERASim enables the creation of quantum36

network protocols as described in the paper. The objective is to facilitate37

users’ rapidly generating protocols for the efficient and secure [48], transport38

of qubits within quantum systems. SO-ERASim simplifies noise modeling by39

taking into account perfect sync with constant time-independent errors in40

both quantum and classical systems. Timing delays and complex interfer-41

ence patterns can affect real-world performance. It models decoherence via42

Markovian noise channels characterized by consistent error rates and ideal43

synchronization, facilitating scale simulation. To show OSI layer interdepen-44

dencies and synchronize event processing through layered control, the simu-45

lator combines quantum and classical communication protocols in a hybrid46

architecture. To compensate for latency and error propagation between lay-47

ers, quantum events, such as entanglement generation, are synchronized with48

classical communication, such as control messages, via a time-synchronized49

event queue.50

It is limited by inadequate noise models, static attack scenarios, and the51

absence of integrated cross-layer quantum-classical threat simulations. The52

proposed trade-offs between security and scalability require hardware vali-53

dated enhancements. The framework uses the entanglement based routing54

technique, which assumes that pairs of hosts are directly entangled. How-55

ever, with thousands of simultaneous entangled state transfers, physical qubit56

and channel restrictions might cause failures or delays. SO-ERASim authen-57

ticates the realism and physical viability of its protocols using empirically58

validated noise models, benchmarking, Monte Carlo simulations, verification59

procedures, and cross-validation with alternative simulators. These method-60

ologies guarantee precise and viable simulations across various hardware en-61

vironments while considering hardware-specific limitations, guaranteeing re-62
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liable performance across many contexts despite the lack of physical quantum63

hardware.64

In the area of quantum networks, there is a strong correlation between the65

structure of communication protocols described in research papers and the66

methodologies applied when developing simulations with the SO-ERASim67

simulator. In future, we intend to make the SO-ERASim simulator more68

precise.69

The primary contribution of this study is summarized as follows:70

1. A novel hybrid communication framework in the SO-ERASim simulator,71

integrating classical and quantum channels to enable secure qubit trans-72

mission. Our framework employs a quantum key distribution (QKD)73

based protocol, achieving enhanced security and efficiency compared to74

traditional quantum communication methods.75

2. The security-oriented entangled protocol leverages quantum entangle-76

ment across the physical, network, and application layers. This pro-77

tocol ensures robust end-to-end security in quantum networks, outper-78

forming existing protocols limited to single-layer security.79

3. To evaluate the SO-ERASim simulator’s performance in a multi-host80

quantum network by measuring latency, throughput, and error rate.81

Our results demonstrate superior scalability and reliability compared82

to state-of-the-art simulators, validating the simulator’s effectiveness83

for large-scale quantum network simulations.84

This article will describe the SO-ERASim simulator, including its archi-85

tecture, implementation, and operation principles.86

The rest of the paper is structured as follows. Section 2 describes related87

work, framework is described in Section 3. In Section 4, we have presented the88

design of our proposed framework. Section 5 describes the implementation of89

the proposed method. Section 6 introduces the computational backend tech-90

nology. Section 7 and 8, describes methodological approach and performance91

evaluation. Section 9 concludes with summary of results.92

2. Related Work93

Conducting a comprehensive literature study, we found many significant94

issues in quantum network modeling. These include scalability, accurate95

simulation of entanglement, efficient error correction, and integration with96
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Table 1: Technical comparison of SO-ERASim with other related works based on protocols,
network Layers, and communication Channels

Sr.
No.

Simulator/
Framework

Protocols Methods Quantum Classical Communication
Layers

1 Qinternet [1] Point-to-point QSDC (Quantum
Secure Direct
Communication)

✗ ✓ Network

2 QuISP [20] Entanglement
Generation,
Swapping,
Purification

Event-Driven
Simulation with
OMNeT++

✗ ✓ Network

3 QuNetSim
[25]

QKD,
Teleportation

Routing with
Entanglement

✗ ✓ Network

4 NetSquid [26] Control Plane
Protocols

Singular-Event
Modeling,
Layer-by-Layer
Modeling

✓ ✓ Physical

5 IBM
Quantum [29]

Quantum
Superdense
Coding

Quantum
Superdense

✓ ✓ Network

6 SeQUeNCe
[30]

Entanglement
Management

Singular-Event
Modeling

✓ ✓ Application

7 QKDSim [31] B92, QKD Development of a
Simulation
Toolkit

✓ ✓ Network

8 SimulaQron
[40]

Quantum
Teleportation,
Entanglement
Creation
(EPR)

BB84 State
Preparation and
Transmission

✓ ✓ Link and Physical
Layer

9 SO-ERASim

(Proposed)
Hybrid and
SO-ERA

Quantum and
Classical
Programming

✓ ✓ Physical to
Application layer

conventional networks. Our platform provides tailored functionalities to ad-97

dress these difficulties efficiently.98

Recent implementations like SeQUeNCe simulate a nine-router photonic99

quantum network. Table 1, compares SO-ERASim to other quantum net-100

working simulation tools to see how it stacks up against the competition and101

what makes it distinct. This simulator includes hardware, entanglement, net-102

work, application, and resource components. These modules simulate numer-103

ous quantum network components, aiding quantum communication protocol104

research [11]. To execute quantum circuits, the author suggested a Qiskit105

[29], simulator and demonstrated attack that use it in conjunction with the106

superdense Quantum protocol. Moreover, It provides additional insights by107

showing the Quantum Recursive Network Architecture (QRNA) [13], which108

employs Rule Set-based connections through a two-pass setup. Building109
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on the work of enabling global communication, QKD has progressed from110

laboratory proofs to a secure, large-scale space-to-ground network [13, 14].111

This is further supported by NetSquid [26], a discrete-event simulator for112

quantum networks and modular quantum computing system, from physi-113

cal to application layers. The possibilities of NetSquid are demonstrated114

by repeater chains, quantum switch control planes, and networks consisting115

of one thousand nodes [15]. In contrast to NetSquid, SO-ERASim optimizes116

protocols like entanglement, teleportation, avoiding detailed analysis of phys-117

ical layer noise, latency and hardware specific restrictions. SO-ERASim is118

protocol-efficient, while NetSquid is hardware-accurate. It illustrates pro-119

tocol correctness through validated quantum operations, scalability through120

abstracted noise models, and hardware independence by rejecting platform-121

specific characteristics.122

SO-ERASim integrates performance, quality, and hardware uncertainty123

with a modular architecture, enhanced noise designs, tensor network tech-124

niques, high-performance computing integration, and strict benchmarking.125

These criteria guarantee effective, realistic simulations across many devices,126

addressing trade-offs to uphold high authenticity.127

A similar perspective is shared by QuNetSim [25], a framework that128

accurately models quantum networks at the network layer through a user-129

friendly interface. Users can easily develop and create link layer protocols130

to explore and test quantum networking protocols in different situations.131

QuNetSim offers the ability to easily customize current quantum network132

protocols for specialized research and testing purposes [16]. Simulation find-133

ings show that distribution rates are preserved while entanglement fidelity is134

improved by increasing router multiplexing depth [17]. SO-ERASim protocol135

design eliminates the flaws of QuNetSim and SeQUeNCe through the use of136

robust noise models, adaptive purification protocols, fidelity-conscious rout-137

ing, and optimized simulation methodologies. These characteristics improve138

entanglement fidelity and decrease error rates in extensive quantum network139

simulations, guaranteeing more realistic and resilient performance.140

An extension of this idea can be found in [18], the SQDSQC uses single141

photons in polarization and spatial-mode degrees of freedom for eavesdrop-142

ping checks and message encoding using two unitary operations. A compre-143

hensive security assessment [19] has verified that it is highly resistant to a144

range of well-known attacks, such as impersonation, interception and resend,145

and impersonated fraudulent assaults. In [20], Quantum key communication146

protocol is created using N-bit keys, optical multiplexers, demultiplexers,147
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and quantum repeaters using entanglement switching. This is further sup-148

ported by the research of QuISP [20], simulation which validates enormous149

quantum network against smaller network analytic results under feasible,150

noisy, and heterogeneous environments. It simulates and develops compli-151

cated quantum internet protocols on a laptop with thousands of qubits and152

hundreds of nodes [21]. However, it offers a different viewpoint, suggesting153

using the Bell test to identify entanglement and create an exchange of data154

between sender and receiver for robust quantum communication. This en-155

sures simplicity, simple integration into current frameworks, and resilience156

to defective equipment [22]. Zhang et al. [23], discussed that implementing157

quantum technology in existing infrastructure improves efficiency and safety158

for future communication systems. It covers basic concepts, design goals,159

protocols, prospective applications, and problems.160

The author in [24] analysed a new quantum authentication system that161

uses individual photons based on quantum private direct interaction to au-162

thenticate the user’s identity without revealing the pre-shared encryption163

key. Quantum technology and communication, including polarization and164

quantum connectivity, and their roles. It also encompasses quantum com-165

munication systems, optical fiber cable teleportation, quantum encryption,166

satellite communication, and quantum memory [25]. In [26], the author ex-167

amines how multipath routing strategies optimize quantum communication168

networks. These protocols carry quantum signals across numerous routes169

to minimize delays and increase throughput, improving performance and in-170

trusion security. Chen et al. [27], analysed a DI-QSDC protocol, which171

uses very efficient single-photon sources to secure communication by observ-172

ing Bell-inequality violations. Two sequential integer programming issues173

are used to suggest efficient routing algorithms [28], and analyze their time174

complexity and performance constraints.175

SO-ERASim inherently incorporates key quantum network traits includ-176

ing key rate through QKD protocol, distance by multi-hop routing, and ef-177

ficiency by qubit transmission, while emphasizing scalability through noise178

abstraction. It includes a wide variety of benchmarking criteria including179

fidelity, scalability, hardware flexibility, resource efficiency, software flexibil-180

ity, reproducibility, and circuit depth capabilities, in addition to latency,181

throughput, and error rate. The network methodologies, realistic noise mod-182

els, high-speed computing integration, and modular architecture provide pre-183

cise, scalable, and flexible simulations.184

SO-ERASim ensures fidelity to real-world limitations by employing ac-185
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curate noise models, Monte Carlo event simulation, dynamic protocol opti-186

mization, hardware-agnostic design, and security validation methods. These187

capabilities provide precise simulation of quantum memory limits, repeater188

functionalities, and the maintenance of long-distance entanglement, while189

guaranteeing that security assumptions conform to physical limitations for190

protocols such as QKD.191

3. SO-ERASim Framework192

The primary goal of our proposed SO-ERASim is to simulate quantum193

communication networks. We strive to provide a platform that enables the194

testing and validating of robust protocols designed explicitly for quantum195

communication networks. Users can create network configurations using196

SO-ERASim that utilize both conventional and quantum communication be-197

tween nodes. It optimizes concurrency by distinguishing between classical198

and quantum channels, utilizing event-driven scheduling and global clocks199

for syncing. It combines low-latency classical input with quantum opera-200

tions, facilitates real-time protocols such as QKD, teleportation. It utilizes201

parallel processing with correction of errors to guarantee scalable, secure202

administration of quantum states. The user can define the behaviour of203

each node. It improves the complex process of overseeing multiple processes204

by providing techniques for connecting nodes within a large network [32].205

During transmission across quantum channels, coherence preservation at the206

physical layer maintains qubit superposition, entanglement, quantum error207

correction, privacy amplification, and fidelity.208

In addition, SO-ERASim includes a wide variety of security-oriented pro-209

tocols, including teleportation [18], entanglement [33], superdense coding210

[34], hybrid protocols etc. By using fundamental protocols as the base parts,211

these quantum communication protocols are specifically designed to func-212

tion on arbitrary quantum networks. It provides a mechanism that is effec-213

tive and efficient for constructing complex networks, enabling users to build214

and evaluate security. To organize their operations, SO-ERASim simulators215

frequently take the Open Systems Interconnection (OSI) paradigm as their216

source of inspiration. It manages interlayer dependencies via implied pa-217

rameters transmission like Qubit objects inheriting host configurations and218

synchronous protocol chaining, such as QKD directly facilitating message219

encryption. However, in addition to this, they also contain unique quantum220

protocols and procedures [29]. The management of classical and quantum221
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data is a common challenge for simulators. Accurate OSI model stacking can-222

not be employed in subsequent quantum network implementation [35], and223

additional levels can be developed. Simulators often use a mixture of tradi-224

tional communication methods to provide safe connections between the hosts.225

The fundamental principle of layering, which is present in classical commu-226

nication networks, is expected to be applied in quantum networks. These227

levels will be application, transport, network and physical layers. Quantum228

information, known as qubits, will be encrypted and then converted into data229

packets. These data packets will be transmitted over a network to ensure that230

they reach their intended destination. Enables hybrid architectural solutions231

to quantum network OSI layering constraints. It allows real-time fidelity232

tracking across layers by directly linking physical-layer qubit operation to233

network-layer routing decisions. Protocol authenticity overcomes architec-234

tural purity for entanglement dependent procedures where layer separation235

fails. The confidentiality of the information will be maintained through this236

procedure.237

We illustrate the architectural framework of SO-ERASim in Figure 1.238

which include four network layers, specifically designated as L, M, N and O239

with different tasks. To ensure the reliable and secure transmission of qubits.240

In this particular scenario, a ”virtual connection” refers to the link between241

host A and host B, even though the data transmitted from host A is re-242

layed through multiple intermediate nodes in the network with security. The243

Figure 1. illustrates the connection between nodes through classical channel244

depicted by dotted lines and a quantum channel depicted by thick lines. Both245

forms of communication are processed using a system that involves layering,246

which enables the network to direct both types of information based on the247

content of the packets. Users can utilize the same logic to send both classi-248

cal and quantum data, with the lower layers responsible for managing any249

discrepancies. SO-ERASim emphasises the physical layer in its implementa-250

tion, as this layer is responsible for the production, coding, and transmission251

of qubits across quantum channels, such as optical fibres or free-space op-252

tics. The physical layer automatically ensures security by leveraging the253

basic characteristics of quantum physics [3]. Key security features include254

identifying eavesdropping, preventing cloning, and utilising entanglement for255

secure communications [37].256

Hence, the physical layer that exists in our concept is of utmost im-257

portance in guaranteeing the security and secrecy of the transmitted data.258

The network layer can efficiently route and transmit quantum information259
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Figure 1: Utilization Flow of OSI Layers in Quantum Communication

throughout the network [43]. The simulation of the transport link in SO-260

ERASim is straightforward, requiring a dependable connection between two261

nodes. However, the larger simulation of the network is encompassed by262

SO-ERASim. While it is reasonably easy to simulate the behaviour of the263

network layer in SO-ERASim, the modelling of the physical layer is included264

within the scope of SO-ERASim.265

When it comes to achieve secure communication between hosts, SO-266

ERASim simulator evaluates the impact of noise and decoherence utilizing267

comprehensive physical-layer models and fidelity metrics, while mitigating268

these affects through quantum error correction, entanglement purification,269

noise-aware routing, and dynamical decoupling. This guarantees consistent270

routing accuracy and protocol integrity across various multi-host topologies,271

balancing simulation with computational performance.272

4. DESIGN OF SO-ERASim273

SO-ERASim aims to facilitate the creation of simulations that provide274

sufficient accuracy to enable the development, testing, and debugging of ap-275

plications for quantum communication networks [39], while ensuring security276

for a proof of concept phase. To facilitate application development by a wide277

range of users, we maintain a high degree of security and efficiency. SO-278

ERASim enables users to combine many security-oriented protocols, which279
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Figure 2: SO-ERASim: Enabling Realistic Simulations for Quantum Communication Net-
work

may be readily customized and simulated to operate in parallel or sequential280

setups.281

The overall network architecture of the SO-ERASim simulator is depicted282

in Figure 2. for a quantum communication system, enabling safe data transfer283

inside a multi-host topology comprising hosts L, O, M, and N. The physical284

layer divided into an encoding layer at Host L and a decoding layer at Host285

O, is responsible for processing raw data into quantum states. Decoding oc-286

curs thereafter, with the physical layer encoding block managing encoding287

according to the channel and minimizing noise. The security layer at Host288

O defines processes as QKD, whereas the implement security layer achieves289

these protocols, protecting data integrity and confidentiality by integrating290

security measures into the quantum states. The End-to-End Layer, involving291

Host M (sender) and Host N (receiver), regulates the whole communication292

route, hiding inherent complications. Data transmits from encoding at Host293

L through the physical layer encoding to decoding and security implemen-294

tation at Host O, resulting in end-to-end delivery, with feedback loops for295

dynamic modifications based on performance measurements. This architec-296

ture reduces quantum noise and decoherence by integrated error correction,297

facilitates distributed routing throughout the topology, and guarantees strong298
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security, making it appropriate for specialized quantum network applications.299

Each host participating in the transmission process plays a vital role in300

guaranteeing the secure transfer of qubits. The layers represent several stages301

of communication, starting from the initial configuration, encoding, and end-302

ing with the final reception and decoding, while also incorporating security303

mechanisms to protect the data. This systematic approach guarantees the304

accurate transfer of encoded data within the qubits, together with strong se-305

curity mechanisms, thus providing both precision and confidentiality across306

the network. It ensures a consistency in qubit state transitions using a cen-307

tralized state management system employing time stamped activities, thus308

ensuring causal ordering between intermediary hosts. It coordinates quan-309

tum computations with classical control signals, so preventing conflicts and310

maintaining the integrity of the qubit chain throughout multi-host interac-311

tions, noise-aware simulation, state monitoring with fidelity metrics, QEC,312

high-precision synchronization, and SWAP-optimized routing.313

To maintain entanglement fidelity among distant nodes in multi-hop en-314

tanglement transfer, a number of particular steps must be taken in order315

to detect, log, and correct quantum state problems during transmission. In316

multi-hop entanglement transfer, mid-route quantum state problems are de-317

tected by means of syndrome measurements with stabilizer codes while prob-318

lems are simultaneously recorded using a distributed event system. Correc-319

tion makes use of entanglement purification and quantum error correction320

codes (such as surface codes), employing real-time feedback to start correc-321

tive actions that maintain fidelity.322

In network, qubits are transferred between hosts through the use of hy-323

brid protocols and entanglement techniques that prioritize security. The324

hybrid protocol integrates both quantum and conventional interaction be-325

tween hosts. The system utilizes QKD to generate a secure key and subse-326

quently applies symmetric encryption to it for secure classical communica-327

tion. This strategy enhances the security, utility, and efficiency of information328

transfer. Incorporating a security-oriented entanglement approach enhances329

the security of data transmission in quantum networks by leveraging entan-330

gled qubits. This technology utilizes the distinct characteristics of quantum331

physics to establish a quantum network that enables secure and efficient com-332

munication between network nodes using a security-oriented entanglement-333

based routing algorithm. An illustration of this process may be found in334

Section 4. SO-ERASim contrasts between quantum and conventional mem-335

ory by allocating distinct data structures, quantum memory remains qubit336
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states with coherence monitoring, while classical memory manages control337

data, measurement outcomes, and routing information. Each functions un-338

der certain access regulations and periodic limitations to ensure a clear dis-339

tinction during transit and decoding.340

Finally, the receiver will read the qubit’s header to figure out what to341

do with the qubit when it has completed traversing over the network and342

reached the receiver host. It follows that the qubit is stored either in con-343

ventional memory or one of the two quantum memories developed for use in344

quantum computing. With the help of these two quantum memories, users345

may differentiate between qubits provided directly by the sender and qubits346

created via security-oriented entanglement techniques. SO-ERASim models347

key management attacks, including key theft during quantum key distribu-348

tion (QKD), decoding risks by eavesdropping with error rate analysis, and349

encoding uncertainties like illegal state manipulation and noise injection. To350

assess vulnerabilities, it uses event-driven simulations that include dynamic351

key refresh and entanglement purification, enabling flexible countermeasures352

across multi-host topologies. In order to support dynamic topologies char-353

acterized by intermittent connection failures and node reassignments. The354

architecture will employ real time topology discovery and adaptive routing355

to revise pathways. It would facilitate multi path entanglement distribu-356

tion and decentralized node coordination for rerouting and function transfer357

incorporating real time error correction to address instability.358

To summarise, the SO-ERASim employs distinct layers that resemble the359

OSI framework. It includes hybrid protocols and security-oriented entangle-360

ment techniques that prioritize security and numerous tasks simultaneously361

without disrupting the primary application, enabling more effective opera-362

tions. A Strategic use of QKD [36], to create a secure key and then applies363

symmetric encryption to ensure safe classical communication [38]. This tech-364

nique improves the security, functionality, and effectiveness of qubit trans-365

mission. By utilizing this technique, the security, usefulness, and efficiency of366

the information transmission process are improved. This technique handles367

the transmission of data, the receiving of acknowledgements, and the waiting368

for information from other hosts with security, efficiency and reliability.369

5. Implementation of SO-ERASim370

This section outlines the key characteristics of SO-ERASim for imple-371

menting hybrid and security oriented entanglement routing protocols. Qubit372
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is an essential data structure in SO-ERASim that linked to a particular host373

and give a unique identifier upon creation. Qubit is created by implementing374

the Qubit class using host. Once a host has created a qubit, it can undergo375

logical operations to store it or be transferred to another host. We use in-376

ternal verification to identity qubit conflicts and duplication while running377

on various hosts. Globally unique identity formation using host specific IDs,378

timestamps, random seeds, synchronization protocols via message-passing379

interfaces (MPI), distributed hash-based conflict detection, and periodic val-380

idation during critical operations like entanglement distribution assure net-381

work uniqueness.382

Several ways are available for transmitting a qubit, such as direct trans-383

mission, entanglement, teleportation, superdense coding, hybrid methods,384

and Security-Oriented Entanglement Routing based approach.385

The processes employ Qubit techniques:386

1. The send qubit method facilitates the direct transmission of a qubit387

to another host and indicates that a qubit is being sent by printing a388

message.389

2. The qubit to teleport method is used to initialize a qubit to teleport390

it to another host.391

Certain protocols allow hosts in SO-ERASim to create entangled qubits392

with one another. This is achieved through the use of the following host393

methods:394

1. entanglement protocol395

2. Quantum teleportation protocol396

3. superdense protocol method397

4. Quantum key distribution398

5. secure entanglement setup399

After initializing and connecting hosts, they are started sequentially. A400

host starts by initializing its state and prepares to transmit and receive401

qubits. Protocol for transmitting and receiving the qubits between hosts402

are simulated. The host class’s sender protocol method sends n qubits403

to a recipient host, while the reception protocol method waits for and404

measures them.405

To manage consistency in memory state it employs a global timestamp406

system to sequence both classical communications, such as routing metadata,407
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and quantum messages, such as qubit state updates, so maintaining correct408

ordering despite asynchronous arrivals. Furthermore, it dynamically imple-409

ments error correction and entanglement purification to alleviate decoher-410

ence. Entanglement swapping mechanism is used to guarantee entanglement411

maintenance during host transfer and logical procedure. This protocol elim-412

inates the necessity for unitary transformations to characterize Bell states,413

hence diminishing complexity and resource requirements It depends on logi-414

cal entanglement distribution to preserve fidelity among nodes.415

Programmable hosts can retrieve and await incoming classical or quantum416

messages. Classical and quantum messages are stored in separate memory417

structures at the host. Hosts can retrieve information stored in their memo-418

ries for activities. Here are the methods:419

1. get data qubit420

2. receive qubit421

3. measure422

4. send measurement results423

5. measure rectilinear424

6. measure diagonal425

7. communicate basis426

8. encrypt message427

9. decrypt message428

The Host class contains a wait parameter that defines a timeout duration429

for waiting to get a qubit from the next host. The current timeout limit430

is set to 10 seconds, which determines the duration that the host will be431

waiting for a qubit before determining that it has not been received. If432

the specified timeout period is exceeded, the procedure will return. None,433

indicating that the qubit failed to appear within the designated time frame.434

Various techniques can be employed to establish and terminate connections435

to create a network of hosts. In SO-ERASim, connections are one-way and436

can be exclusively classical, quantum, or a hybrid. The host approaches are437

outlined below:438

1. add connection439

2. add connections440

3. add node441

4. get node442
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The start() method is utilized to initialize a Host. After initiating the443

Host, it can execute customized protocols using the run protocol method.444

The run protocol method, within the context of the Host class and network445

functions, is specifically designed to execute distinct communication proto-446

cols between hosts. This method is commonly used to start and control the447

intricate series of activities required for protocols such as entanglement distri-448

bution, quantum teleportation, or superdense coding. The protocol function,449

target receiver host are supplied as arguments. The approach guarantees the450

accurate execution of the protocol stages, effectively coordinating the actions451

between the sending and receiving hosts. SOERAsimSO-ERASim is scalable452

to moderate-to-large node counts, accommodating approx 100 nodes in a453

multi-host environment, facilitated by its modular design and parallel event454

processing capabilities. Performance measures, including entanglement suc-455

cess rate, memory utilization, latency, key rate and simulation throughput,456

inform dynamic resource allocation. It facilitate the equilibrium of fidelity,457

timeliness, and computing efficiency as network sizes expand.458

Within the framework of the Sender Protocol, such as in a quantum459

teleportation protocol, the run protocol function can trigger the series of460

actions where the sender read qubits, entangles them, carries out measure-461

ments, and transmits the results to the receiver. The framework of the462

Receiver Protocol encompasses the reception of the measurement outcomes,463

execution of conditional operations, and finalization of the quantum state464

teleportation process. Constructing the network architecture is a crucial as-465

pect of every simulation. SO-ERASim employs a network singleton object466

to encapsulate the traditional and quantum networks. After the network467

topology has been built between the hosts, the hosts are incorporated into468

the network using the network methods add host. The network constructs a469

graph by utilizing the connections of the hosts, which is then employed for hy-470

brid and security-oriented entanglement routing algorithms. Every quantum471

communication protocol incorporates a blend of quantum activities, such as472

entanglement and teleportation, along with classical message exchange, such473

as transmitting measurement outcomes and conveying encryption keys. It474

incorporates integration and unit testing to validate protocol fidelity over475

diverse noise profiles, especially depolarizing, and topology configuration in-476

cluding stress tests and Monte Carlo methods. The timing performance is477

assessed through real-time examination of latency and throughput, while re-478

gression testing and comparisons with analytical models ensure consistency479

and accuracy.480
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6. Backend Technologies in Quantum Computing481

The SO-ERASim utilizes a hybrid and security-oriented entanglement482

routing method that prioritises security to simulate qubits in a quantum483

communication network. The prior research has utilized many backend484

qubit simulators each with distinct efficiency. The mentioned projects in-485

clude ProjectQ, EQSN , and CQC.486

Overview of Qubit Backend Simulators: ProjectQ is renowned for its ex-487

ceptional runtime speed. However, prolonged protocol execution leads to488

decreased efficiency owing to the accumulation of numerous qubit entangle-489

ments, resulting in reduced resilience. In the field of quantum communica-490

tion, the simulator EQSN (Efficient Quantum Secure Network) is a tool used491

to properly examine the efficiency of quantum communication systems. This492

includes measures such as key generation rate, error rates, and the effect of493

interference and losses in quantum channels. It can be applied to maximize494

the allocation of entanglement and the positioning of quantum repeaters in a495

quantum network. One specialized feature is the ability to assess how secure496

quantum communication protocols are against different types of attack and497

eavesdropping. Putting emphasis on network situations incorporating quan-498

tum connection and state teleportation, it offers a framework for creating499

and evaluating quantum communication protocols.500

To improve communication system performance and security, conven-501

tional and quantum channels for communication are integrated into a process502

known as classical-quantum communication (CQC). Hybrid system model-503

ing and analysis can be done with CQC simulators, which emphasize the op-504

timizations and interactions of the systems. SO-ERASim determines whether505

CQC simulates more accurately than a fully quantum backend based on spe-506

cific criteria. Due to classical optimization, system size, noise levels, and pro-507

tocol complexity, hybrid models outperform other models in mixed classical-508

quantum tasks. Accuracy is measured by comparing execution time, error509

rate, and fidelity to pure quantum back-ends. Following benchmark testing510

across topologies and noise profiles, hybrid models with comparable fidelity511

and lower resource requirements are selected. They are crucial for research-512

ing error correction, creating and testing protocols such as QKD, and as-513

sessing the impact of noise in real-world quantum networks. QuNetSim and514

NetSquid belong to the CQC type offers a framework for modeling quantum515

networks that contain both quantum and classical components.516

QuTiP is a free and open-source python package for quantum system sim-517
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ulation. It is extensively used in quantum mechanics, optics, and information518

research. QuTiP interfaces with other Python functions and can simulate519

and interact with quantum systems, solve Hamiltonian dynamics, and solve520

Lindblad master equations. Its versatility and advanced functionality make it521

excellent for educational, quantum computing, and communication research.522

An abstraction layer standardizes noise parameters such as decoherence rates,523

gate error, noise models, QPU calibration, volumetric benchmarking, non-524

Markovian noise handling, and error mitigation probability to address back-525

end technology noise modeling differences. Backend-specific noise models526

are translated into a common format for consistent benchmarking, adequate527

protocol comparison, and deviation reporting for analysis.528

SO-ERASim dynamically selects backend simulators by integrating pro-529

tocol requirements such as fidelity, execution time, and qubit count with530

capabilities like statevector, stabilizer through cost-function analysis to en-531

hance performance across various topologies and noise profiles. It eliminates532

backend constraints by employing approximation methods for substantial533

entanglement depth, utilizing error models to replicate fidelity degradation,534

and delegating precision sensitive tasks to more accurate simulators. It in-535

corporates validation layers to identify and rectify deviations, guaranteeing536

uniform protocol performance across various backend functionalities. SO-537

ERASim’s backend simulator design and parameters must be modified to538

accommodate thousands of qubits. To manage complex entanglement in var-539

ious applications, state vector-based backends would be replaced with more540

scalable matrix product state, tensor networks, and hybrid classical-quantum541

systems. This scale requires advanced error mitigation methods such as zero542

noise extrapolation and variational noise modeling.543

7. Methodological Approach544

7.1. Quantum Communication Protocol545

In this section, six distinct approaches have been examined. Four tech-546

niques have been determined, while two have been newly established through547

a comprehensive analysis of existing literature.548

The established approaches include qubit exchange, entanglement, tele-549

portation, and superdense coding. The newly developed methods combine550

hybrid protocols and a security oriented entanglement routing algorithm.551

Based on analysis of many research articles, the procedure for transferring552
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Figure 3: Transferring Data Qubits in a Multihost Network

qubits in quantum communication operates in the following manner. Initial-553

izes a qubit that is connected to a host and can be expressed as vectors in a554

two-dimensional Hilbert space as Equation 1.555

q = α|0⟩+ β|1⟩ (1)

where q (qubit), α and β are complex values as:556

|α|2 + |β|2 = 1 (2)

The qubit is placed in a superposition by applying the Hadamard gate H557

where H is given by Equation 3.558

H|0⟩ = 1√
2
(|0⟩+ |1⟩) (3)

H(α|0⟩+ β|1⟩) = 1√
2
(α(|0⟩+ |1⟩) + 1√

2
β(|0⟩ − |1⟩)) (4)

The transmitter host makes 6 qubits, performs the Hadamard gate to559

them, and transfers them to the receiver. The Hadamard procedure leaves560

each qubit in:561
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Figure 4: Quantum Entanglement Process for Secure Quantum Communication

qi =
1√
2
(|0⟩+ |1⟩) (5)

When qubits arrive, the receiver measures them and records the outcomes.562

The measurement transforms the qubit’s state to |0⟩ or |1⟩.563

An initialized network consists of hosts X, Y, Z, L,M with their connec-564

tions forming a graph shown in Figure 3: G = (V,E) where, V = (Vertices),565

E = (Edges). Host X Begin the process of setting up and preparing six566

qubits and apply the Hadamard gate to each qubit. Transmit each qubit to567

Host M . Perform a measurement on each qubit that is received and record568

the measurement outcomes as either 0 or 1.569

Essentially, it emulates a quantum communication system in which qubits570

are generated, placed in superposition, transmitted between nodes, and mea-571

sured, replicating the fundamental procedures of quantum protocols for com-572

munication. After the initial qubits are transmitted between parties or nodes,573

Quantum communication requires the establishment of an efficient method574

of communication. To do this, the idea of quantum entanglement is used as575

shown in Figure 4, in which two qubits become connected state Even if they576

are physically apart. At the outset, X and Y , both qubits are initialised as577

state |0⟩. By utilizing the Hadamard gate (H) on their individual qubits,578

they transform the state of each qubit from |0⟩ to a superposition state:579
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H|0⟩ = 1√
2
(|0⟩+ |1⟩) (6)

The resultant state of both qubits after transition is as:580

|ψ⟩xy =
(

1√
2
(|0⟩+ |1⟩)

)
⊗
(

1√
2
(|0⟩+ |1⟩)

)
(7)

The resultant of the given qubit after hadmard operation by Equation 7581

of four quantum states, each with an equal probability amplitude of 1
2
.582

X transmits qx to Y , granting the ability to modify both qubits. Y583

performs a CNOT operation with qy as the control and qx as the target584

qubit. To activate the CNOT gate, the control qubit has to be in the state585

|1⟩ before it can swap the target qubit’s state.586

CNOTxy =
1

2
(|00⟩+ |01⟩+ |10⟩+ |11⟩) (8)

Upon measurement of qx,qy, the quantum state collapses into a specific587

state with a certain probability. The outcomes are as |00⟩, |01⟩, |10⟩, and588

|11⟩. Entanglement links these outcomes. If qx measurement results in |0⟩,589

qy measurement will also result in either |0⟩ or |1⟩, and conversely.590

Entanglement is a key principle of quantum teleportation. It enhances591

entanglement configuration through the use of precomputed entangled states,592

consistent channel fidelities, and optimized synchronization, facilitating ac-593

celerated and scalable simulations. Although these shortcuts enhance per-594

formance, they limit physical layer fidelity, so slightly limiting accuracy in595

hardware-level modeling. Set up an entanglement is required for the initial596

configuration of teleportation as shown in Figure 5. Getting the qubit qz597

ready to teleport to Y , implement Hadamard’s Gate on qz.598

H(|ϕ⟩z) =
1√
2
(|0⟩z + |1⟩z) (9)

|ϕ⟩z = H(|ϕ⟩z)⊗ |00⟩XY =
1√
2
(|0⟩z + |1⟩z)⊗ |00⟩XY (10)

Use CNOT gates599

|ϕ⟩z = CNOT(qz, qx) · |ϕ⟩z =
1√
2
(|00⟩XZ + |11⟩XZ)⊗ |0⟩Y (11)
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Figure 5: Quantum Teleportation Process for Secure Quantum Communication

|ϕ⟩z = CNOT(qz, qy) · |ϕ⟩z (12)

=
1√
2
(|00⟩XZ ⊗ |0⟩Y + |11⟩XZ ⊗ |1⟩Y ) (13)

X classically communicates the measurement findings to Y as outcome600

x and outcome y after measuring the entangled qubits qx and qy. Y applies601

the Pauli-X gate on qz if outcome x = 1. If outcome y = 1, Y gives qz the602

Pauli-Z gate. qz is in the condition of |ϕ⟩z as X originally prepared after603

Y makes the adjustments determined by x’s measurement results. qz has604

therefore been transferred from X to Y .605

It allows quantum state propagation without qubit relocation. The speed606

of teleportation is constrained by conventional transmission, which in turn607

leads to delays when covering long distances. Due to its complexity and608

resource needs, challenges arise while scaling the process. The inefficiency of609

quantum teleportation stems from the fact that to transmit only one qubit,610

two classical bits are transmitted.611

Superdense coding protocol is incorporated here because it can greatly612

enhance the effectiveness of transmitting data by utilizing entangled qubits,613

resulting in an overall improved efficiency in quantum protocols for commu-614

nication. It is a quantum communication technique that enables the com-615

munication of two classical bits of information with a single qubit. Long-616

distance quantum networks can regulate decoherence time during teleporta-617
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tion and superdense coding by implicitly adding time-dependent state evo-618

lution into quantum operation sequences. Sequential operations indirectly619

address teleportation decoherence time limitations. Time parameter to re-620

flect state degradation across long distances could improve fidelity within621

practical limits. A decay function can regulate superdense coding decoher-622

ence by tracking state fidelity loss over distance. SO-ERASim facilitates time623

synchronization between classical and quantum message channels. Super-624

dense coding across multiple hops topologies through sequential operation,625

with quantum state transfers and classical decoding implicitly coordinated.626

The entanglement-based routing solution proposes multi-hop participation.627

Getting Started with an entangled set of the qubits qx and qy created by host628

X and Y .629

|qx, qy⟩ = |00⟩ (14)

X applies hadamard gate on qx.630

H(|0⟩) = 1√
2
(|00⟩ + |11⟩) (15)

|qx, qy⟩ =
1√
2
(|0⟩+ |1⟩) |0⟩ = 1√

2
(|00⟩+ |10⟩) (16)

A CNOT gate is applied on qx as the control qubit and qy as the target qubit.631

CNOT (
1√
2
(|00⟩+ |10⟩) = 1√

2
(|00⟩+ |10⟩) (17)

|Φ+⟩ = 1√
2
(|00⟩+ |10⟩) (18)

The next step is encoding the message, which requires X to apply a632

certain set of quantum gates to the first qubit in a way that allows a 2-bit633

message to be encoded. No gate is applied to the message “0,” so the state634

remains unchanged.635

|Φ+⟩ = 1√
2
(|00⟩+ |10⟩) (19)

Pauli X gate is applied on message “01”, which flips the state of the qubit636

as X—0〉=—1〉,X—1〉=—0〉.637

X|Φ+⟩ = X

(
1

2
(|00⟩+ |11⟩)

)
=

1√
2
(|10⟩+ |01⟩) (20)
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A Pauli Z gate is applied on message “10” adding a phase flip as638

Z|0⟩ = |0⟩ and Z|1⟩ = −|1⟩ (21)

Z|Φ+⟩ = ZX

(
1√
2
(|00⟩+ |11⟩)

)
=

1√
2
(|10⟩ − |01⟩) (22)

A Pauli Z and X gate are applied on message “11”639

ZX|Φ+⟩ = 1√
2
(|10⟩ − |01⟩) (23)

Now, host (X) will transmit qubit qx to Y . Y decrypts the message by640

performing a quantum operation on the qubit he received as qx and his own641

qubit qy.642

With qx as acting and qy as target qubit, Y performs the CNOT gate643

operation.644

CNOT(|Φ+⟩) = CNOT

(
1√
2
(|10⟩ − |01⟩)

)
(24)

=
1√
2
(|11⟩ − |01⟩) (25)

Now Y will apply a hadamard gate on qx.645

H|0⟩ = 1√
2
(|0⟩+ |1⟩), H|1⟩ = 1√

2
(|0⟩ − |1⟩) (26)

The condition of Message “11” becomes646

H

(
1√
2
(|1⟩ − |0⟩)

)
=

1√
2
((|0⟩ − |1⟩) + (|1⟩ − |0⟩)) (27)

Y measures both qubit qx and qy to extract the 2-bit classical message. The647

measured classical bits correspond to the encoded message from X. This pro-648

tocol uses quantum entanglement to facilitate efficient communication. De-649

spite its theoretical benefits, superdense coding has some significant practical650

constraints. Decoherence and noise make it difficult for the transmitter and651

receiver to maintain a mutually entangled state over long distances. However,652

it is not feasible to expand the protocol to cover huge networks and connect653
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them to pre-existing communication networks. Its utilization is hindered by654

security issues such as side-channel assaults. SO-ERASim analyzes entangle-655

ment reliability in dynamic node switching or teleportation chaining using656

density matrix overlap and stabilizer based syndrome metrics. It employs657

dynamic entanglement purification when fidelity falls below a threshold to658

maintain integrity and records results in a shared database, but frames in659

the code suggest a simulated implementation.660

As the methods given have some limitations, new methods have been661

introduced as hybrid protocols. By integrating the best features of both662

quantum and classical approaches, hybrid protocols improve scalability and663

security while making large-scale secure communication more efficient and664

feasible. It is advantageous for practical quantum communication due to its665

reduced reliance on entanglement, increased error resilience, scalability, flex-666

ibility, and ability to utilize classical communication infrastructure. These667

attributes make hybrid protocols more robust, flexible and practical for real-668

world applications than existing superdense coding protocols. By ensuring669

the successful execution of unit tests, assertion validations, and analytical670

comparison between simulation results and theoretical metrics such as relia-671

bility and failure rate, SO-ERASim preserves protocol fidelity. Furthermore,672

performance analysis and parameter optimization are employed to mitigate673

deviations, ensuring the simulator’s behavior adheres to formal quantum pro-674

tocol specifications.675

7.2. Hybrid Quantum-Classical Protocol676

The hybrid protocol between hostX and host Y begins with entanglement-677

based QKD. At the beginning, X and Y both have a qubit that is in the678

state of |0⟩. A Hadamard gate (H) is used by host X to convert its qubit into679

a superposition state.680

H|0⟩X =
1√
2
(|0⟩X + |1⟩X) (28)

The following step involves a CNOT gate operation, in which X and Y will681

execute to entangle their qubits. Consequently, the outcome is as follows:682

CNOT

(
1√
2
(|0⟩X + |1⟩X)|0⟩Y

)
=

1√
2
(|00⟩XY + |11⟩XY ) (29)

X then randomly chooses a series of classical bits (0or1) to encode into a683

quantum state and prepares 10 qubits accordingly. If the bit is 1, using the684
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Pauli-X gate switches the state to |1⟩.685

X|0⟩ = |1⟩ (30)

Applying a Hadamard gate on a chosen basis of 1 leads to forming a super-686

position.687

H|0⟩ = 1√
2
(|0⟩+ |1⟩) (31)

688

H|0⟩ = 1√
2
(|0⟩ − |1⟩) (32)

Y receives qubits from X, and measures each qubit on the standard or689

diagonal (superposition) chosen by X after receiving them. Contrasted with690

diagonal basis measurements, which distinguish between |0⟩ and |1⟩, recti-691

linear basis measurements distinguish between:692 {
1√
2
(|0⟩+ |1⟩), 1√

2
(|0⟩ − |1⟩)

}
(33)

After that, X and Y communicate information about bases to the public.693

They combine the remaining results into a common key and ignore the ones694

where their bases don’t match. This key is built using the results of the695

corresponding measurements i.e shared key = comparing results X encrypts696

the message using the XOR method after determining the shared key:697

Encrypted msg[i] = Message[i]⊕ key[i%len(key)] (34)

Y then uses the same key to perform the XOR operation once more to decrypt698

the message that was received:699

Decrypted msg[i] = Encr msg[i]⊕ key[i%len(key)] (35)

The protocol detects eavesdropping by using quantum connections and mea-700

surements to protect the distribution of keys. The key is used for symmetric701

encryption to guarantee the message’s secrecy.702

7.3. SO-ERASim703

By ensuring the efficiency, reliability and resistance to eavesdropping of704

quantum communication networks, security-oriented entanglement protocols705

contribute significant success of these networks. The no-cloning theorem706
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and quantum state disturbance are two examples of potential security prop-707

erties that can be identified and maximized with it. To generate secure708

cryptographic keys, this approach utilizes entanglement. The essential se-709

curity benefits of quantum communication are combined with optimization710

techniques, error correction, adaptive routing, and the efficient utilization of711

resources in security based entangled routing algorithms.712

All network hosts are initiated by start methods. Creating and using an713

entanglement between the source and destination hosts is the main process714

for guaranteeing safe communication. To achieve this, entanglement-based715

routing is employed while secure entanglement is being established. When716

X and Y work together, they produce a pair of entangled qubits. X and Y717

generate an entangled pair of qubits by using Hadamard and CNOT gates.718

The resultant of the given qubit after hadmard operation by Equation 28719

and CNOT operation by Equation 29.720

|ψ⟩XY =
1√
2
(|00⟩XY + |11⟩XY ) (36)

Security protocols are implemented to guarantee secure communication721

between X and Y . Typically, this process entails enhancing privacy and rec-722

tifying errors. Entanglement swapping employs intermediate hosts to ensure723

the secure routing of the quantum message. In Entanglement Swapping a724

qubit X becomes interconnected with qubit Y through an intermediary host,725

and qubit Y is also tangled with qubit Z.726

1

2
(|00⟩XY + |11⟩XY )⊗ (|00⟩Y Z + |11⟩Y Z) (37)

final destination:727

1

2
(|00⟩XZ + |11⟩XZ) (38)

The hosts that act as intermediary to the starting point and final destina-728

tion are resolute. Turning on Entanglement Swapping keeps the source and729

destination in an entangled state, and intermediate hosts use measurement730

to swap the entanglement.731

8. Performance Evaluation732

In this section, experiments are conducted to evaluate the performance733

of proposed SO-ERASim Hybrid protocol and SO-ERANET protocols with734
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state-of-art protocols. We first give a detailed description of the experimental735

setup and then show the performance of proposed protocols. The SO-ERASim736

Hybrid protocol and SO-ERANET protocol are implemented on a system737

using an Intel(R) Xeon(R) Gold 6248R CPU operating at a speed of 3.00738

GHz (with 2 processors) and 128GB of RAM. The system operates on a739

64-bit operating system and utilizes Python version 3.12.4.740

Table 2: Metrics of Simulator Protocols: Latency, Throughput, and Error Rate Analysis

Simulator Protocol
Name

Latency
Rate (Sec)

Throughput
(Ops/s)

Error
Rate (%)

ProjectQ [41] Teleportation /
Superdense

0.102 / 0.082 – –

EQSN [42] Teleportation /
Superdense

0.283 / 0.296 – –

CQC [25] Teleportation /
Superdense

0.301 / 0.533 – –

SO-ERASIM Hybrid
(proposed)

0.3305 111.9378 0.2

SO-ERASIM SO-ERANET
(proposed)

0.03180 31.4368 1.0

The simulation results of a quantum network that uses entanglement to741

guarantee the security and reliability of communications between hosts is742

shown in Table 2. The simulations cover multiple hosts using different com-743

munication methods. Table 2. represents the performance characteristics744

for each protocol in multiple simulators, including latency rate (measured745

in operations per second), throughput (also measured in operations per sec-746

ond), and error rate (expressed as a percentage). Each individual host in747

the network can create and exchange entangled qubits, enabling safe com-748

munication with other hosts. SO-ERASim implies Markovian quantum noise749

(such as depolarizing and amplitude damping), constant link failure proba-750

bilities, and uniformly distributed gate failures. These assumptions simplify751

modeling but impact measurements of performance by potentially minimiz-752

ing fidelity, underestimating latency, and suppressing error rates. Resulting753

in too optimistic outcomes relative to real-world settings characterized by754

dynamic noise and hardware variability.755

Figure 6, analyzes quantum simulator performance across protocols in756

hybrid quantum communication networks. Each chart bar represents a spec-757
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ified simulator-protocol combination. The main indicator is the latency rate,758

shown by blue bars. Lower values indicate better performance. The sec-759

ondary y-axis shows throughput (green bars) and error rate (red bars), which760

is important for data transmission efficiency and dependability. This visual-761

ization compare and evaluate simulators such as ProjectQ, EQSN , CQC,762

and SO-ERASim under multiple protocols (Tel/Sup, Hybrid, SO-ERANET).763

This research uses performance measures to make recommendations for quan-764

tum networking applications.765

Figure 6: Performance Metrics of Quantum Simulators and Protocols

SO-ERASim latency enhances linearly with hop count and protocol com-766

plexity, whereas throughput declines with rising qubit storage capacity and767

node count due to communication and memory overhead. Performance sig-768

nificantly declines above 100 nodes, enabling concurrency approximations to769

sustain efficiency.770

This work explores a hybrid quantum communication network that com-771

bines six protocols, four of which follow established techniques and two of772
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which are novel approaches: “Hybrid” and “SO-ERASim.” We focus on mul-773

tihost communication frameworks utilizing OSI layers up to the physical774

layer. Extensive analysis of latency rate, throughput, and error rate met-775

rics underpins our efforts to optimize data transmission efficiency through776

iterative protocol refinement. The simulation outlines secure qubit trans-777

mission, highlighting the inherent security properties of quantum communi-778

cation. The hybrid protocol employs a mix of symmetric keys for classical779

and Qquantum computing, strengthening security measures. In contrast,780

SO-ERASim uses entanglement swapping to facilitate information transfer781

in quantum multihost networks. The unique addressing mechanism during782

qubit transfer ensures seamless communication between hosts.783

9. Conclusion784

This study has successfully developed a strategy for a resilient and adapt-785

able simulator in quantum communication protocols. This simulator offers a786

comprehensive platform for the analysis and evaluation of performance and787

security-oriented hybrid quantum communication protocols. Our applica-788

tion provides comprehensive statistics on error rates, and protocol efficiency789

across many contexts, rendering it essential for both researchers and practi-790

tioners in the field of quantum communication. User-specified scale models,791

variable protocol components, and flexible entanglement generation modules792

allow SO-ERASim to evaluate quantum approaches. The modular architec-793

ture’s flexibility to extend quantum techniques and measurement protocols794

allows modeling of specialized algorithmic features without affecting the key795

infrastructure. The simulator’s scalability and accuracy are validated by the796

execution of these six protocols. This sets the basis for future developments797

and improvements in secure quantum communication systems. It is expected798

to greatly enhance the advancement and implementation of quantum com-799

munication technology, facilitating safer and more efficient data transmission800

in the quantum age. The centralized event queue, the storage requirements801

for monitoring quantum states, and the requirement for integrated commu-802

nication between classical and quantum processes, all limit the scalability803

of SO-ERASim. By employing distributed scheduling, abstracting quantum804

state models, including parallel computing. Enabling asynchronous commu-805

nication, later iterations may improve scalability.806

The layered architecture and modular protocol framework guide the de-807

velopment of future quantum networks and cross-layer stacks by emphasizing808
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the distinction of quantum and classical control, the dynamic management809

of entanglement routing, and the synchronization of operations across layers.810

Its event-driven scheduling and fidelity-aware routing logic offer a framework811

for scalable, real-time control of quantum networks in actual hardware ap-812

plications.813

Future endeavors will concentrate on developing an innovative hybrid814

protocol that integrates key rate, distance, and efficiency to tackle essential815

challenges in quantum communication, including scalability and accuracy.816

Future potential approaches incorporate the integration of teleportation and817

superdense protocols with hardware to contrast simulated and actual qubit818

outcomes. The entanglement-based routing approach can connect with net-819

work quantum devices through the transmission of qubits for hardware-in-820

the-loop testing, thereby proving entanglement fidelity.821

It ensures consistency via adaptive protocol design, uniform qubit inter-822

faces for versatile interoperability, and seed-controlled allocation for deter-823

ministic testing. These characteristics allow experts to further their work824

through clear abstractions and reliable benchmarks. The design emphasizes825

“clone-and-run” functionality with low configuration constraints.826
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