IEEE TRANSACTIONS ON CONSUMER ELECTRONICS, VOL. 71, NO. 2, MAY 202

Post-Quantum Cryptogr

5

aphy-Based Multimedia

4995

Encryption Communication Scheme in |oT

Consumer

K. B. Aneesh Kumar, Member, |EEE, L. S. Mohith, Kurunandan Jain
Prabhakar Krishnan*, Senior Member, |EEE,

Electronics

Natargjan Venkatachalam™, Member, 1EEE,

and Rajkumar Buyya, Fellow, |EEE

Abstract Data, especially image data, is transmitted at an
incredible rate due to the exponential growth in the number
of connected devices brought about by the fast development
of consumer electronics. Data transmission security remains
fundamental in effective communication systems, especially with
the emergence of the quantum era. Quantum advancements
challenge traditional asymmetric cryptography, necessitating
the requirement for new encryption schemes. The multimedia
encryption schemes pose further challenges due to its large
size, structural complexity, real-time requirements, and unique
attack vectors speci ¢ to multimedia data. The current classical
image encryption algorithms do not fully address the challenges
posed by Quantum technology for securing the multimedia
transmission. This paper proposes a hybrid framework combin-
ing Quantum Key Distribution (QKD), chaos-based encryption,
and Post-Quantum Cryptography (PQC) to secure multimedia
data, particularly images, in 10T consumer electronic networks.
Integrating 2D-Logistic Sine Coupling Map (2D-LSCM), ini-
tialized with the Keys generated from QKD, and NTRU
algorithm, this scheme achieves robust security and ef cient
performance. This new architecture improves processing speeds
and enhances speci city and sensitivity values, fortifying chactic
map performance. Our experimental results and comprehensive
security analysis demonstrate the security and performance of
the framework. Correlation Analysis using Person correlation
coef cient, with a nearing zero value, ensures the con dentiality
of the encrypted image.

Index Terms Image encryption, chaos map, number the-
ory research unit (NTRU), quantum key distribution (QKD),
post quantum cryptography (PQC), key encapsulation method
(KEM), Internet of Things (I0T), consumer electronics.

Received 21 December 2024; revised 19 February 2025 and 26 April 2025;
accepted 17 May 2025. Date of publication 23 May 2025; date of current
version 14 August 2025. (Corresponding author: Kurunandan Jain.)

K. B. Aneesh Kumar, L. S Mohith, Kurunandan Jain, and
Prabhakar Krishnan are with the Center for Cyber Security and Networks,
Amrita Vishwa Vidyapeetham, Amritapuri Campus, Kollam 690525, India
(e-mail: aneeshkb@am.amritaedu; am.sc.p2mca24024@am.students.amrita.
edu; kurunandanj@am.amrita.edu; kprabhakar@am.amrita.edu).

Natargjan Venkatachalam is with the Quantum Security Research Group,
Society for Electronic Transactions and Security, Chennai 600113, India (e-
mail: natargjan@setsindia.net).

Rajkumar Buyya is with the Quantum Cloud Computing and Distributed
Systems Lab, School of Computing and Information Systems, The
University of Melbourne, Melbourne, VIC 3010, Austrdia (e-mail:
buyya@unimelb.edu.au).

Digital Object Identifier 10.1109/TCE.2025.3572949

I. INTRODUCTION

HE ADVANCEMENT of quantum technologies, partic-

ularly Shor’'s Algorithm, poses a significant threat to
classical asymmetric cryptography, which is primarily based
on the computational complexity of the prime factorization
problem. The Shor’s algorithm provides a quantum alternative
that solves this problem in polynomia time, rendering asym-
metric cryptographic algorithms like Diffie-Hellman, elliptic
curve, and RSA insecure. With the exponential growth of
consumer electronics in the 0T space, there is an increasing
demand for data security to protect multimedia traffic, where
traditional asymmetric encryption schemes are widely used
for authentication, integrity protection, and key exchange.
Quantum technologies can be used for man-in-the-middle
interception of this traffic, which may result in integrity
violations, fake authentication, and the exposure of exchanged
keys. Additionally, multimedia encryption is challenging
due to severa factors. The large size of multimedia files
demands significant computational resources, while their struc-
tural complexity—such as layers of metadata and encoded
content—makes it difficult to apply standard encryption meth-
ods without disrupting file integrity. Real-time applications,
like streaming and video conferencing, require encryption to
be fast and efficient, adding pressure to balance security and
performance. Furthermore, multimedia data has unique attack
vectors, such as vulnerabilities in compression algorithms or
patterns within content, which require encryption techniques
tailored to protect against both general and content-specific
threats. These complexities make multimedia encryption more
difficult compared to traditional data encryption.

Quantum Key Distribution (QKD) offers a better alter-
native where quantum mechanical principles [6]—such
as Heisenberg's uncertainty principle and the no-cloning
theorem—to ensure secure and efficient exchange of security
keys. However, QKD uses a combination of both quantum
and classical channel for the final key derivation. Security
lapses like lack of authentications or encryptions in traditional
channels can open up users to multiple attacks including
eavesdropping, man-in-the-middle attacks, and other security
threats.

In addition to the QKD, there is another field that focus on
the development of agorithms that are resistant to quantum
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computing attacks called Post Quantum Cryptography (PQC).
These algorithms are designed to withstand the attacks from
guantum agorithms like Shor’s algorithm. In the context of
multimedia encryption, PQC is particularly important as it
ensures that sensitive multimedia content remains protected
even in a post-quantum world. The key challenge in PQC is
to create systems that can efficiently handle the large data sets
associated with multimedia communications while remaining
secure against future quantum threats

The Internet of Things (IoT) in consumer electronics
refers to the network of devices, appliances, and gadgets
that are connected to the Internet, allowing them to collect,
exchange, and act on data. 10T technology enhances con-
venience, efficiency, and personalization, with applications
in home automation, wearables, and smart entertainment.
Devices like smartphones, wearables, smart home devices,
and smart TVs are increasingly prevalent and handle sensitive
data like hedlth information and credit card details. If these
devices use vulnerable cryptography, they could be at risk from
guantum computers. Many |oT devices have long lifespans,
meaning they could still be in use when quantum computers
become powerful, raising concerns about data security in
fields like homes, hedthcare, finance, and education [32],
[33]. As the number of connected devices grows exponen-
tially over years, efficient data processing and management
are crucia, prompting the development of better security
solutions.

A new QKD framework with authentications and encryp-
tions was proposed to handle conventional security issues
associated with classical channel connecting QKD nodes.
Hence, post quantum cryptographic algorithms are introduced
for authentications and encryptions in classical channels.
Authentication uses the Falcon [5] agorithm for the digital
signature, while key encryption is done using the NTRU [2]
algorithm. A digital signature is a cryptographic mechanism
used to verify the authenticity and integrity of digital messages
or documents. It provides assurance that the content has not
been dltered after it was signed and that it was indeed sent
by the clamed sender. Unlike traditional agorithms such
as RSA or ECC (Elliptic Curve Cryptography), NTRU uses
mathematical problems based on lattice structures, which are
believed to be hard even for quantum computers to solve.
We propose a quantum-safe multimedia encryption scheme
that utilizes the features of both NTRU and chaotic systems.
The resulting scheme will enable the secured transmission of
images in the Quantum world.

One of the most promising post quantum substitutes for
the standard cryptography methods in terms of Key size,
speed, ciphertext size for encryption, and key encapsula
tion mechanism, is a public key cryptosystem based on
Nth-degree Truncated-polynomial Ring Units (NTRU) [2].
Similarly, Kyber, another lattice-based scheme, also provides
strong security and fast encryption with compact key sizes,
while schemes like McEliece (code-based cryptography) and
SIDH (isogeny-based cryptography) are promising in offering
guantum resistance, albeit with larger key sizes or slower
speeds. Chaos-based encryption has emerged as a competi-
tive alternative to conventional picture encryption algorithms
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thanks to developments in mathematical modeling and trans-
formative techniques used on images. The chaotic system has
several characteristics that make it suitable for encryption,
including sensitivity, randomness, and ergodicity [19]. In
chaos dependent encryption schemes, chaotic maps provide
the sources of confusion and diffusion, which represent certain
statistical measurements of the physical system.

However, encryption schemes based on chaotic maps are
subject to certain drawbacks which include poorly cho-
sen initial parameters applied to the chaos system which
result in weak security due to less-than-optimal chaotic map.
Secondly, insufficient integration of cryptographic primitives
like confusion and diffusion necessitate additional transfor-
meative operations, which may reduce efficiency and security.
Thirdly, when subjected to cryptanalysis, multiple chaos-
based image encryption algorithms reveal deficiencies in their
internal structure, thus lowering the algorithm'’s security [20].
Unfortunately, present picture encryption approaches do not
consider image properties [13], and their corresponding algo-
rithms also demand more system resources. The techniques
suggested in the literature for the purpose of protecting
images [35], [36] are not appropriate in the post quantum
consumer electronics technology.

We make the following contributions to this research:
We present a quantum-safe integrated chaos-based image
encryption scheme that combines chaotic-map encryption with
QKD communication protocols to ensure provable security
and guarantee confidentiality in a zero-trust public cloud
environment. By employing QKD authentications, we signifi-
cantly reduce key consumption overheads. We a so analyze the
visual properties of encrypted images using this scheme and
compare them with other notable chaotic system-based image
encryption methods. In the context of universally composable
security, we offer a thorough security analysis of the entire
guantum key generation process, highlighting the role of
randomness in ciphertext data and ensuring confidentiality.

In this paper, we make the following key contributions:
(i) We propose a novel, hybrid multimedia encryption archi-
tecture that combines Quantum Key Distribution (QKD), the
chaos-based 2D-Logistic Sine Coupling Map (2D-LSCM),
and the lattice-based Post-Quantum Cryptography (PQC)
algorithm NTRU, specifically tailored for secure image trans-
mission in 10T consumer electronics. (ii) We introduce
an authenticated encryption framework for classical QKD
channels using Falcon digital signatures and NTRU encryp-
tion, effectively mitigating man-in-the-middle vulnerabilities.
(iii) We demonstrate enhanced security against statistical and
differential attacks, as verified by key sensitivity, entropy,
and correlation coefficient analyses. (iv) We conduct extensive
performance benchmarking against standard post-quantum
encryption schemes, confirming the efficiency and scalability
of our solution across various image resolutions. (v) We
present a fully reproducible simulation framework using
Python and QuNetSim, and validate our scheme on standard
datasets from the USC-SIPI database.

The remaining of the paper is structured as follows:
Section Il provides a technologica background and an
overview of related works. In Section Ill, we propose our
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Fig. 1. Visuaization of the stages of Chaos map-based encryption scheme.

novel architecture and chaos-map-integrated QKD scheme
for image encryption. Section 1V detals the experimental
data, performance evaluations, and analysis. Finally, Section V
concludes with discussions of potential directions for further
research.

Il. BACKGROUND AND LITERATURE REVIEW

This section will give an overview of technologies and
related works to solve the problem. We will look into
chaotic map-based image encryption and discuss why a new
algorithm is needed to overcome current security issues,
followed by a brief overview of quantum communication
and post-quantum cryptography. A detailed study of several
papers on chaotic maps-based image encryption and NTRU
is done to identify the security and performance aspects,
and how we approach the problem will be discussed in this
section.

A. Chaotic Map-Based Image Encryption

Chaotic systems are characterized by sensitivity, ran-
domness, ergodicity, and non-periodicity. In cryptography,
sensitivity is particularly valuable because it makes the system
highly unpredictable. For instance, even small changes to
a cryptographic key or initial parameters can lead to com-
pletely different ciphertexts. The randomness is essentia for
generating encryption keys, initialization vectors (1Vs), and
ciphertexts that are difficult to predict. It strengthens encryp-
tion systems by ensuring that even identica data encrypted
multiple times will have different ciphertexts, preventing pat-
tern recognition and attacks, and ensuring the confidentiality
of the data. Without randomness, encryption systems would
be vulnerable to attacks that exploit predictable patterns in
the cipher text Ergodicity guarantees that chaotic systems can
produce a broad range of unpredictable outputs, which is
critical for creating diverse and secure keys or ciphertexts that
are tough to break. Additionally, chaotic systems do not repeat
their outputs, unlike periodic systems, which follow a fixed
cycle. This non-periodicity ensures that the system’s output is
irregular and lacks discernible patterns, making it resistant to
attacks such as frequency analysis or known-plaintext attacks
that depend on pattern recognition.

One of the earliest image encryption schemes using chaotic
systems was proposed by Fredrich [21], utilizing baker's
chaotic maps on two-dimensional systems for confusion and
diffusion (See Figure 1). The method employed “row-wise
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nonlinear feedback registers’ to distribute pixel changes.
However, subsequent cryptanalysis [20] reveadled structural
vulnerabilities, allowing recovery of image data from cipher
images. Guan et a. [19] proposed a chaos-based image
encryption technique combining Arnold’'s cat map for pixel
shuffling and Chen’s chaotic system [19] for encryption. This
method integrates 1D and 3D chaotic systems to enhance ran-
domness and achieve confusion and diffusion through repeated
scrambling and rotation. The scheme demonstrated strong
resistance to differential attacks, validated by high NPCR
and UACI scores. Most existing chaotic image encryption
algorithms focus on a single domain, such as diffusion or
confusion, and often suffer from non-optimal initial conditions,
leading to deterministic chaos maps. To overcome the security
flaws in the existing techniques, we thus want an encryption
scheme that adds uncertainty and diffusion to the agorithm.

B. Quantum Cryptography

Quantum cryptography was first proposed by Shor
(1983) [29] and later by Bennett and Brassard (1984) [30]. As
guantum computing threatens traditional public-key cryptog-
raphy, various quantum cryptographic methods have emerged,
including Quantum Digital Signatures for secure message
authentication, Quantum Secret Sharing (QSS) for sharing
secrets, and Quantum Public-Key Cryptography for quantum-
resistant encryption. A prominent method, Quantum Key
Distribution (QKD), securely generates and distributes sym-
metric keys between users, offering information-theoretic
security (ITS) based on quantum physics. QKD has been
demonstrated in real-world applications, such as satellite
communication and fiber optic networks, and its scalability is
improving. A typical QKD protocol involves encoding random
binary bits into quantum states over a quantum channel,
followed by post-processing to derive a symmetric key through
a classical protocol, including key sifting, reconciliation, and
error correction [31]. A generic QKD protocol contain two
procedures (See Figure 2). In the first procedure random
binary bits are encoded as quantum states and send it over
a quantum channel. The second procedure is called post pro-
cessing, where a classical post processing protocol is used to
derive a symmetric key from the raw bits. The post processing
message exchange happens through an authenticated classical
channel. The post processing procedure in genera include
key sifting, key reconciliation, parameter estimation, error
correction and privacy amplification [31].
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Fig. 2. Framework of quantum key distribution.

C. Post Quantum Cryptography

The implementation of quantum cryptography is nec-
essary in order to ensure the safety of post-quantum
computing systems [34]. Post-quantum cryptography (PQC),
or quantum-safe encryption, resists quantum computers
cryptanalytic capabilities. PQC employs lattice-based, code-
based, multivariate-based, supersingular isogeny-based, and
hybrid algorithms within traditional cryptographic infrastruc-
tures [28]. NIST is standardizing PQC algorithms, focusing on
security, cost, and implementation simplicity. These include
public key encryption schemes [26] and digital signatures,
with NTRU noted for its resistance to full-timing attacks
and high performance [26]. NTRU also supports 10T devices,
outperforming ECC and RSA in performance and energy
efficiency for constrained environments [27].

Xu et a. proposed a Bit-Level Image Encryption tech-
nique using Piecewise Linear Chaotic Maps (PWLCM) [14].
Jain et a. [8] enhanced security for medical image trans-
fer using multiple chaotic maps, while Naseer et a. [10]
introduced colored image encryption via permutations and
substitutions. Cowper et al. [3] developed a chaos-based
multimedia encryption scheme using the BB84 protocol for
guantum key generation. However, poor chaotic performance
increases vulnerability to attacks, particularly in secure com-
munications and chaos-based ciphers [22]. Ergodic chaotic
maps mitigate risks by distributing outputs more broadly on
the phase plane, highlighting the need for robust chaotic
designs [23].

Efforts to improve chaotic systems often modify existing
ones but achieve limited success [24]. For 1-dimensional maps,

researchers proposed a dynamic parameter-control chaotic
system (DPCCS) for enhanced performance [25]. In quantum
image encryption, Wang et al. [13] suggested using polarized
photons or quantum keys for data exchange, but this method is
vulnerable due to classical channel security issues. Alternative
approaches encrypt images by layering and encoding them in
a binary tree structure [16], [17].

I11. PROPOSED QKD SCHEME

Lack of authentication and encryption are maor secu-
rity vulnerabilities in conventional channel communications,
leading to various attacks, including eavesdropping and
man-in-the-middle attacks. QKD includes both the classical
channel, which processes post-data, and the quantum channel,
which sends photons. There could be a man-in-the-middie
attack if the classical channel is not verified. Eve serves as
an intermediary (adversary) by pretending to be a trustwor-
thy source. The attacker executes man-in-the-middle attack
by interfering with the quantum channel and reestablishing
connection between the two trusted parties. Basis sifting, error
correction verification, sending random numbers for privacy
amplification, and final key verification are QKD operations
that need authentication. Both parties must mutually verify one
another in QKD.

We designed a new QKD framework with PQC algorithms
to address security concerns. Both QKD and PQC are emerg-
ing fields of research aimed at designing, developing, and
implementing solutions for enterprise usage. Researchers are
employing various methods to enhance key rates and security
by combining QKD and PQC schemes. The integration of
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these two schemes provides robust security and mitigates
risks posed by quantum computers. Quantum-safe algorithms
authenticate the QKD channel through PKI initialy.

The study of NIST's fina three encryption and digital sig-
nature schemes, both theoretical and practical, demonstrated
that the Falcon Digital Signature Scheme offers the smallest
private key size, the smallest public key size, and the fastest
signing and verification times. Consequently, Falcon was used
to provide authentication for the classical channel.

Additionally, NTRU is the oldest algorithm capable of
replacing RSA while maintaining a manageable key size.
Therefore, NTRU was selected to serve as the encryption
provider for the classical channel. These considerations led to
the adoption of the NTRU encryption scheme and the Falcon
digital signature system to deliver authenticated encryption
(See Figure 3) over the classical channel [11].

We implemented NTRU encryption in the Key
Reconciliation step to address privacy issues arising during
that phase. During this step, the transmitter, Alice, and the
receiver, Bob, partition the qubits into several blocks and use
the cascade protocol to compute the parity information for
each block. Alice and Bab encrypt the data using each other’'s
NTRU public keys before sending it to the receiving side.
This ensures that the parity information is not sent in its raw
form during the exchange. On the receiving end, the receiver
decrypts the data using their NTRU private key.

During the key reconciliation process, this approach pre-
vents information leakage. Moreover, Privacy Amplification
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(a) Plain Image (b) Encrypted Image

Fig. 4. Plain and encrypted images.

is unnecessary for classical channel communication since the
privacy of parity data can be secured during reconciliation,
thereby eliminating the need for this phase. As a result,
authentication and encryption in the classical channel signif-
icantly enhance its communication security. We have opted
this improved QKD framework for the multimedia encryption
technique which resulted in an increase in the overall level of
security of the communication (See Figure 4(a)).

A. Two-Dimensional Logistic Sne Coupling Map
(2D-LSCM)

Logistic and Sine Maps are examples of 1D chaotic maps,
that can be combined to produce 2D-chaotic maps. When
these maps are considered individually, they both have some
disadvantages like simple behavior and weak chaotic intervals.
However, to overcome this a combination of these chaotic
maps was introduced to develop a new chaotic map called 2D-
LSCM, which produces quite a complex chaotic behavior [7].
The 2D-LSCM chaotic map is defined as follows where is
the controlling parameter and has a range from 0 to 1.

x+1=sin( (4 xi(1 x)+(1
yi+1l=sin( (4yi(1 y)+(1

)sin( yi))) 1)
)sin( xi +1))) (2)

The Quantum Chaotic Map can generate pseudo-random
numbers sequences of high quality. Moreover, it is more
sensitive compared to other chaotic maps and has a com-
plex, chaotic behavior that can provide high security to the
encrypted data [15]. It is defined as follows:

Xnr1+1=71 X4 |Xn|2 rYn ©)
Yoe1= Ye? +e r 2 Xo X% Ya (4)
+e r Xon Xy Zn 5)
Zn1= 28?2 4+e r 1 Xn Zn 2XnYn Xn (6)

Here r is the controlling parameter, and X, and Z, are
defined as complex conjunction of X and Z. The value X
ranges from (0, 1), and Y ranges from (0, 0.1). The value of Z
ranges from (0,0.2) and valuesisin the range of [6, + 1.
The controlling parameter r can be in the range of [0, 4].
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Algorithm 1. Permutation Phase Using 2D-LSCM
Require: Image matrix | of sizeM N, Key K
Ensure: Permuted image matrix |

1. Generate 2D-LSCM chaotic map C using key K
. for each pixel (x,y) | do
Compute new positions (x,y) using C
Assign | (x,y) =1(x,y)

end for

return | =0

QTR WM

Algorithm 2: NTRU Encryption Phase

Require: Permuted image matrix | , NTRU public key PK
Ensure: Encrypted image matrix E

1: Initialize NTRU encryption

2. for each pixel (x,y) | do

3 Convert pixel value to polynomia representation

4. Encrypt using NTRU:

E(x,y) = NTRU_Encrypt(l (%,y), PK)

end for
return E=0

Algorithm 3: NTRU Decryption Phase
Require: Encrypted image matrix E, NTRU private key SK
Ensure: Decrypted image matrix |
1. for each pixel (x,y) E do
2. Decrypt using NTRU:
I (X,¥) = NTRU_Decrypt(E(X, y), K)

3. Convert polynomia representation to pixel value
4: end for
5 return | =0

IV. PROPOSED ALGORITHM
A. Multimedia Encryption Scheme

The proposed encryption scheme integrates Quantum Key
Distribution (QKD), chaos-based encryption using the 2D-
Logistic Sine Coupling Map (2D-LSCM), and Post-Quantum
Cryptography (PQC) with NTRU encryption to secure
multimedia data. The agorithm consists of three main phases:

Key Transformation: Enhances randomness using chaotic
sequences derived from quantum keys.

Permutation: Employs 2D-LSCM to shuffle pixel values
for confusion.

Diffusion: Uses the NTRU encryption scheme to alter
pixel values.

Let:

Q: Raw quantum key from QKD,

K: Chaotic sequence from Quantum Chaotic Map (QCM),
T(n): Transformed key stream,

I: Original image matrix of sizeM N,

P: Permuted image,

E: Encrypted image matrix,

Cop-Lscm: Permutation via 2D Logistic Sine Coupling
Map,

NTRUEgne: NTRU encryption function,

Algorithm 4: Reverse Permutation Phase Using 2D-
LSCM

Require: Permuted image matrix | , Key K

Ensure: Original image matrix |

1. Generate 2D-LSCM chaotic map C using key K

. for each pixel (x,y) | do

Compute original position (x, y) using C

Assign I(x,y) =1 (x,y)
end for
return

Q@ a ke

=0

: Bitwise XOR operator.
Encryption is done by:

T =KM-(K QmodN)) KN 1) (7)
P = Cop-Lsom(l, T) ®
E(x,y) = NTRUenc(P(x, y), PK) 9)

The encrypted image is:
E= E(GY) joyymy (10)

Decryption is done by:

P(X,y¥) = NTRUpec(E(X, y), SK) (11
I = Coppsem®P: T) (12)

Further explanation of each algorithm step can be found in
the following section.

V. METHODOLOGY
A. Key Transformation

The key transformation phase enhances randomness in the
quantum key, critical for secure image encryption. To address
reduced randomness after classical channel communication,
chaotic sequences from Quantum Chaotic Maps are used for
key transformations. The map’s initial condition is derived
from the quantum key itself, as defined by the following
equation:

T(n) = KMEK Q

Here K indicates the random number sequence generated using
a chaotic map, and Q indicates the quantum key. The variable
N indicates the length of the key, and the length of the
generated random number sequence is equa to the length of
the quantum key.

modN)) K(N 1) (13)

B. Permutation Phase

To perform the Permutation, we use the chaotic matrix
generated using 2D-LSCM. The key obtained from the key
transformation phase is used as the initial condition of 2D-
LSCM. Using 2D-LSCM, we generate a chaotic matrix that
is used for performing the Permutation Phase.

The permutation phase works as follows:

Consider a plain image of size M N, and we generate
achaos matrix M N.
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Algorithm 5: Permutation Phase Using 2DLSCM

Algorithm 6: NTRU Encryption Phase

Function Permutation2DLSCM(image, Key):
imwidth, imheight = get_dimensions(image)
chaotic_map = generate 2DL SCM_map(imwidth,
imheight, Key)
for a in range(imwidth) do
for b in range(imheight) do
new_a, new_b = get_chaotic_ map(a,
b) permuted_image[new_a, new_b] =
image(a, b]
end
end
return permuted_image
Function generate 2DLSCM_map(imwidth, imheight,
Key):
eiyrZitialize  parameters(Key)
map = create_empty _map(imwidth, imheight)
for a in range(imwidth) do
for b in range(imheight) do
map[a, b] = logistic_sine _cosine_transform(a,
b, Key)
end

end
return map

Consider the plain image matrix as P and the chaotic
matrix as S.

Sort each column of Sand obtain the index value to obtain
matrix O

The elements of O indicate the row position of the
corresponding value; Fill the column position to obtain a
position matrix PM.

To shuffle the pixel values, choose the first row from PM
and obtain the elements at these positions from S

Sort the selected values from S in ascending order and
obtain the index value V.

By using the newly obtained index value, shuffle the pixel
values in P.

Repeat steps from 6-8 for al rows of Sto obtain the final
permuted matrix.

C. NTRU Encryption

Diffusion is one of the most important stepsin an encryption
scheme in which, the actual ateration of the pixel values takes
place. So, in the proposed image encryption scheme, diffusion
is performed using the PQC algorithm NTRU. During the
NTRU encryption, every pixel from the permuted matrix will
be encrypted with the NTRU public key. The output from
the NTRU encryption scheme is our final encrypted data
The fact that NTRU keys have a relatively larger key size
than the classical encryption schemes make the encrypted data
larger than the original image (Figure 4(b)). After the NTRU
encryption, we convert the encrypted data to an RGB image
which will add even more security to the encryption system.

Generate the quantum Key with the QKD framework
(authentication and encryption).
Initialize the Chaotic Map using the quantum key.

Function NTRUEncrypt(image, Key):
ntru_public_key, ntru_private key =
NTRU_KeyGen(Key)
encrypted _image = empty_image(imwidth, imheight)
for a in range(imwidth) do
for b in range(imheight) do
pixel_value = image[a, b] encrypted pixel =
NTRU_EncryptPixel (pixel_value,
ntru_public_key)
encrypted_image[a, b] = encrypted pixel
end

end

return encrypted image

Function NTRU_EncryptPixel (pixel_value,

ntru_public_key):
polynomial = encode as polynomial(pixel_value)
encrypted_polynomial = NTRU_Encrypt_Polynomial
(polynomial, ntru_public_key)
return encrypted_polynomial

Generate the random number sequence using the
Quantum Chagtic Map.

Using the Quantum key and generated random number
sequence perform the Key Transformation.

The output from the Key Transformation phase is used
to generate the initial condition of the chaotic map 2D-
LSCM.

Using the chaotic map 2D-LSCM, generate a chaotic
matrix.

Convert the input gray-scale image to an image matrix
Using the chaotic matrix, perform permutation on the
image pixel values.

The output from the permutation box is provided as the
input to the diffusion Phase.

Encrypt the image pixels from the permutation phase
using NTRU public key.

The output from the NTRU encryption scheme is con-
verted to an RGB image.

V1. PERFORMANCE EVALUATION

The system and simulation requirements that were utilised
to implement the method have been detailed in this section.
Along with the suggested scheme’s time and space complexity
in comparison to traditional pre-quantum encryption methods,
several security assessments including key sensitivity analysis,
Shannon entropy analysis, histogram analysis, and differential
attack analysis have aso been examined.

A. Testing Methodology and Data Availability

The framework of the proposed scheme was developed in
Python. QuNetSim simulator was employed for simulating
QKD network and integrating the chaos-map algorithm into
the PQC quantum key generation algorithm. The quantum
key generated from the QuNet simulator is used to perform
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Algorithm 7: NTRU Decryption Phase

Algorithm 8: Reverse Permutation Phase Using 2DLSCM

Function NTRUDecrypt(encrypted image,
ntru_private key):
imwidth, imheight =
get_dimensions(encrypted image)
decrypted_image = empty_image(imwidth, imheight)
for a in range(imwidth) do
for b in range(imheight) do
encrypted pixel = encrypted image[a,
b] decrypted pixel =
NTRU_DecryptPixel (encrypted pixel,
ntru_private key)
decrypted image[a, b] = decrypted pixel
end

end

return decrypted_image

Function NTRU_DecryptPixel (encrypted_pixel,
ntru_private key):

polynomia =
NTRU_Decrypt_Polynomial(encrypted pixel,
ntru_private key)

pixel_value = decode_from_polynomial (polynomial)
return pixel_vaue

Falcon Signing Time
40

35

Function ReversePermutation2DLSCM(permuted_image,
Key): _ _
imwidth, imheight =
get_dimensions(permuted image)
chaotic_map = generate_ 2DL SCM_map(imwidth,
imheight, Key)
reversed_image = empty_image(imyidth, imyeight)
for a in range(imwidth) do
for b in range(imheight) do
original_a, origina_b =
find_origina_position(a, b, imwidth,
imheight, chaotic_map)
reversed_image[origina_a, origina_b] =
permuted_image[a, b]
end

end
return reversed_image
Function find_original_position(x, y, imwidth, imheight,
chaotic_map):
for i in range(imwidth) do
for j in range(imheight) do
if chaotic_mapl[i, j] == (x, y) then
| return (new_i, new_j)
end
end
end

Signing Time(Seconds)

30 —

25 N . -
20 —
15

10 — - e =
i = == =B
o 1

100 Qubits 200 Qubits 300Qubits | 400Qubits | 500Qubits |
35408 32827 8.617 2841 7.196
22.289 | 7.407 11591 34521 21.04

[mNTRU Signing Time(sec)
‘ KYBER Signing Time (Sec)

Fig. 5. Falcon signing time.

multimedia encryption [1], [4]. The images used for evalu-
ating the proposed method are sourced from the USC-SIPI
database. The datasets used and examined in this research
work are accessible in the USC-SIPI database repository,
https://sipi.usc.edu/database/ [12].

B. Falcon Sgning Time and Verification Time

Falcon is used for authenticating both partiesin the classical
channel of QKD as adigital signature system for authenticated
encryption (See Figure 3) [11]. Optimized for rapid signing
and verification, Falcon is ideal for applications like financial
transactions, with signing times in milliseconds to seconds and
verification in microseconds to milliseconds. Its performance,
influenced by message size, key size, implementation, and
hardware, was compared with NTRU and Kyber in our
research by measuring signing and verification times for
different qubit sizes (See Figures 5 and 6).

Falcon VerificationTime

Verification Time(Seconds)
°
°
&

100 Qubits 200 Qubits 300 Qubits 400 Qubits 500 Qubits
| BNTRU Verify Time(Sec) 0.019 0.024 0.035 0.064 0.072
| MKYBER Verify Time (Sec) 0.016 0.019 0.024 0.036 0.042

Fig. 6. Facon verification time.

C. Security Analysis

To evaluate the proposed scheme's efficiency and security,
we conducted comprehensive analyses and compared it with
PWLCM and Logistic-Tent Chaotic Map encryption schemes
due to the absence of quantum-safe alternatives.

Key Sensitivity Anaysis. Testing with keys differing by
a single bit (K1 and K2) showed less than 0.5% similarity
between encrypted images (Table 1), demonstrating superior
sengitivity compared to PWLCM and Logistic-Tent schemes.

Shannon Entropy Analysis. The scheme achieved entropy
values near the optimal 8-bit threshold for 8-bit images
(Table I1), confirming strong randomness and security compa:
rable to traditional methods.

Histogram Analysis: Encrypted images exhibited uniform
pixel distribution (Figures 7 and 8), indicating robustness
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TABLE |
LITERATURE REVIEW

TABLE Il
RESULT OF KEY SENSITIVITY ANALYSIS

Images (Pixels) PWLCM Logistic.—Tent Map Proposed Encryption

Encryption (Percentage) | Encryption (Percentage) | Scheme (Percentage)
Cat 0.3914 0.3770 0.2578
Truck 0.3769 0.4101 0.2073
Aeroplane 0.3892 0.3986 0.4002
Landscape 0.3662 0.4132 0.2892
Moon 0.4883 0.3903 0.3423

against statistical cryptanalysis. Plain and encrypted image
histograms were distinctly different.

As seen in Figures 7 and 8, the frequency spikes present
in the plain image has been distributed across multiple color
channels, effectively removing the chance of creating a map-
ping between plain and encrypted pixels.

NPCR = —"J b)) 100 (14)
W H
PG QG
URe= W ha om0 @

ij

D. Encryption Time Analysis

The time taken to encrypt an image is a critical metric for
evaluating the efficiency of encryption schemes, especialy in
real-time applications such as loT and consumer e ectronics.
The table below compares encryption times for different image
sizes.

The proposed encryption scheme integrates NTRU and
QKD, ensuring post-quantum security while maintaining com-
petitive encryption times compared to other post-quantum
cryptographic methods.

E. NPCR and UACI Analysis

The Number of Pixel Change Rate (NPCR) and Unified
Average Changing Intensity (UACI) are two metrics used to
evaluate resistance against differential attacks. Higher NPCR
and UACI values indicate robustness against slight modifica
tions in plaintext images.

The values in Table V confirm that the proposed encryption
scheme achieves complete randomness in pixel distribution,
making it highly resilient to differential attacks.

Resistance to Differential Attacks: Using NPCR (Number
of Pixel Change Rate) and UACI (Unified Average Change
Intensity) metrics, the scheme demonstrated resistance to
differential attacks. The above formulae are used to compute
the NPCR and UACI values. Let P and Q be two images
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TABLE 1l
RESULT OF SHANNON ENTROPY ANALYSIS

Fig. 7. Histogram of plain image.

Fig. 8. Histogram of encrypted image.

the P(i, ) and Q(,j) indicate the (i, j)th pixels of the image
P and Q. The values of W indicate the width H the height.
Finally, M indicates the maximum value of an image pixel in
theimages P and Q, respectively. NPCR values reached 100%,
with encrypted images in RGBA format entirely differing from
grayscale plain images. UACI values exceeded 35%, affirming
strong encryption noise. Results across various image sizes
(128 128 to 1024 1024) are presented in Table I11.

These findings confirm that the proposed scheme outper-
forms classical alternatives and is resistant to differential and
Statistical attacks.

Images (Pixels) PWLCM Logistic-Tent Proposed
Encryption (bits) | Map Encryption (bits) | Method Encryption (bits)
Cat 7.0505 7.9496 6.1358
Truck 7.9478 7.9478 6.9001
Aeroplane 7.9482 7.9482 5.7005
Landscape 7.9834 7.9279 7.0452
Moon 7.9234 7.9378 6.9039
TABLE IV

ENCRYPTION TIME COMPARISON

Image Size (Pixels) | Proposed Scheme (ms) | Kyber+QKD (ms)
128x128 1.35 1.21
256x256 2.49 2.30
512x512 4.87 4.56

1024x1024 9.85 9.20
TABLE V
NPCR AND UACI VALUES OF THE PROPOSED SCHEME

Image NPCR (%) | UACI (%)
Cat 100.00 43.60
Truck 100.00 39.92
Aeroplane 100.00 45.68
Moon 100.00 41.55
Landscape 100.00 43.30

Fig. 9. Comparison of performance for the proposed encryption scheme.

F. Performance Analysis

The performance of the suggested agorithm (utilizing
NTRU) was evaluated by measuring the overall runtime for the
image encryption and decryption of various sizes. The runtime
was evaluated against various techniques, including stan-
dard Quantum Key Distribution (QKD) and Kyber combined
with QKD throughout the encryption and decryption stages
(Figure 9). The outcomes are promising, as the performance
of Kyber and NTRU is nearly indistinguishable. However, the
performance of both is dightly lower than standard QKD due
to the minor overhead introduced by integrating NTRU into the
QKD classical channel. Despite this, NTRU is an exceptional
choice for applications necessitating both security and speed,
as it can be integrated into the QKD classical channel with
minimal performance degradation.

Correlation analysis was conducted to examine the relation-
ship between adjacent pixel values in images to evaluate the
effectiveness of the encryption scheme. In plaintext images,
adjacent pixels typically exhibit a high degree of correlation
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TABLE VI
RESULT OF DIFFERENTIAL ANALYSIS

PWLCM Logistic-tent Proposed PWLCM Logistic-tent El:r‘lr:rl;(;st(iacc)ln

Images (Pixels) map Encryption map scheme

NPCR NPCR scheme NPCR UACI UACI
(Percentage) | (Percentage) (Percentage) (Percentage) | (Percentage) UACI
(Percentage)

Cat 99.6147 99.6185 100.00 33.4063 33.4361 43.6065

Truck 99.6399 99.6199 100.00 33.5850 33.5581 39.9261

Aeroplane 99.6012 99.6045 100.00 33.4935 33.4585 45.6885

Moon 99.5850 99.7020 100.00 32.6800 33.5750 41.5526

Landscape 99.5120 99.6790 100.00 33.7880 32.2020 43.3073

TABLE VII

PERFORMANCE OF THE PROPOSED ENCRYPTION SCHEME (MEMORY)

. . Memory consumption of the proposed encryption
Image Size (Pixels) Ty sclrlJeme (Percer?tagi) yp
128 x 128 40%
256 x 256 46%
512 x 512 62%
1024 x 1024 70%

due to natural continuity in visual data. In ciphertext images,
an effective encryption algorithm disrupts this continuity,
resulting in significantly lower correlation. This disruption
indicates successful randomization of pixel values, enhancing
the security of the encrypted image. The Pearson correlation
coefficient is used to quantify this relationship, with values
closer to zero in ciphertext images indicating a successful
encryption process (Figures 10 and 11).

Table IV presents the memory consumption for different
image sizes using the proposed encryption scheme. The
memory required to store an encrypted image depends on
severd factors:

1) Image Size: Larger images require more memory.

2) Security Level: More secure encryption algorithms

demand additional memory to store encrypted images.

3) Scheme Implementation: The proposed scheme typically

requires less memory than RSA and AES, making it

ideal for applications with limited memory, such as

mobile devices and embedded systems.
In the simulated environment, the Python implementation
of NTRU showed higher encryption times. However, this
anomaly is unlikely to occur in real-world implementations,
as NTRU is one of the fastest post-quantum crypto-
graphic (PQC) schemes. Additionally, the scheme has an
excellent security-to-performance ratio, which mitigates any
performance depreciation. The dightly higher memory usage
observed may be attributed to the lack of optimization in the
code.

VII. CONCLUSION AND FUTURE WORK

The proposed quantum-safe multimedia encryption tech-
nigue combines Chaos and the NTRU public key cryptosystem
to develop a secure image encryption scheme. By integrat-
ing the proven security of chaotic encryption with NTRU’s

Fig. 10. Correlation of Plaintext Image.

Fig. 11. Correlation of Ciphertext Image.

guantum-resistant properties, alongside a novel QKD frame-
work with built-in authentication and encryption, the scheme
ensures robust image transmission in quantum environments.
Encoding encrypted grayscale images into RGB further
strengthens data protection.

This implementation is practical and hardware-independent,
making it suitable for real-world applications especially with
the exponential growth in the consumer electronic devices.
Beyond image encryption, it holds potential for securing other
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multimedia data, promoting the adoption of quantum-safe
cryptography. As quantum technology advances, this scheme
offers a reliable solution for secure multimedia transmission,
supporting the widespread use of quantum-safe practices in
the area of consumer electronics.

Although the proposed scheme demonstrates robust
encryption performance, future research can explore sev-
eral enhancement avenues. First, integration with emerging
lightweight PQC primitives could reduce computational
overhead, making the framework even more suitable for ultra-
constrained |oT devices. Second, expanding the scheme to
handle other multimedia formats—such as audio, video, and
3D models—could increase its utility in broader consumer
electronic applications. Third, hardware implementations using
FPGAs or ASICs should be explored to validate real-
time feasibility and energy efficiency. Fourth, developing a
decentralized quantum-safe key management framework for
dynamic loT environments could further strengthen end-to-
end security. Finally, extending the scheme to support adaptive
encryption—where security parameters change in real-time
based on threat context—could be a promising direction in
evolving quantum threat landscapes.
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