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Abstract—The rapid growth of Internet of Medical Things
(IoMT) devices has resulted in significant security risks,
particularly the risk of malware attacks on resource-constrained
devices. Conventional deep learning methods are impractical due
to resource limitations, while Federated Learning (FL) suffers
from high communication overhead and vulnerability to non-IID
(heterogeneous) data. In this paper, we propose a split learning
(SL) based framework for IoMT malware detection through
image-based classification. By dividing the neural network
training between the clients and an edge server, the framework
reduces computational burden on resource-constrained clients
while ensuring data privacy. We formulate a joint optimization
problem that balances computation cost and communication
efficiency by using a game-theoretic approach for attaining better
training performance. Experimental evaluations show that the
proposed framework outperforms popular FL methods in terms
of accuracy, F1-score, high convergence speed, and less resource
consumption. These results establish the potential of SL as a
scalable and secure paradigm for next-generation IoMT security.

Index Terms—Split Learning, Federated Learning, Distributed
Machine Learning, Joint Optimization, Game Theory, IoMT
Security

I. INTRODUCTION

Internet of Things (IoT) has emerged as a popular paradigm
for connecting vast networks of computing devices, sensors,
software, and many more, with enhanced communicative
capabilities, automation, and efficiency, thus revolutionizing
both industrial and commercial use cases. However, this
rapid proliferation of IoT devices has also created many
security challenges [1]–[3]. Internet of Medical Things (IoMT)
malware [4] is a type of malicious software specifically
designed to target IoMT devices. Unlike traditional computer
viruses, IoMT malware often operates on devices with
limited processing power and memory, making it more
difficult to detect and remove. Detection of IoMT malware
using image-based techniques has emerged as a promising
approach in cybersecurity [5], [6]. This method leverages
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visual representations of malware files to identify and classify
malicious software targeting IoMT devices. By converting
malware executable files into grayscale images, unique texture
patterns and structural characteristics of the malware code are
captured, which are then used as input for specially designed
deep Convolutional Neural Networks (CNNs) models, which
have proven to be highly effective in extracting discriminative
features from these malware images at different abstraction
levels; achieving accuracy rates of up to 90% for constrained
input sizes, and exceeding 95% when higher-dimensional
representations and heavier models are used [7]. As opposed to
regular deep learning techniques, distributed learning methods
are much better suited for IoMT devices since these devices
often have limited processing power, memory, and energy [8],
[9], and distributed learning [10], [11] methods make better
use of all available resources by allowing the computational
load to be effectively spread across multiple devices [12]–[14].
Federated Learning (FL) [15], [16] is traditionally used in
training IoMT-based models [17]. In the context of IoMT
malware detection, FL enables devices to train detection
models collaboratively while preserving data privacy and
confidentiality. This approach addresses scalability issues
inherent in traditional centralized machine learning methods
and reduces communication overhead, which is particularly
beneficial in resource-constrained IoMT environments [18].
However, FL faces several limitations, of which the high
computational burden on the resource-poor clients is of great
concern in IoMT scenarios.

Split Learning (SL) has emerged as a popular alternative
in the domain [23], offering several benefits over traditional
FL in terms of security and performance. SL allows
for more flexible model architectures that can adapt to
different privacy requirements and computational constraints
of IoMT devices. By partitioning the network between
layers, SL can offload part of the training process to more
powerful servers, alleviating the computational burden on
resource-constrained IoMT devices. Furthermore, SL has
shown superior performance in specific tasks, which could
lead to more efficient training of IoMT malware detection
models. For instance, SL frameworks have accelerated training
and improved convergence rates in environmental monitoring
scenarios, where scalable and energy-efficient models are
critical for deploying water quality and pollution monitoring
systems [24], [25]. SL-based frameworks especially excel in
areas where edge nodes operate under limited power supply
and are deployed in remote areas, such as forests or hilly
regions, for monitoring purposes [26], [27].
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Table I: Qualitative comparison with related works. “Image-based” indicates malware-to-image representation.
“Comm.-efficient” indicates communication-awareness/optimization. “Client compute-aware” indicates explicit client-side
compute reduction/constraints.

Work Key Contribution SL Image
based

Comm.
eff.

Client
compute

Joint
opt.

Asam et al. [19] Modular CNN for IoMT malware images × ✓ × × ×
Sanchez et al. [20] FL with MLP/AE; centralized-level accuracy × × × × ×
Li et al. [21] Multi-institution SL; 41% client compute

reduction
✓ × ✓ ×

Singh et al. [22] SL efficiency study ✓ ✓ ×
Proposed Work SL for IoMT malware with game-theoretic

cost–communication balance
✓ ✓ ✓ ✓ ✓

Legend: ✓ present, partial, × not present

In this paper, we propose a novel approach that applies
SL techniques to enhance IoMT malware detection focusing
on IoMT [28] devices using image-based classification. Our
method takes advantage of SL to distribute the computational
load between IoMT devices and edge servers, using joint
optimizations for computation cost for edge devices and
communications efficiency between client and server, while
maintaining data privacy. By combining image-based IoMT
malware detection with the proposed SL framework, we aim
to develop a more secure, efficient, and privacy-preserving
system to protect IoMT devices against evolving malware
threats. This approach holds promise in addressing the unique
challenges posed by the diverse and resource-constrained
nature of IoMT environments.

The rest of the paper is organized as follows. Section II
describes the works related to the proposed model. In Section
III, we describe the proposed methodology, followed by a
discussion on performance evaluation in Section IV. Finally,
we conclude the paper in Section V.

II. RELATED WORK

A. IoMT Malware Detection

Asam et al. [19] proposed the iMDA architecture, which
incorporates a modular design featuring edge exploration,
multipath dilated convolution, and channel squeezing/boosting
in CNN. The architecture was evaluated using a benchmark
IoMT dataset with image-based malware representations.
Their study was limited to static image-based analysis
and focused only on ARM-based IoMT malware. Rey et
al. [20] developed a Federated Learning framework using
both supervised (multi-layer perceptron) and unsupervised
(autoencoder) models and achieved similar accuracy to
centralized models (99% detection rate). However, the model
is highly vulnerable to adversarial attacks. Babbar et al. [29]
proposed a Federated Learning Framework using FedAvg
aggregation for distributed attack detection across IoMT
domains and validated using the BoT-IoMT dataset with
multiple attack categories (DDoS, reconnaissance) [30], [31].
They achieved 99.9% accuracy after 30 iterations with
minimal network delay and memory usage, but faced high
communication overhead in large-scale deployments. Asiri
et al. [32] introduce a federated learning framework with

privacy and reliability enhancements for IoMT malware
detection by using elliptic curve digital signatures (ECDSA)
to verify clients and homomorphic encryption (HE) to
protect local model weights and integrating blockchain-based
smart contracts [33] for decentralized client evaluation and
aggregator failure tracking.

B. Split Learning

Li et al. [21] tested a multi-institutional SL framework
on five medical datasets. They compared SL and FL for
EHR and imaging data and obtained 96% agreement with
centralized models. However, the model was limited to
3-way model splits and incurred high communication latency
(around 120ms/round). Singh et al. [22] compared the
communication efficiencies of split learning and federated
learning. The authors demonstrated that the split learning
should be favored as the model sizes and the number of clients
grow. On the other hand, federated learning becomes more
communication-efficient when the number of data samples is
limited while keeping the model sizes and number of clients
low [34], [35]. A major drawback of this work is that it fails
to analyze resource utilization (the number of epochs required
for convergence under various scenarios). Table I compares
the proposed model with the related works.

III. PROPOSED METHODOLOGY

In this section, we describe the techniques and
methodologies we adopt for implementing the proposed
split learning framework (see Figure 1), including the overall
workflow, SL algorithms, and optimization techniques.

A. Overall Workflow

Initially, IoMT devices and edge servers that want to
participate in collaborative training are registered in the
system. The split learning paradigm strategically divides the
custom Convolutional Neural Network (CNN) between the
server and the clients at a predefined cut layer as per the device
constraints. To ensure a better distribution of resources, prevent
a single point of failure, and improve reliability, the system
incorporates dynamic server allocation. Once selected, the
server initiates the global model and distributes the client-side
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Figure 1: Proposed split learning (SL) framework for IoMT malware detection. Clients execute layers up to the cut layer and
transmit smashed activations to the server; the server completes forward/backward propagation and returns boundary gradients. A
joint resource allocator optimizes bandwidth/power and compute to meet an energy–latency objective under system constraints.

portions of the neural network to all participating IoMT
devices.

Each training round involves the clients processing their
local image-based malware datasets through their portion
of the network and transmitting the resulting activations,
known as smashed activations, to the server. The server
continues the forward pass, computes the loss, and performs
backpropagation. The newly computed gradients are then sent
to the client-side layers and update their weights accordingly.
This process continues to iterate until a predefined stopping
condition is reached.

The framework uses a joint strategy for computation
and communication efficiency to optimize performance for
resource-constrained IoMT devices. Depending on available
device resources, cut-layer portions within the CNN are
chosen, aiming to minimize client-side computational costs
and bandwidth usage. Using stratified sampling and balanced
train-validation-test splits improves model generalization
despite heterogeneous local datasets. Metrics, including
training loss, accuracy, F1 score, processing time, and total
computation (TFLOPs), are tracked to compare the split
learning approach with traditional federated learning.

B. Learning Framework

Split learning [36] has emerged as a distributed and
collaborative model training paradigm that addresses many
of the issues encountered in federated learning. Algorithm
2 shows how the model computations take place, including
the data transfer between clients and server [37]. The model
training process in SL involves several steps that are listed
below:

1) Each client processes its private data using its assigned
layers of the model, i.e., up to the cut layer. The resulting
activations, also called smashed activations, are securely
transmitted to the server.

2) Upon receiving the activations, the server continues
the forward pass through the remaining layers of the
neural network, generating predictions and computing the
training loss.

3) The server performs backpropagation on its portion of the
network, obtaining gradients for both its own layers and
for the cut layer.

4) The boundary gradients are sent back to the clients. Using
these, each client executes backpropagation on its local
layers and updates its model parameters.

5) Steps 1–4 are repeated collaboratively across all
participating clients for several training rounds. The cycle
continues until a convergence condition (e.g., a predefined
number of epochs, stable loss, or target accuracy) is met.

C. Joint optimization for computation cost and
communication latency

To increase the model’s performance on IoMT edge
devices, we adopt a game-theoretic approach to formulate a
mathematical model for the joint optimization of computation
cost and communication efficiency with minimal compromise
in training accuracy. By adapting and extending established
formulations from federated learning [38] and mobile edge
computing, we model a unified optimization problem that
formalizes the trade-offs between energy, latency, and accuracy
[39], [40] in the proposed split learning framework. We
consider split learning (SL) over a wireless star topology with
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a central server and M IoMT devices (clients), indexed by the
set U ≜ {1, . . . ,M}.

Each device u ∈ U executes the client-side sub-network up
to the split layer and transmits the corresponding smashed
activations to the server. We assume frequency-division
multiple access (FDMA) for the uplink. As the server’s
downlink power is typically much larger than client uplink
power, downlink latency is negligible and thus ignored.

Let Du =
⋃Du

i=1{xui, yui} denote device u’s dataset. The
SL training aims to minimize the global empirical loss:

min
w∈Rp

F (w) =

M∑
u=1

Du∑M
j=1 Dj

ℓu(w), (1)

ℓu(w) =
1

Du

Du∑
i=1

fui(w), (2)

where fui(·) is the sample loss.
1) Uplink Rate, Energy, and Time: Under FDMA, the

achievable uplink rate of device u is

ϱu = bu log2

(
1 +

ρuγu
σ2bu

)
, (3)

where bu is bandwidth, ρu is transmit power, γu is channel
gain, and σ2 is noise power. Let δu (bits) be the total uplink
payload per round. The uplink time and transmission energy
per round are:

tulu =
δu
ϱu

, (4)

ϵtxu = ρu t
ul
u (5)

2) Local Computation Energy and Time: Let ϕu be the
CPU frequency, χu the cycles per sample, and ξ the switched
capacitance. With L local iterations, the local computation
energy and time per round are:

ϵcmp
u = ξ LχuDuϕ

2
u, tcmp

u = L
χuDu

ϕu
. (6)

Over G global rounds, total energy E and completion time T
are:

E = G

M∑
u=1

(
ϵtxu + ϵcmp

u

)
, (7)

T = Gmax
u∈U

{
tcmp
u + tulu

}
. (8)

3) Optimization Problem: We jointly allocate transmit
powers {ρu}, bandwidths {bu} and CPU frequencies {ϕu}
to balance energy and time, using a weight α ∈ [0, 1].

min
{ρu,ϕu,bu}, ϑ

αG

M∑
u=1

(
ρu

δu
ϱu

+ ξLχuDuϕ
2
u

)
+ (1− α)Gϑ

(9a)

s.t. tcmp
u + tulu ≤ ϑ, ∀u ∈ U , (9b)

ρmin
u ≤ ρu ≤ ρmax

u , ϕmin
u ≤ ϕu ≤ ϕmax

u , ∀u,
(9c)

M∑
u=1

bu ≤ b̄, bu ≥ 0, ∀u, (9d)

Algorithm 1 Resource Allocation for SL (Energy–Latency
Trade-off)

Input: Initial feasible (ρ(0), b(0), ϕ(0)); system parameters; bounds
on (ρ, b, ϕ); tolerances ϵin, ϵout

Output: Optimized allocations (ρ⋆, b⋆, ϕ⋆) and round latency ϑ⋆

1: k ← 0
2: repeat

▷ Subproblem A: CPU frequency update and tight latency
3: ϱ← ComputeRates(ρ(k), b(k)) ▷ rate function Gu(·)
4: ℓ⋆ ← SolveDualSubproblemA(ϱ)
5: ϕ(k+1) ← UpdateCPUFrequency(ℓ⋆) ▷ projection/clipping

to [ϕmin, ϕmax]
6: ϑ(k+1) ← ComputeTightLatency(ϱ, ϕ(k+1))

▷ Subproblem B: Bandwidth and power update (inner loop)
7: ϱ← ComputeMinRate(ϑ(k+1), ϕ(k+1))

8: (υ, ζ)← InitAuxVars(ρ(k), b(k))
9: repeat

10: (ρ, b)← SolveSubproblemB_KKT(ϱ, ϕ(k+1), ϑ(k+1), υ, ζ)
11: (υ, ζ)← UpdateAuxVars(ρ, b)
12: until Residual(υ, ζ) ≤ ϵin

13: (ρ(k+1), b(k+1))← (ρ, b)
14: k ← k + 1
15: until Converged(ρ(k), b(k), ϕ(k)) is true under ϵout

16: return (ρ⋆, b⋆, ϕ⋆, ϑ⋆)← (ρ(k), b(k), ϕ(k), ϑ(k))

where ϑ is an auxiliary variable for per-round latency.
Constraint (9b) is equivalent to:

ϱu ≥ ϱ
u
≜

δu

ϑ− LχuDu

ϕu

, ∀u ∈ U . (10)

Problem (9) is non-convex, so we use problem decomposition.

4) Problem Decomposition: We separate (9) into (i)
frequency–latency allocation over ({ϕu}, ϑ) and (ii) radio
allocation over ({ρu, bu}).

a) Subproblem A (CPU & latency).: For fixed ϱu, this
subproblem is convex.

min
{ϕu},ϑ

αG

M∑
u=1

ξLχuDuϕ
2
u + (1− α)Gϑ (11a)

s.t. L
χuDu

ϕu
+

δu
ϱu
≤ ϑ, ϕmin

u ≤ ϕu ≤ ϕmax
u , ∀u.

(11b)

Applying KKT conditions yields the optimal CPU frequency:

ϕ⋆
u = 3

√
ℓu

2αGξ
, (12)

where ℓu are Lagrange multipliers. The dual problem is a
convex resource-splitting program:

max
ℓu≥0

M∑
u=1

(
(2−

2
3 + 2

1
3 )L(αξG)

1
3χuDu ℓ

2
3
u + δu

ϱu
ℓu
)

(13a)

s.t.
M∑
u=1

ℓu = (1− α)G. (13b)

b) Subproblem B (power & bandwidth).: Define
Gu(ρu, bu) ≜ bu log2(1 + ρuγu

σ2bu
). The radio subproblem is:
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min
{ρu,bu,ζu}

αG

M∑
u=1

ζu (14a)

s.t. ρmin
u ≤ ρu ≤ ρmax

u ,

M∑
u=1

bu ≤ b̄, (14b)

Gu(ρu, bu) ≥ ϱ
u
, ρuδu − ζuGu(ρu, bu) ≤ 0,∀u.

(14c)

This can be solved via an equivalent subtractive-form program
by finding {υ⋆

u} such that solving for fixed (υu, ζu):

min
{ρu,bu}

M∑
u=1

υu
(
ρuδu − ζuGu(ρu, bu)

)
(15a)

s.t. ρmin
u ≤ ρu ≤ ρmax

u ,
∑

bu ≤ b̄, Gu ≥ ϱ
u
, (15b)

and then updating υu ← αG
Gu(ρu,bu)

and ζu ← ρuδu
Gu(ρu,bu)

drives
the solution. The KKT conditions for (15) yield closed-form
characterizations. Let ωu ≜ ρuγu

σ2bu
. Optimality implies:

υu

(
δu −

ζuγu
σ2(1 + ωu) ln 2

)
− θuγu

σ2(1 + ωu) ln 2
= 0, (16)

− (υuζu + θu) log2(1 + ωu)

+
(υuζu + θu)ρuγu
(1 + ωu) ln 2σ2bu

+ µ = 0, (17)

θu

(
bu log2(1 + ωu)− ϱ

u

)
= 0, (18)

µ

 M∑
j=1

bj − b̄

 = 0. (19)

Solving the above yields:

b⋆u =


ϱ
u

log2(1 + Λu)
, if θu ̸= 0,

solution of (15) with θu = 0, otherwise,
(20)

ρ⋆u = min
{
ρmax
u , max

{
Γ(bu), ρ

min
u

}}
, (21)

Γ(bu) ≜

(
(υuζu + θu)γu
σ2δuυu ln 2

− 1

)
σ2bu
γu

, (22)

Λu ≜
(υuζu + θu)γu
σ2δuυu ln 2

. (23)

D. Alternating Optimization and Convergence Criterion

We solve (9) by alternating between Subproblem A and
Subproblem B as shown in Algorithm 1.
In the inner loop, we employ a diagonal Newton step with
Φ=[Φ⊤

1 ,Φ
⊤
2 ]

⊤∈ R2M ,

Φ1(ζ) =
[
−ρ1δ1 + ζ1G1(ρ1, b1), . . . ,

− ρMδM + ζMGM (ρM , bM )
]⊤

, (24)

Φ2(υ) =
[
−αG+ υ1G1(ρ1, b1), . . . ,

− αG+ υMGM (ρM , bM )
]⊤

. (25)

whose Jacobians are diagonal with entries Gu(ρu, bu),
ensuring efficient updates. The alternating optimization
method guarantees convergence because each subproblem is

Algorithm 2 Proposed Split Learning Procedure

1: Setup: The server initializes the global model M
2: On the Server (S):
3: while stopping condition not satisfied do
4: Collect gradient or activation updates U from

participating clients
5: for each client i do
6: Aggregate local contributions m into the global

model M
7: end for
8: Broadcast the refined global model M ′ back to all

clients
9: end while

10: Terminate
11:
12: On Client i (Ci):
13: while training not converged do
14: Compute local gradients ∇θiLi using dataset Di and

parameters θi
15: Forward the computed gradients ∇θiLi to the server
16: Update local parameters by incorporating the received

global model M ′

17: end while
18: Terminate

convex, each update weakly decreases the global objective,
and the objective is bounded below by 0.

Unlike federated learning (FL), split learning (SL) partitions
the network such that clients transmit smashed activations
rather than full parameter vectors. This distinction is reflected
in our formulation through two key parameters: (i) δu,
representing the SL payload per global round, and (ii) χu,
capturing the number of client-side CPU cycles per data
sample. The optimization problem (9) therefore balances the
computation energy (∝ ϕ2

u) against communication latency
(enforced via ϱ

u
). The weight α ∈ [0, 1] tunes this balance. In

energy-limited scenarios, setting α→1 prioritizes minimizing
total energy consumption. Conversely, in latency-critical
use cases, setting α → 0 emphasizes minimizing overall
completion time. Thus, our formulation provides a flexible
framework to adapt SL resource allocation to diverse system
objectives and hardware constraints.

IV. PERFORMANCE EVALUATION

In this section, we present several experimental results and
analyses related to the proposed model. We also describe the
dataset and experimentation tools employed in our work.
Dataset: We have used the IoMT malware image dataset 1

for carrying out the experimental analysis in our work. The
dataset contains 17219 images of dimensions 299×299 across
three channels. The dataset has a binary classification structure
with malware and benign being the two corresponding classes.
The dataset is highly imbalanced, with the malware samples
comprising only 14.44% of the entire dataset. To deal
with this imbalance, we down-sample the majority benign

1https://www.kaggle.com/datasets/anaselmasry/iot-malware/data

https://www.kaggle.com/datasets/anaselmasry/iot-malware/data
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Figure 2: Training dynamics comparison between the proposed SL framework and FL baselines (FedAvg, FedProx, FedOpt).
Top row: metrics versus epochs. Middle row: metrics versus average client processing time per round (s). Bottom row: metrics
versus client compute cost (TFLOPs).

class and apply stratified sampling to ensure a balanced
train-validation-test split.

Configuration of ML model: The train-validation-test split
we have used is 70-15-15%. After creating the splits,
we perform pixel-wise normalization computation for the
train split and apply appropriate transforms to architect a
rich dataset for training. For the experiments comparing

the performance of the proposed SL model and existing
techniques, we use a custom-defined Convolution Neural
Network (CNN) with 18 hidden layers constructed with the
help of PyTorch and related libraries. This gives us a CNN
with four sequential blocks with four layers each - Conv2D,
ReLU, 0.5-dropout, and half-resolution MaxPool2d, and a
fully-connected block with linear, ReLU, and a dropout layer
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Table II: Testing performance comparison of the proposed SL framework with FL baselines. Improvements are computed w.r.t.
the strongest FL baseline (FedProx).

Method Acc (%) Prec (%) Recall (%) F1 (%) ∆Acc (pp) ∆Acc (%) ∆F1 (pp) ∆F1 (%)

FedAvg 87.64 93.95 80.38 86.64 -2.03 -2.26 -2.75 -3.08
FedProx 89.67 91.69 87.19 89.39 0.00 0.00 0.00 0.00
FedOpt 89.27 92.60 85.29 88.79 -0.40 -0.45 -0.60 -0.67
Proposed 90.49 92.07 88.56 90.28 +0.82 +0.91 +0.89 +1.00

Table III: Average client-side training cost per round. Reductions are computed w.r.t. FedAvg (same time/compute as FedOpt
in our setup).

Method Time (s) ↓ ∆Time (s) Time Red. (%) TFLOPs ↓ ∆TFLOPs Compute Red. (%)

FedAvg 6.89 0.00 0.0 109.87 0.00 0.0
FedProx 6.95 +0.06 -0.9 109.87 0.00 0.0
FedOpt 6.89 0.00 0.0 109.87 0.00 0.0
Proposed 5.85 -1.04 15.1 72.70 -37.17 33.8

for regularization. The convolution layers use an 8-16-32-64
feature maps sequence with kernel, stride, and padding of size
3, 1, 1, respectively. The fully connected linear layer uses
512 features for binary classification. The implementation of
the FL algorithm that we use for our experiments uses this
custom-defined CNN model for both clients and the server.
Configuration of SL framework: For the proposed split
learning implementation, the four sequential blocks provide
us with three possible cut layers to split the model at layer
positions- 4, 8, and 12, respectively. The client models in this
case simulate the decentralized IoMT environments. For the
training process, we have used the cross-entropy function for
loss computation and the Adam optimizer for gradient descent
optimization. Both the FL and SL models are trained for an
equivalent of 50 iterations (25 rounds with two epochs for
each client) with a batch size of 32 samples per iteration.
We use client counts between 2 and 16 for both models to
gather a comprehensive report and compare their performance.
We track key training parameters for monitoring training
progress and performance comparison, including training loss,
validation accuracy, F1-score, precision, and recall, processing
time for backward and forward passes for client and server, and
computation cost in Tera Floating-point Operations (TFLOPs)
for each client. We use several Python-based libraries like
PyTorch, scikit-learn, numpy, pandas, seaborn, and torchprofile
to conduct the experiments. All the experiments in the
proposed work are carried out using T4 GPU environments
(16GB RAM) on Google Colaboratory2.
Configuration of joint optimization framework: To validate
the mathematical model for resource allocation, we simulated
the framework using parameters consistent with established
research in wireless federated learning. The simulation
environment models a star network consisting of a central base
station and 50 devices. These devices are distributed uniformly
within a circular area of 500m x 500m. The wireless channel
is modeled with a path loss of 128.1 + 37.6 log(distance) (km)

2https://colab.research.google.com/

and a Gaussian noise power spectral density of -174 dBm/Hz.
For the learning process, the number of global aggregation
rounds is set to 400, with each round comprising 10 local
iterations. Each device is assigned 500 data samples, and the
upload data size per device is 28.1 kbits. Device hardware
characteristics include a maximum CPU frequency of 2 GHz, a
maximum transmission power of 12 dBm, and a total available
system bandwidth of 20 MHz. We utilized Python-based
numerical optimization library, CVXPY 1.5.2 3, for the
purpose, leveraging the ECOS and SCS solvers for convex
and conic constraints. Additionally, we used NumPy for the
vectorized computations, SciPy for nonlinear optimization and
root-finding, and SymPy for symbolic derivation of analytical
gradients and KKT conditions. Iterative convergence was
monitored through a residual norm tolerance of 10−4.

A. Comparing proposed model with the FL baselines

Figure 2 compares the training performance of the proposed
SL model with the baseline FL models, namely FedAvg [41],
FedProx [42], and FedOpt [43], across 50 epochs. The results
are shown for federated models with four clients (FdA-4,
FdP-4, FdO-4) and SL with four clients and cut position 1,
12th layer (SpL-4-1). The number of iterations is represented
on the X-axis, while the corresponding performance metric is
represented on the Y-axis. Figure 2a shows the average training
loss across clients for all the federated and split models,
while Figures 2b and 2c showcase the validation accuracy and
F1-scores at the end of each round for all the models. Figure
2a shows that the proposed SpL-4-1 model is much better at
fitting the training data in a decentralized way than federated
models, both in terms of speed and quality. The convergence
speeds follow the trend: SpL-4-1 > FdP-4 > FdA-4 > FdO-4

Figure 2b indicates that SpL-4-1 consistently outperforms
FdA-4 in terms of accuracy as well, while the end performance
remains similar compared to FdP-4 and FdO-4. While the

3https://github.com/cvxpy/cvxpy

https://colab.research.google.com/
https://github.com/cvxpy/cvxpy
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Figure 3: Effect of split position (cut layer) on performance–cost trade-off. Accuracy and F1-score are reported versus
epochs, average client processing time per round (s), and client compute (TFLOPs), highlighting how earlier/later cuts shift
computation/communication burdens.

accuracy curve for FdP-4 exhibits a steep initial rise, signifying
faster convergence, SpL-4-1 ultimately maintains a rapid and
consistent learning trajectory, stabilizing at a higher accuracy
level of 90.33% compared to FdA-4, FdP-4, and FdO-4
with 88.04%, 89.4%, and 89.94% accuracy at the end of
equivalent epochs, respectively. The F1-score comparison in
Figure 2c further highlights these performance dynamics.
Notably, FdO-4 exhibits a significant "cold start" period with
a zero F1-score, indicating initial difficulty in generalizing.
By the final epoch, SpL-4-1, FdP-4, and FdO-4 converge
to a similar, high F1-score, significantly outperforming the
baseline FdA-4. These results demonstrate that the proposed
SL framework enables more effective model training and
improved generalization compared to standard FL approaches.
Table II presents the test result metrics comparing all the stated
models. These results suggest that SL enables more effective
model training and improved generalization in a decentralized
environment compared to FL.

B. Experiments on Client Communication Efficiency and
Computational Load

To compare the impact of the proposed split distributed
framework over the federated framework based on
computation time and efficiency, we have also measured
the time taken in seconds and the computation power units
taken in TFLOPS per forward and backward pass for each
epoch. From figures 2d, 2e, and 2f, we can see SpL-4-1
demands much lower client processing times for forward and
backward passes compared to federated models for training
for an equivalent number of epochs. The average forward and
backward pass processing time taken by clients for equivalent
epochs of training for SpL-4-1 comes out to 5.85 seconds,
compared to federated models, which reach almost 7 seconds.
Figures 2g, 2h, 2i also show that the computation power
required for the convergence from client side is also much
lower for SpL-4-1 with a total of 72.70 TFLOPs for all clients
(18.175 TFLOPs per client) compared to federated models
which takes a significantly higher total of 109.87 TFLOPs
from all the clients (27.48 TFLOPs per client), as shown in
Table III. From a technical standpoint, the rapid convergence
of SL can be attributed to the fact that only a portion of
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Figure 4: Effect of the number of participating clients on model performance. Accuracy and F1-score are reported versus
epochs, average client processing time per round (s), and client compute (TFLOPs).
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Figure 5: Energy–latency trade-offs under different system constraints and weight settings (w1, w2).
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the model is trained on edge devices while the rest remains
on the server. Unlike FL, where the entire model is trained
locally before aggregation, SL ensures that intermediate
representations are optimized centrally, leading to more stable
gradient updates and improved learning efficiency. This better
performance and computational efficiency of the split learning
algorithm was also noted in previous works [22], [36], [37].

C. Experiments with cut-layer positions

To analyze the impact of the model partitioning strategy
on training dynamics, we experimented with three different
cut layer positions: 4, 8, and 12, corresponding to the
end of the first, second, and third convolutional blocks,
respectively, as explained in the model architecture in a
previous discussion. The results, visualized in Figure 3,
reveal a critical trade-off between client computational load,
communication time, and convergence speeds. Figures 3a
and 3d show that the cut layer position doesn’t impact the
performance much. The analysis of processing time (Figures
3b and 3e) also reveals similar trends with the heaviest
client-side model (position 12) taking longer processing time
to converge. In comparison, the lightest client model (position
4) takes significantly less time. This phenomenon can be
attributed to communication overhead: splitting late at position
12 requires transmitting a large, high-dimensional activation
tensor from the client, whereas the tensor from position 4
is more spatially compressed, reducing the data transmission
bottleneck in each round. Figures 3c and 3f clearly illustrate
the relationship between the split position and the client’s
computational load, measured in TFLOPs. An earlier split
at position 4 requires the least computational effort from
the client, achieving high performance with approximately 20
TFLOPs, and conversely, splitting at position 12 places the
heaviest load on the client, demanding more than 60 TFLOPs
to reach convergence. This directly confirms that offloading
more layers to the server reduces the client’s processing
requirements. From a technical standpoint, the choice of the
cut layer presents a fundamental trade-off. An early split
(e.g., position 4) is ideal for resource-constrained edge devices
with limited computational power. However, this comes at the
cost of longer processing times at the server. A later split
(e.g., position 12) accelerates training in terms of the lesser
time required by the server to complete the training process
for each client. However, it requires clients with greater
computational capacities. Therefore, the optimal cut position
is application-dependent, necessitating a balance between the
hardware capabilities of client devices and the desired training
speed.

D. Experiments with number of clients

In Figure 4, we have visualized the results for our
experiments on training the SL model on different numbers
of clients. Specifically, we have shown results for training
with client counts 2, 4, 6, 8, 12, and 16. Figures 4a, 4b,
and 4c show accuracy scores across the different client counts
with respect to epochs, average time, and total TFLOPs,
respectively. Figures 4d, 4e, and 4f show the F1-scores across

the different client counts with respect to epochs, average
time, and total TFLOPs. These figures show that increasing the
number of clients leads to faster convergence in training for
the SL framework. At the same time, the model performance
remains approximately the same with a few deviations. The
communication overhead for FL increases exponentially with
the number of participating clients due to full model weight
transmission during each round. In contrast, with SL, we only
require transmitting the activations and gradients of a partial
model, significantly lowering bandwidth requirements.

E. Numerical Validation of the Joint Optimization Framework

In Figure 5a, we plot the total latency against the maximum
power budget. As expected, increasing the transmit power
reduces communication delays. This effect is particularly
pronounced when the system prioritizes latency minimization
(w2 dominant). Figure 5b investigates the impact of maximum
CPU frequency. While higher frequencies reduce computation
time, they also incur quadratic energy penalties, reflecting
the trade-off between computational efficiency and speed.
The figure illustrates how the weighting parameter (w1, w2)
shifts the balance between these two effects. Figure 5c shows
the total energy consumption as a function of the maximum
transmit power in normalized units. The proposed allocation
strategy shows a consistently lower energy consumption
compared with the benchmark scheme, and the gap widens
for more energy-focused weight settings.

V. CONCLUSIONS AND FUTURE WORK

In this work, we proposed a split learning framework for
IoMT malware detection using image-based representations.
The framework strategically distributes computation between
edge devices and servers, achieving improved performance
in terms of accuracy, convergence speed, and computational
efficiency compared to conventional federated learning.
Experimental results demonstrate that the proposed approach
not only enhances malware detection accuracy but also reduces
client-side computation and communication overhead, making
it highly suitable for resource-constrained IoMT environments.
While the presented framework addresses critical challenges,
several avenues remain open for exploration. Future
research can extend this work by investigating transfer
learning approaches (leveraging pre-trained models to reduce
training cost on IoMT devices), vertical split learning (to
improve privacy guarantees in multi-party collaborations),
and adversarial robustness techniques (to enhance resilience
against gradient leakage and poisoning attacks). These
directions will further strengthen the applicability of split
learning for real-world IoMT security.
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