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A Knowledge Distillation-empowered Adaptive
Federated Reinforcement Learning Framework for
Multi-Domain IoT Applications Scheduling
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Abstract—The rapid proliferation of Internet of Things (IoT)
applications across heterogeneous Cloud-Edge-IoT environments
presents significant challenges in distributed scheduling opti-
mization. Existing approaches face issues, including fixed neural
network architectures that are incompatible with computational
heterogeneity, non-Independent and Identically Distributed (non-
IID) data distributions across IoT scheduling domains, and
insufficient cross-domain collaboration mechanisms. This pa-
per proposes KD-AFRL, a Knowledge Distillation-empowered
Adaptive Federated Reinforcement Learning framework that
addresses multi-domain IoT application scheduling through three
core innovations. First, we develop a resource-aware hybrid
architecture generation mechanism that creates dual-zone neural
networks enabling heterogeneous devices to participate in collab-
orative learning while maintaining optimal resource utilization.
Second, we propose a privacy-preserving environment-clustered
federated learning approach that utilizes differential privacy and
K-means clustering to address non-IID challenges and facilitate
effective collaboration among compatible domains. Third, we
introduce an environment-oriented cross-architecture knowledge
distillation mechanism that enables efficient knowledge transfer
between heterogeneous models through temperature-regulated
soft targets. Comprehensive experiments with real Cloud-Edge-
IoT infrastructure demonstrate KD-AFRL’s effectiveness using
diverse IoT applications. Results show significant improvements
over the best baseline, with 21% faster convergence and 15.7%,
10.8%, and 13.9% performance gains in completion time, en-
ergy consumption, and weighted cost, respectively. Scalability
experiments reveal that KD-AFRL achieves 3-5 times better
performance retention compared to existing solutions as the
number of domains increases.

Index Terms—Internet of Things, Edge/Cloud Computing,
Deep Reinforcement Learning, Federated Learning, Knowledge
Distillation

1 Introduction

The rapid proliferation of Internet of Things (IoT) applications
has fundamentally transformed computing paradigms, creating
unprecedented demands for intelligent resource management
in heterogeneous Cloud-Edge-IoT environments [1]. Modern
IoT deployments span multiple autonomous domains—from
smart cities and industrial automation to healthcare mon-
itoring and autonomous vehicles—each exhibiting distinct
computational capabilities, workload characteristics, and op-
erational constraints [2], [3]. These applications typically
consist of interdependent tasks forming complex Directed
Acyclic Graphs (DAGs), requiring sophisticated scheduling
strategies to optimize completion time, energy consumption,
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and operational costs while respecting dependency constraints
and resource limitations [4]. For example, in a multi-city
smart transportation collaboration scenario, traffic manage-
ment departments across different cities need to schedule
various IoT applications such as video surveillance analysis,
traffic flow prediction, and signal optimization, but each city
faces distinctly different environmental characteristics: some
cities have relatively stable traffic patterns and good network
conditions, others face highly dynamic traffic flows and un-
stable network environments, while still others need to handle
scheduling challenges under extreme weather conditions. By
leveraging multi-domain collaborative learning, cities with
diverse operational contexts can exchange and incorporate
specialized scheduling insights, leading to more resilient,
adaptive, and globally optimized IoT application performance
across heterogeneous environments.

To address these complex scheduling optimization chal-
lenges, Deep Reinforcement Learning (DRL) has emerged as a
promising solution for adaptive policy learning [5]. However,
traditional centralized DRL scheduling faces significant scal-
ability and adaptability challenges, struggling to capture the
dynamic nature of multi-domain IoT ecosystems where re-
source availability, network conditions, and workload patterns
fluctuate continuously across distributed domains [6]. These
limitations become particularly pronounced when managing
heterogeneous computational resources ranging from resource-
constrained [oT devices to high-performance cloud servers. To
overcome these limitations, distributed DRL has emerged to
improve system scalability by distributing computation across
multiple devices. However, existing distributed DRL schedul-
ing methods suffer from several fundamental deficiencies.
First, most methods employ fixed neural network architectures
that cannot adapt to computational heterogeneity, resulting in
resource mismatches across devices. Second, existing works
operate under unrealistic IID data assumptions, neglecting the
non-IID nature of real-world multi-domain deployments where
different domains exhibit distinct environmental characteristics
and workload patterns. Third, current distributed DRL methods
lack effective cross-domain collaboration mechanisms, failing
to exploit the potential for knowledge sharing between differ-
ent domains.

Federated Learning (FL) offers a compelling solution for
enabling collaborative learning across distributed domains
while preserving data locality and privacy [7]. By allowing
multiple domains to jointly train machine learning models
without sharing raw data, FL addresses privacy concerns and
reduces communication overhead associated with centralized
approaches [8]. However, applying federated learning to multi-
domain IoT scheduling introduces several fundamental chal-
lenges. First, the heterogeneity in computational capabilities
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across domains necessitates adaptive model architectures that
can scale appropriately to device constraints while maintain-
ing learning effectiveness [9]. Second, the non-IID nature
of scheduling environments across domains can significantly
degrade federated learning performance when domains with
dissimilar characteristics attempt to share model parameters
directly [10]. Third, domains with different computational
capabilities often employ architectures of varying complexity,
making direct parameter aggregation impossible and pre-
venting resource-constrained domains from benefiting from
knowledge acquired by more capable domains [11].

To address these challenges, we propose KD-AFRL, a
Knowledge Distillation-empowered Adaptive Federated Rein-
forcement Learning framework that enables effective multi-
domain IoT application scheduling. By introducing resource-
aware adaptive architecture generation, privacy-preserving
environment-clustered federated learning, and environment-
oriented cross-architecture knowledge distillation, KD-AFRL
enables heterogeneous devices, from resource-constrained IoT
devices to powerful cloud servers, to collaboratively learn
optimal scheduling policies despite non-IID data distributions
across domains, while preserving data privacy and adapting to
their computational constraints.

The main contributions of this work are fourfold:

o We design a resource-aware hybrid architecture genera-
tion mechanism that dynamically adapts model complex-
ity to each device’s computational capacity. Leveraging a
dual-zone architecture that comprises shared foundational
zones and personalized adaptation zones, the mecha-
nism preserves federated learning compatibility across
domains, enabling heterogeneous devices to participate in
collaborative learning while maximizing optimal resource
utilization.

« We propose a privacy-preserving environment-clustered
federated learning mechanism that addresses non-IID
challenges in multi-domain deployments. The mechanism
leverages K-means clustering to group domains with
similar environmental characteristics, facilitating targeted
collaboration among compatible domains while mitigat-
ing negative transfer from dissimilar environments. To
ensure data confidentiality, we incorporate e-differential
privacy throughout the clustering and federated aggrega-
tion pipeline, protecting sensitive operational information
without compromising learning effectiveness.

« We propose an environment-oriented cross-architecture
knowledge distillation mechanism that enables efficient
knowledge transfer between heterogeneous models based
on environmental similarities. Through temperature-
regulated soft targets, the mechanism allows small models
on resource-constrained devices to achieve competitive
performance compared to large models on high-end de-
vices.

e« We conduct comprehensive practical evaluation across
distributed scheduling domains with real Cloud-Edge-
IoT infrastructure, demonstrating the effectiveness and
scalability of KD-AFRL using diverse real-world IoT
applications spanning different computational character-
istics and resource requirements.

The rest of the paper is organized as follows. Section 2

reviews related work. Section 3 presents the system model and
problem formulation. Section 4 details the KD-AFRL frame-

work. Section 5 presents experimental evaluation. Section 6
concludes the paper.

2 Related Work

In this section, we review existing DRL techniques for IoT
scheduling, categorizing them into centralized and distributed
approaches, and identify research gaps through qualitative
comparison.

2.1 Centralized DRL for IoT Scheduling

Tang et al. [12] proposed RASO based on Deep Q-Network
(DQN) for collaborative task offloading in Mobile Edge Com-
puting (MEC) networks. The method employs spatial indexing
and fine-grained task recombination to minimize offloading
delay and energy consumption. Zhu et al. [13] proposed
a Proximal Policy Optimization (PPO)-based approach with
hybrid actor-critic networks for joint wireless charging and
computation offloading in wireless-powered multi-access edge
computing (WP-MEC). The objective is to maximize utility
characterized by wireless devices’ residual energy and social
relationship strength. Fan et al. [14] proposed a Softmax
Deep Double Deterministic Policy Gradients (DDPG)-based
resource orchestration scheme for vehicle collaborative net-
works. The method aims at minimizing total cost involving
latency and energy consumption. Chen et al. [15] proposed
DODQ based on DQN for cloud-edge computing environ-
ments. The approach models mobile applications as DAGs
to adaptively handle dynamic resource changes and parallel
task scheduling without presetting task priorities. Wang et
al. [16] proposed DRLIS based on PPO for IoT application
scheduling in heterogeneous edge/fog computing environ-
ments. The method optimizes response time and load balanc-
ing for DAG-based applications. Hsieh et al. [17] investigated
the task assignment problem in cooperative MEC networks,
developing and comparing Double-DQN, Policy Gradient,
and Actor-Critic algorithms for task optimization. The results
demonstrated that the Actor-Critic approach performed best
in optimizing delay under dynamic MEC environments. Zhao
et al. [18] proposed MESON based on DDPG for urban
vehicular edge computing. The scheme incorporates vehicle
mobility detection and task priority determination to minimize
average response time and energy consumption. Chi et al.
[19] proposed a scheme that combines Double Dueling DQN
(D3QN) and prioritized experience for task offloading in edge-
assisted Industrial Internet of Things (IIoT). The scheme
reduces average task cost and improves task completion rate by
enhancing action selection accuracy and convergence speed.

2.2 Distributed DRL for IoT Scheduling

Wu et al. [20] proposed a distributed DQN-based algorithm
with temporal convolution sequence network (TCSN) for
proactive caching in 6G cloud-edge collaboration computing.
The distributed approach maximizes edge hit ratio while
minimizing content access latency and traffic cost. Zhao et
al. [21] proposed ADTO, an Asynchronous Advantage Actor-
Critic (A3C)-based solution for multi-hop task offloading
in RSU-assisted Internet of Vehicles (IoV) networks. The
approach establishes mobility models and forwarding vehicle
selection mechanisms to minimize task delay. Wang et al. [6]
proposed a Transformer-enhanced Distributed DRL technique
(TF-DDRL) based on Importance Weighted Actor-Learner
Architectures (IMPALA) for scheduling heterogeneous IoT



applications in edge and cloud environments. The approach
incorporates prioritized experience replay and off-policy cor-
rection to reduce response time, energy consumption, and
monetary cost. Zhou et al. [22] proposed DRLCOSCM using
A3C algorithm for three-tier mobile cloud-edge computing.
The approach minimizes cloud service cost while meeting
delay requirements of mobile users. Zhang et al. [23] proposed
LsiA3CS based on A3C for task scheduling in IIoT. The
approach incorporates Markov game modeling and heuristic
guidance to reduce task completion times. Ju et al. [24]
proposed an A3C-based energy-efficiency secure offloading
(EESO) scheme for vehicular edge computing networks. The
approach aims at minimizing system energy consumption
while ensuring security. Liu et al. [25] proposed an A3C-
based algorithm for collaborative task computing and on-
demand resource allocation in vehicular edge computing. The
approach maximizes system utility through optimal task and
resource scheduling policy considering service migration and
available vehicle resources. Shen et al. [26] proposed AFO, an
asynchronous federated PPO-based task offloading algorithm
for dependency-aware UAV-assisted vehicular networks. The
approach enhances data diversity to minimize average task
execution delay and energy consumption.

2.3 A Qualitative Comparison

To systematically analyze the existing literature and identify
research gaps, we conduct a comprehensive qualitative com-
parison of related works presented in Table I, evaluating them
across four critical dimensions: application properties, system
properties, technique properties, and evaluation methodology.

2.3.1 Comparative Analysis Dimensions

Application Properties evaluate workload complexity through
task number and dependency. System Properties assess infras-
tructure scope including application types, computing envi-
ronments, heterogeneity, and multi-domain support. Technique
Properties analyzes algorithmic approaches (centralized vs.
distributed), DRL techniques, optimization objectives, and
adaptive architecture support. Evaluation Methodology distin-
guishes simulation-based from practical deployment evalua-
tion.

2.3.2 Research Gap Identification
Based on our systematic analysis, we identify four fundamen-
tal research gaps that existing literature fails to address:

Gap 1 - Limited Application Realism: Only 5 works
support task dependencies, and merely 2 evaluate real IoT
applications, indicating a substantial disconnect between re-
search assumptions and practical deployment requirements.
Real-world IoT applications typically exhibit complex interde-
pendencies and diverse computational characteristics that are
not captured in simplified single-task or synthetic workload
scenarios employed by most existing works.

Gap 2 - Multi-Domain Coordination: All existing works
lack multi-domain support, despite real-world IoT deploy-
ments spanning multiple autonomous domains. This design
limitation results in isolated scheduling systems, missing op-
portunities for cross-domain resource optimization and collab-
orative decision-making.

Gap 3 - Adaptive Architecture Generation: All existing
works employ fixed neural network architectures, completely
ignoring the substantial computational heterogeneity from IoT
devices to cloud servers. This architectural rigidity leads to

either severe resource underutilization on high-performance
devices or computational overload on resource-constrained
devices.

Gap 4 - Evaluation Limitations: 14 works rely solely
on simulation-based evaluation, lacking practical deployment
verification and failing to capture real-world operational com-
plexities and uncertainties.

These identified gaps collectively motivate the devel-
opment of KD-AFRL, which systematically addresses the
core challenges of heterogeneous multi-domain IoT schedul-
ing through resource-aware adaptive architecture generation,
privacy-preserving environment-clustered federated learning,
and environment-oriented cross-architecture knowledge distil-
lation.

3 System Model and Problem Formulation

This section first describes the topology of the Cloud-Edge-
IoT multi-domain computing architecture. Next, we tackle the
scheduling of IoT applications by formulating it as an opti-
mization problem, aiming at reducing application completion
time, system energy consumption, and weighted cost.

3.1 System Model

Fig. 1 depicts a hierarchical Cloud-Edge-IoT computing ar-
chitecture with distributed scheduling domains. Our system
comprises a heterogeneous computing infrastructure spanning
cloud servers, edge nodes, and IoT devices, collectively form-
ing a continuous computing environment.
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Fig. 1: The hierarchical Cloud-Edge-IoT computing architec-

ture with distributed scheduling domains.

in Red)

The computing infrastructure consists of |[A| servers, de-
fined as N = {MNi]1 < k < |N]|}. To account for
server heterogeneity, each server N}, is characterized by spe-
cific resource capabilities, including available CPU frequency
Freq(N};) measured in MHz and available memory Ram(Nj,)
measured in GB. The network connectivity between servers is
defined by propagation time Pa;, a5, (ms) and data transmis-
sion rate By, a7, (b/s).

A distinguishing feature of our system model is the distri-
bution of scheduling responsibility across multiple domains.
We define a set of schedulers S = {S,,|1 < m < |S|}, where
each scheduler S, operates in a distinct environment with
unique characteristics. Each scheduler S, is responsible for
managing a subset of computational resources N;, C A and
handling workloads within its domain. These domains may
be geographically distributed, administratively separated, or
functionally specialized, each exhibiting unique environmental
dynamics that influence scheduling decisions.

Within each distributed domain, we consider a set of IoT



TABLE I: A qualitative comparison of

our work with existing related works

Application Properties System Properties Technique Properties
Work IoT Device Layer Edge/Cloud Layer . . Main O ation Objectives Resource-aware Evaluation
Task Number | D Multi-Domain
Real Applications | Request Type | Computing Environment | Heterogeneity Type Algorithm Time | Energy | Multi Objective | Adaptive Architecture
Tang et al. [12] Multiple | Tndependent © Homogeneous Edge Heterogeneous x DQN v v v x Simulation
Zhu et al. [13] Single Independent o Homogencous Edge Homogencous x PPO x v v x Simulation
Fan et al. [14] Single Independent C Homogeneous Edge Heterogeneous X DDPG v v v X Simulation
Chen etal. [15] |  Multiple Dependent © Heterogeneous Edge and Cloud Heterogeneous x DON v x x x Simulation
Wang et al. [16] Multiple Dependent ° Heterogeneous Edge and Cloud Heterogeneous x Centralized PPO v x v x Practical
Hsich et al. [17] Single Independent « Heterogeneous Edge and Cloud Heterogencous x Actor-Critic v x x x Simulation
Zhao et al. [18] Multiple Dependent © Heterogeneous Edge Heterogeneous x DDPG v v v x Simulation
Chi et al. [19] Single Independent o Homogeneous Edge Homogeneous x DON v v v x Simulation
Wu et al. [20] Single Independent o Homogeneous Edge and Cloud Homogeneous x DON v x v x Simulation
Zhao et al. [21] Single Independent o Homogeneous Edge and Cloud Homogencous x A3C v x x x Simulation
Wang et al. [6] Multiple Dependent ° Heterogencous Edge and Cloud Heterogencous x IMPALA v v v x Practical
Zhou et al. [22] Single Independent o Homogeneous Edge and Cloud Homogencous x A3C v x v x Simulation
Zhang et al. 23] Single Independent [ Heterogeneous Edge and Cloud Heterogeneous x Distributed A3C v X X X Simulation
Ju et al. [24] Single Independent © Heterogeneous Edge Heterogeneous x A3C x v x x Simulation
Liu et al. [25] Single Independent © Homogencous Edge Homogencous x A3C v x x x Simulation
Shen et al. [26] Multiple Dependent © Heterogeneous Edge and Cloud Heterogeneous x PO+ v v v x Simulation
Fed Learning
KD-AFRL Multiple | Dependent . Heterogencous | Edge and Cloud | Heterogencous v AdorCrde+ -, v v Practical
Fed Learning + KD
@: Real IoT Application and Deployment, ©: lated ToT Application, O: Random

applications A = {A4;|1 < i < |A|} that require execution
across the available resources. Each application .A; consists of
multiple interdependent tasks denoted as A; = {AJ|1 < j <
|Ai|}. As illustrated in Fig. 1, each application is modeled as a
DAG, where vertices V; = Af represent individual tasks, and
edges &; i represent data dependencies between tasks V; and
Vi, indicating that successor tasks can only begin execution
after their predecessors complete. The critical path, denoted as
CP(A;) and highlighted in red, represents the path with the
highest cumulative cost from entry to exit tasks.

3.2 Problem Formulation

With multiple scheduling domains managing different subsets
of resources, the scheduling process is distributed across
various schedulers. For each task Aﬁ , we define its scheduling
configuration as a tuple:

Cg:(N/WSnL)a k'E{l,,VV“}, mE{l,...,IS‘},
ey
where N, denotes the server assigned to execute the task,
and S, represents the scheduler responsible for making this
assignment. This configuration must satisfy the domain con-
straint: N, € N,,, ensuring that schedulers only allocate
resources within their authority.
The scheduling configuration C; for the application A;
encompasses all task-level configurations and is defined as:

G ={C/|11 <j < |A}, )

where |.4;| represents the total number of tasks in application

i

The execution model for applications preserves the depen-
dency constraints represented in the DAG structure. Each task
cannot begin execution until all its predecessor tasks complete.
We use PR(A?) to denote the set of predecessor tasks of task
A’ and use CP(A!) to indicate whether task A7 is located
on the critical path of the application A4;.

3.2.1 Application Completion Time Model

Given the scheduling configuration Cf = (Nk,Sm) for task
A, we define the task completion time model TCT'(C;) com-
prising two primary components: the communication latency

model T (C7) and the processing duration model T7%(C/):
TCT(Cl) = T(C]) + T(C)). 3)

The communication latency model T' Cl(Cf ) represents the
maximum time required for data dependencies to be satisfied
before task execution:

L i 1
T(C]) = max T ., @)
AbepPR(Al)  “%
where Tgi ci indicates the time needed to transfer data from

the server executing predecessor task AP to the server execut-
ing task A]. This time depends on both the data transfer time
Tg,f ¢ and the network propagation time Px;, n; between the
respective servers:
dt . .
T _ Tc,.’“, ot Prnin,  if servers differ,
ckel ’ .
i i if same server,
where A, and N}, are the servers in configurations Cf and Cf
respectively. The data transfer time Tg{f ci is calculated as:
(AT
g Dverar ) (©6)
ked — T @3
Cl ’C;] B/\/’l ka ’
where DV (A7) denotes the data volume for task A7

transmitted from the server in configuration CY to the server in
configuration C/, and B, u;, represents the data transmission
rate between these servers. 4
The processing duration model TP%(C/) defines the time
required to execute task .47 on the assigned server and is
calculated as: ,
J
rr(cly = COUL) 9
= Freq(Ni)
where CC(A]) denotes the computational complexity (in
required CPU cycles) for executing task A7 and Freq(Nj)
represents the CPU frequency of the assigned server A, in
configuration C;.
The completion time CT'(C;) for the entire application A;



is expressed as:
A .
Z (TCT(C)) x CP(AY)), (8)

where CP(A?) is the critical path indicator: 1 if task A7 is
on the critical path of application A;, and 0 otherwise.

For each  scheduler S,,, let Asg, =
{A;]A; is assigned to S,,} denote the set of applications
assigned to that scheduler. The global optimization objective
is to minimize the sum of application completion times across

all scheduling domains:
S|

mCinZ > cT(c), )

m=1A; E.Asm

where C represents the collective scheduling decisions across
all domains.

3.2.2 System Energy Consumption Model

The energy consumption function F(-) characterizes the total
energy required to execute applications across heterogeneous
computing resources in a distributed environment. For a task
A] with scheduling configuration C] = (N}, S, ), the total
energy consumption E (CJ) consists of two components: the
processing energy Epd(Cj) consumed during task execution,
and the communication energy E”"(CJ ) consumed when
transmitting data to successor tasks:

E(C]) = E*(C]) + (E°™(C]) x ED(A])),

where ED(A?) is a binary indicator: 0 if A} is a terminal
task with no successors, and 1 otherwise.

The processing energy model 7% (C}) quantifies the energy
consumed by the server when executing the task:

Er(c]) = TP(C]) x PP (NG, (11)

where Tpd(Cf) is the processing duration obtained from the
completion time model, and PP?(N}) represents the power
consumption rate of server NV, during computation.

The communication energy model E<"(C/) accounts for the
energy expended when transmitting output data to the servers
hosting successor tasks:

Z DVC{,C% (-AZ)

, B
AleSU(A7) NNy

(10)

E(C]) = X P (N) X 6 (N, Ny),
(12)
where:
o SU(A!) denotes the set of successor tasks of task .47
e Ct = (N,,8,) is the scheduling configuration of a
successor task A!
o DVei i (A]) represents the volume of data transmitted
o B, N, is the data transmission rate between servers
o P°"(N}) denotes the power consumption rate of server
N, during data transmission
o 0(Ny,N,) is a binary indicator: 0 if A} and N, are the
same server, and 1 otherwise
The transmission power P<"*(N}) can be modeled as a
constant value for each server type or as a dynamic parameter
that varies based on network conditions and transmission load.
The total energy consumption E(C;) for executing applica-

tion A; is calculated by summing the energy consumption of
all constituent tasks:

[Ail

)=>_B(C)
j=1

For each scheduler S,,, the global energy optimization
objective is to minimize the sum of application energy con-
sumption across all scheduling domains:

13)

S|
minz Z E(C,), (14)
¢ m=1A;eAs,,

where C represents the collective scheduling decisions across
all domains.

3.2.3 Weighted Cost Model

To address the multi-objective nature of scheduling in dis-
tributed environments, we define a weighted cost model that
balances application completion time and system energy con-
sumption. For each application A; with scheduling configura-
tion C;, the weighted cost model J(C;) is defined as:

N CT(C;) — CcT™™" E(C;) — E™™
J(Ci) = qtcost X CTmaw — OTmin +(1—acost) X Fmaz _ EWEZ{;)’

where CT™™ and CT™%* represent the minimum and maxi-
mum achievable completion times, E™in apd prmo represent
the minimum and maximum achievable energy consumption
values, and aos¢ € [0, 1] is the weight parameter that controls
the trade-off between completion time and energy efficiency.
Normalization is necessary because completion time and en-
ergy consumption typically have different scales and units.

From a system-wide perspective, the global weighted cost
optimization objective is to minimize the sum of weighted
costs across all scheduling domains:

i
min » Y J(C) (16)
¢ m=1A;eAs,,

This optimization problem is subject to the following con-
straints:

st. Cl: [{Ng|Wi, Sm) =Cl} =1, V¢l €¢; a7
Cc2: DVC,C C](.A ) Bn,,ny, >0, YN, N €N,

VA € A;
C3: Freq(Ng), Ram(Ny) > 0, VN, e N
Ca: > 3T Ram(A]) x SO(AL,N)
Ai€Asm, AleA,;

(18)
19)

< Ram(Ny), VN € Npp,¥VSm € S (20)
C5: TCT(AF) > TCT(A)) +Tg§ Ck,VAg' € PR(A¥) @1
C6: 0< acost <1 (22)

Constraint C'1 ensures that each task is assigned to exactly
one server. C'2 specifies that data volume and bandwidth must
be positive for all task communications. C'3 defines lower
bounds for server resources (CPU frequency and RAM). C4
ensures that every server has sufficient RAM to process all
tasks scheduled on it, where SO(A],N},) equals 1 if task
Af is scheduled on server A}, and 0 otherwise. C'5 enforces
precedence constraints, ensuring that a task can only start after
its predecessors complete and the necessary data is transferred.
Finally, C'6 restricts the weight parameter to values between



0 and 1.

This optimization problem presents significant challenges
due to its non-convex nature, time-varying constraints, and
heterogeneous multi-domain environment. Traditional opti-
mization methods and heuristic algorithms struggle with these
complexities, particularly when adapting to dynamic resource
availability and handling cross-domain interactions [27]. DRL
offers a promising alternative by adapting to changing con-
ditions without requiring complete system knowledge. This
approach allows us to formulate scheduling as a sequential
decision process that naturally balances immediate and long-
term performance goals.

3.3 Deep Reinforcement Learning Formulation

To solve the complex multi-domain scheduling optimization
problem, we formulate it as a DRL problem where each
scheduler S,,, learns an optimal scheduling policy through
interactions with its environment. We model this as a Markov
Decision Process (MDP) defined by the tuple (S, A, P, R,~),
where S represents the state space, A is the action space, P
denotes the state transition probability function that determines
how the system state evolves after executing an action, defined
as P(st+1|5t,at) = PT’[St+1 = 5t+1|5t = St7At = at], R is
the reward function, and v € [0, 1] is the discount factor.
3.3.1 State Space

In the multi-domain scheduling environment, the state obser-
vation for scheduler S,, at time step ¢ is defined as a triplet:

st = {SR", AT,",QT"}, (23)
where:

o SR = {sri,sry,...,s7|x,, |} represents the current
status of all servers in domain m, with each sr; includ-
ing CPU utilization, CPU frequency, available memory,
network load, server type identifier (cloud, edge, or 1oT),
and bandwidth.

o AT™ ={aty,ats, ..., aty } describes attributes of the cur-
rent task to be scheduled, including task ID, application
ID, required CPU cycles, memory requirements, and data
dependencies (predecessor tasks PR(A?) and successor
tasks SU(A?)).

o QT = {qt1, qta, ..., qtq} captures the task queue status,
including waiting tasks, execution status of predecessor
tasks, and scheduling locations of configured tasks.

3.3.2 Action Space
For each scheduler S,,, the action at time step ¢ is defined as:

al* = {ng|nx € Np»}. (24)

This action represents the decision to schedule the current
task on server my within domain m. The action space is
discrete with cardinality equal to the number of available
servers in the domain.

3.3.3 Reward Function

The reward function directly connects to our optimization
objective, providing feedback on scheduling decision quality.
For scheduler S,,, the reward at time step ¢ is:

m {—J (Ci)
ry =
penalty

Here, J(C;) is the weighted cost model from Eq. 15,
and the negative sign converts our minimization problem

if task execution succeeds,
. . : (25)
if task execution fails.

into a reward maximization problem. The penalty for failed
executions encourages the agent to avoid decisions that lead
to task failures.

3.3.4 Policy and Objective
The agent’s policy function defines the probability of selecting
action a when observing state s:

w(als) = Pr[A; = a|S; = s]. (26)

The ultimate goal of each scheduler S, is to learn a
policy 7, that maximizes the expected cumulative discounted
reward:

t=0
This DRL formulation transforms our complex optimiza-
tion problem into an iterative learning process. However,
the multi-domain nature introduces several challenges. First,
heterogeneity in resource characteristics and workload patterns
leads to significantly different state distributions across do-
mains. Second, the non-IID data across domains makes direct
policy sharing ineffective. Third, domain-specific constraints
and varying computational capabilities necessitate adaptable
model architectures. In the following section, we introduce our
Knowledge Distillation-empowered Adaptive Federated Rein-
forcement Learning (KD-AFRL) framework, which addresses
these challenges while enabling collaborative learning across
domains.

4 KD-AFRL Framework

The KD-AFRL framework addresses challenges in multi-
domain scheduling by combining federated learning with
knowledge distillation techniques.

The KD-AFRL framework operates across M scheduling
domains {S1, S, ..., Sy}, where each domain S,,, possesses
different computational resources N,,, and workload charac-
teristics. The framework addresses several key challenges in
multi-domain reinforcement learning through three principal
mechanisms:

o Resource-Aware Hybrid Model Architecture Gener-
ation addresses device heterogeneity by adapting DRL
model complexity to match the computational capabili-
ties of each domain’s devices, enabling participation in
federated learning regardless of resource constraints.

o Privacy-Preserving Environment-Clustered Federated
Learning enhances federated learning by identifying sim-
ilar domains through differentially-private environmental
features, addressing the non-IID challenges in distributed
environments.

o Environment-Oriented Cross-Architecture Knowledge
Distillation complements the federated framework by en-
abling knowledge transfer between heterogeneous models
based on environmental similarities, allowing resource-
constrained devices to benefit from complex models
without sharing raw data.

These mechanisms operate synergistically within an itera-

tive learning paradigm, blending distributed experience collec-
tion with coordinated federated optimization.

T = arg mﬂaXE lz fytr;”|ﬂ'm1 . 27

4.1 Resource-Aware Hybrid Architecture Generation

To address device heterogeneity across domains while
enabling collaborative learning, KD-AFRL incorporates a



resource-aware model architecture generation mechanism that
creates hybrid neural network structures combining standard-
ized shared foundational zones with personalized adaptation
zones, as shown in Fig. 2.

MECHANISM I: RESOURCE-AWARE HYBRID ARCHITECTURE GENERATION

Domain S1 Domain S2 Domain Sy

Computational Capability
Assess:

Computational Capability Computational Capability
Ass Ass

= b e (S5
4

Dual-Zone Architecture

Fig. 2: Resource-aware hybrid architecture generation mecha-
nism showing computational capability assessment and dual-
zone architecture design across heterogeneous domains.

4.1.1 Multi-Dimensional Computational Capability As-
sessment

To enable precise and adaptive tailoring of model architec-

tures, we quantify each scheduler’s computational capability

through a comprehensive resource profiling mechanism. For a

scheduler in domain S,,, its capability is represented by the

vector H,, € R*:

Hy, = [ inv ;na""h;cn]Ta (28)
where each dimension corresponds to a critical computational
resource, such as CPU cores, CPU frequency (GHz), memory
capacity (MB), and network bandwidth (Mbps).

To reflect real-time resource availability, we incorporate
dynamic utilization effects:

A = ;- AL (1 = By - util!).

Here, «; is a weight coefficient for resource ¢,
denotes the scheduler’s inherent capability, 3; is a sensitivity
factor capturing the impact of utilization (set to O if the
resource dimension does not have an associated utilization
metric), and util]" is the current utilization ratio. This for-
mulation ensures that as resource utilization increases, the ef-
fective capacity diminishes proportionally, capturing transient
resource constraints in dynamic environments.

We compute a scheduler’s comprehensive capability score
via a standardized non-linear aggregation:

k m
ﬁm:Zwi~a<w>,
i=1 i

where o (-) is the sigmoid function, y; and o; are the mean and
standard deviation of resource ¢ across all schedulers, and w;
denotes its importance weight. This standardization ensures
fair cross-resource comparison, while the sigmoid mapping
provides robustness to outliers and maintains sensitivity across
diverse resource scales.

(29)

m,static
hi

(30)

4.1.2 Dual-Zone Architecture Design

To enable federated learning while accommodating resource
heterogeneity, each domain’s model is partitioned into a dual-
zone structure with shared foundational zones (participating

in federated aggregation) and personalized adaptation zones
(retained locally):

O = {077, 057} (31)
The shared foundational zone §3"97¢d s selected from Kgcp,
predefined architecture types to ensure federated aggregation
compatibility, while the personalized adaptation zone 6P¢"*
is tailored to exploit remaining computational resources for
domain-specific optimization.
Shared Foundational Zone Selection: Based on the ca-
pability score H,,, domain m is assigned to one of K,.p
predefined shared architecture types using a capability-based

mapping:

Typem = min (l—ﬁm ' Karch] ’ Karch) . (32)

This mapping function divides the normalized capability
range [0,1] into K,.., equal intervals, where each inter-
val corresponds to a specific shared architecture type. The
ceiling function [-] ensures integer type assignment, while
the min(-, K¢, ) operation prevents exceeding the maximum
type number. For example, with Ky, = 3 types and a
capability score H,,, = 0.7, the assignment becomes Type,, =
min([0.7x 3], 3) = min([2.1],3) = min(3,3) = 3, assigning
the domain to the most complex shared architecture type.

Personalized Adaptation Zone Design: The personalized
adaptation zone leverages the domain’s computational capa-
bility to provide domain-specific optimization. The zone’s
architecture scales proportionally with the capability score:

depth,pers __ &
emep VPETS — I_dmin + Qarch * Hm . (dmax

- dmin)—|> (33)

ayur)bidth,pers = [wmin + Qaren - I:Im . (wmax - wmin)]; (34)
where @dePth:pers represents the number of layers in the
personalized zone, §214h-Pers denotes the number of neurons
per layer, duin, dmax> Wiin, and W,y define the architectural
parameter ranges, and ag-c, € [0, 1] is a scaling factor that
controls the personalized zone’s complexity relative to the
domain’s total computational capacity.

The detailed procedure for resource-aware hybrid architec-
ture generation is outlined in Algorithm 1. The algorithm
first assesses each domain’s computational capability through
multi-dimensional resource profiling, then assigns appropriate
shared architecture types based on capability scores, and
finally designs personalized adaptation zones scaled according
to available computational resources. This ensures optimal
resource utilization while maintaining federated learning com-
patibility.

4.2 Privacy-Preserving Environment-Clustered Feder-
ated Learning

Traditional federated learning assumes that all participat-
ing domains share similar data distributions, which rarely
holds in practice for multi-domain IoT scheduling environ-
ments. Different scheduling domains often exhibit distinct
workload patterns, resource characteristics, and environmen-
tal dynamics, leading to significant performance degradation
when directly applying conventional federated averaging. To
address this challenge, KD-AFRL incorporates a privacy-



Algorithm 1: Resource-Aware Hybrid Architecture
Generation

1 Input: Resource capabilities { Hpm, } %:1, architecture parameters
Karc}w dmina dmax, Wmin, Wmax, Scaling factor o

Output: Final hybrid architectures {0y, }»/_, with type assignments

Initialization:

Initialize predefined shared architectures {Gzh‘lmd}ng{“” and
parameter ranges

5 Compute resource statistics p; and o; across all schedulers for each

resource dimension

[FINNY

IS

6 Architecture Generation:
7 for each scheduler m = 1,2,..., M do
8 Calculate normalized capability score Hy,
9 Assign shared architecture type:
Type,,, = mm( ’VHm : Ka'r'ch—l ) Karch)
10 Select corresponding shared foundational zone:
gshared — gshared
"f Typer, . . .
11 Design personalized adaptation zone using capability-based
scaling:
12 egspth,pe'rs = ’—dmin +a- Hm . (dmax - dmin)-‘
13 Q%zdth,pers = [wmin +a-Hp- (wmax - wminﬂ
14 Set final architecture: 0, = {93Pared gheT1
15 end for

16 return Final hybrid architectures {Gm}%:l with type assignments

preserving environment-clustered federated learning mecha-
nism that identifies similar scheduling domains while pro-
tecting sensitive operational information, and coordinates the
training of hybrid dual-zone architectures, as shown in Fig. 3.

4.2.1 Privacy-Preserving Environment Feature Modeling
To enable meaningful similarity assessment across scheduling
domains, we extract comprehensive environment features that
capture the operational characteristics of each domain. For
scheduler S,,,, the environment feature vector F,, € R? is
constructed from two key dimensions:

Resource Characteristics: These features capture the com-
putational landscape of domain m, including the mean and
variance of CPU and memory utilization, inter-server commu-
nication bandwidth, and energy consumption (average power
per computational unit).

Workload Patterns: These metrics characterize application
workload dynamics, including the ratio of average task count
to application count, standard deviation of completion times,
average task arrival rate, and average dependency ratio in DAG
structures.

To protect sensitive operational information while enabling

collaborative learning, we implement a differential privacy
mechanism by adding calibrated noise to the environment
features:
where &, ~ £(0,1/€) is zero-mean Laplace noise calibrated
to ensure e-differential privacy, with e controlling the privacy
level (smaller e provides stronger privacy protection).
4.2.2 Environment Clustering and Similarity Assessment
Given  the  privacy-preserving environment features
{Fi,Fay..., Fpr} from all participating domains, the
central server performs K-means clustering to identify groups
of similar scheduling environments. The similarity between
domains is measured using Euclidean distance:

dij = ||Fi = Fjlo- (36)

This partitions the domains into U clusters {C4,Cs,...,Cy }.
Despite the added Laplace noise for privacy protection, the

MECHANISM II: PRIVACY-PRESERVING ENVIRONMENT-CLUSTERED FEDERATED LEARNING

Domain S1 Domain S2 Domain Sy

Unified Local Training: Unified Local Training:
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i i i 8 i i Privacy-Preserving Environment
Feature Modeling Feature Modeling. Feature Modeling
Differentially Private Differentially Private Differentially Private
Environment Features: Environment Features: Environment Features:
F=Fita F=Fatbs Far=Far+ém
i Clustering and Similari based on K-means:
dij = ||Fi = Fill2

Cluster Cy.

Fig. 3: Privacy-preserving environment-clustered federated
learning mechanism illustrating unified local training, differ-
ential privacy protection, environment clustering, and shared
zone aggregation.

Cluster C1 Cluster C2

Shared Zone

clustering remains effective as the noise has zero mean and
gets averaged out during the iterative process.

To handle the dynamic nature of scheduling environments,
we implement a drift-based adaptation mechanism. We peri-
odically compute the drift for each domain:

Drift(") = ||F(r) — Flr=an),. 37)

When the maximum drift across all domains exceeds the
threshold:

max Drift") > 74,444, (38)

we trigger re-clustering to ensure that domains with substan-
tially changed environments are appropriately reassigned to
better-matching clusters.

4.2.3 Dual-Zone Coordinated Learning Strategy

Based on the clustering results and the hybrid dual-zone
architectures, we design a coordinated learning strategy that
combines unified local training with shared zone federated ag-
gregation. During local training, both shared and personalized
zones are optimized using domain-specific data, while only
shared zones participate in cross-domain knowledge sharing
through federated aggregation.

Unified Local Training: During local training phases, each
domain performs gradient updates on the complete dual-zone
model using local data. This ensures that both shared and
personalized zones are optimized jointly while maintaining
model coherence:

o:,erl - 0:;%,6 - nmv9m£local (9%6)7 (39)
where 6):°

¢ represents the complete model parameters for
domain m at round r and local epoch e, 7, is the learning rate
for domain m, and L;,.q; is the local loss function computed
on domain m’s data using the complete dual-zone model.
Shared Zone Federated Aggregation: After local training,
only the shared foundational zones 65'7¢? participate in
federated aggregation, grouped by their architecture types.
Domains with the same shared architecture type (determined
by Type,,) can directly aggregate their learned parameters
through weighted averaging.
For domain m belonging to environmental cluster C}, the
similarity weight with respect to any other domain n is



computed as:

d2
exp | =552
J

d2
Bred - €Xp | — 532

global

if Type,, = Type,, and n € Cj,

Wmn =

) if Type,, = Type,, and n ¢ C},
if Type,, # Type,,,,
(40)
where o7 is the intra-cluster variance within cluster C, 05,4
is the global variance across all domains, and S.q € [0,1] is
a cross-cluster damping factor that reduces the influence of
domains from different environmental clusters. The variance
terms U? and O-_global serve as adaptive scaling factors that
normalize distances relative to their respective typical scales
(intra-cluster and global), ensuring appropriate weight calibra-
tion across different cluster densities and domain distributions.
This weight assignment ensures that: (1) only domains with
identical shared architecture types can participate in parameter
aggregation; (2) domains within the same environmental clus-
ter have higher influence on each other; and (3) cross-cluster
knowledge sharing is maintained but appropriately dampened
to prevent interference from dissimilar environments.
The aggregated shared zone parameters @5Peredm+1 for
domain m at round r + 1 are computed as:

M shared,r
D =1 @mn - 05

M
2n=1 Wnn

The detailed procedure for the privacy-preserving
environment-clustered federated learning is outlined in
Algorithm 2. The algorithm first performs environment
clustering with differential privacy protection, then alternates
between local training (where both zones learn from local data)
and federated aggregation for shared zones (with similarity-
weighted parameter averaging based on environmental
compatibility). This approach enables collaborative learning
among similar domains while preserving domain-specific
adaptations and protecting sensitive operational information.

efriuzrcd,r—&-l _ (41)

4.3 Environment-Oriented Cross-Architecture Knowl-
edge Distillation

While privacy-preserving environmental clustering federated
learning enables collaboration among domains with identical
shared architecture types, domains with different architecture
types cannot directly participate in parameter aggregation due
to structural incompatibility, preventing resource-constrained
domains from benefiting from knowledge gained by more
capable domains. To address this challenge, KD-AFRL in-
troduces an environment-oriented cross-architecture knowl-
edge distillation mechanism that enables knowledge trans-
fer between domains with heterogeneous model architectures
while considering environmental similarities, as shown in
Fig. 4. This mechanism enables effective knowledge transfer
between models with heterogeneous architectures, allowing
small models on resource-constrained devices to achieve near-
comparable performance to larger models.

4.3.1 Top-K Teacher-Student Architecture Pairing Strat-
egy

The knowledge distillation process operates through teacher-

student relationships, where domains with more complex ar-

chitectures (teachers) transfer knowledge to domains with sim-

pler architectures (students). Given K., predefined shared

architecture types ranked by complexity, we establish a Top-

Algorithm 2: Privacy-Preserving Environment-
Clustered Federated Learning

1 Input: Environment features {Fp, %:1, hybrid architectures

{Gm}i‘;{:l, privacy budget e, number of clusters U, drift threshold
Tdrift
2 Output: Cluster assignments {C', }
{9sha'red Q%ZLETS}M 1
m ) m=
3 Initial Environment Clustering:
4 for each domain m = 1,2,..., M do in parallel

U

1> trained models

5 Extract environment features ff,? )

6 Generate privacy-preserving features: ]:'T(,? ) = ]-',(,? ) +E&m
where &m ~ £(0,1/¢)

7 Send .7}7(,? ) to central server

8 end forpar

9 Perform K-means clustering on {.7:'7(,? )} to obtain initial clusters
{Culi_,

10 Dynamic Dual-Zone Federated Learning:

1 for communication round r = 1,2, ..., R do

12 for each domain m do in parallel

13 for local epoch e = 1,2, ..., Ejycq; do

14 \ Update complete model: 0., < 0m — 1m Vo, Liocal

15 end for

16 end forpar

17 if r mod Ty.q = O then

18 Environment Drift Detection and Re-clustering:
19 for each domain m do in parallel
20 Extract current environment features ]-'7(,:)
21 Generate privacy-preserving features:
) = F) 4 m

22 Send .7:7(; ) to central server
23 end forpar
24 for each domain m do

. . ~ ~(r—Tfe
25 ‘ Compute drift: Drift]) = HJ-'T(;) — .FT(,: s d)||2
26 end for
27 if max,, Driftgp > Tarife then

28 Update clusters: Perform K-means clustering on

{ﬁ 5,3)} to obtain updated {Cu}g: L

29 end if

30 Federated Aggregation:

31 for each domain m do in parallel

32 ‘ Send locally-trained 03727 to central server

33 end forpar

34 for each domain m do

35 Compute similarity weights wq,n using current
clusters {C }

36 Aggregate shared parameters:

gshared,r

M
esha'red,r+1 2 n=1Wmn0)
m - M
S mn

37 end for

38 Send aggregated
39 end if

40 end for

41 return Final cluster assignments {Cy }
{eshared grersyM
m yYm

m=1

gehared,r+1 back to each domain m

U

w=1> trained models

K teacher-student pairing strategy.

For a domain S,,, with architecture type Type,,,, its potential
teacher set 7, includes all domains with higher complexity
architecture types in the same or similar environmental clus-
ters:

T = {n | Type,, > Type,,,, EnvComp(m,n) > Teny}, (42)

where EnvComp(m, n) denotes the environmental compatibil-
ity between domains m and n:

2
EnvComp(m,n) = exp [ ——— |,
2ngobal

(43)



MECHANISM III: ENVIRONMENT-ORIENTED CROSS-ARCHITECTURE
KNOWLEDGE DISTILLATION
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Domain S1 Domain Sy
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Fig. 4: Environment-oriented cross-architecture knowledge
distillation mechanism demonstrating Top-K teacher-student
pairing and multi-teacher distillation process.

and Ten, € [0,1] is a threshold parameter controlling the
minimum environmental similarity required for teacher-student
pairing.

The server automatically establishes distillation pairing re-
lationships based on model architecture complexity. Based on
complexity ranking, each student model selects the Top-K
models with higher complexity as its teacher set. The teacher
selection strategy is defined as:

Tnslelected (44)

= TOpK (7;VL7 K) .
4.3.2 Soft Target Knowledge Distillation Mechanism
The core challenge of cross-architecture knowledge distillation
lies in transferring strategic knowledge between models with
different structural configurations. We design a soft target-
based dual-level knowledge distillation method that achieves
cross-architecture knowledge transfer through the transmission
of policy distributions and value estimates.
Temperature-Regulated Soft Target Generation: To cap-
ture the complete decision knowledge of teacher models, we
employ temperature regulation techniques to generate soft
targets. For a given state s;, the teacher model’s raw Q-
value output is Qeqcher(St, a). By introducing a temperature
parameter Tyemp, We convert these Q-values into a softened
probability distribution:

eXp(Qt@ach@r (St, a)/Ttemp)
Ea’ cA eXp(Qteacher(st; a/)/Ttemi)S

ﬂ-tseolfcthw (a’|5t; Ttemp) =

The temperature parameter 7ye,, controls the smoothness
of the distribution and the granularity of knowledge trans-
fer: when Tyemp > 1, the probability distribution becomes
more smooth, reducing the dominance of optimal actions and
enabling the student model to learn the teacher’s relative
preferences for suboptimal actions, which helps transfer richer
decision knowledge; when 7., = 1, it degrades to the
standard softmax distribution.

Policy Knowledge Distillation: The student model learns
the policy distribution by minimizing the Kullback-Leibler

divergence with the teacher’s soft targets:

policy __ soft .
’CKD - EStNDsf,udenf, |:DKL (ﬂ—teach,er (a’|st7 Ttemp) (46)

|| T student (a|st; Ttemp))i| X T)?emp»

where the Tthmp term is a gradient compensation factor to
maintain consistent loss scaling across different temperature
values.

Value Function Knowledge Transfer: In addition to policy
distributions, value functions contain important estimation
information about long-term rewards. The value function dis-
tillation loss is defined as:

Evalue = EStNDstudent (‘/teacher(st) - Vstudent(st))2i| .
(47)
Adaptive Distillation Loss Balancing: To balance the con-
tributions of policy distillation and value function distillation,
the complete distillation loss function for student domains is:

Evalue’ (48)

where a5 € [0, 1] is a balancing parameter.

polzcy
Laistin = Qaistitt - Ly p ° + (1 — qgistan) -

4.3.3 Environmental Compatibility-Oriented  Multi-
Teacher Distillation Strategy

Considering the environmental differences between different

domains, we design an environmental compatibility-based

multi-teacher distillation strategy.

Teacher Weight Assignment: Considering the environ-
mental differences between different domains, we design an
environmental compatibility-based teacher weight assignment
strategy. For student model m, the weight of its i-th teacher
is based on environmental similarity:

EnvComp(m, teacher;)

(49)

w; = 5 .
> j—1 EnvComp(m, teacher;)

This design ensures that teachers with similar environments
receive higher weights, as knowledge from teacher models
in similar environments is more easily transferred to student
models.

Training Episode Allocation: The distillation training
episodes for different teachers are adaptively allocated based
on their environmental compatibility:

E; = Epase - (1 + Baistin - EnvComp(m, teacher;)), (50)

where FEjp,se i the base training episodes and [g;s¢y; 1S an
adjustment parameter. This design ensures that teachers with
similar environments receive more training episodes.
Multi-Teacher Loss Aggregation: Based on environmental
compatibility weights, the total distillation loss is:

E wj - ‘Cdzstzlh

where L, ..., is the dlStll]athl’l loss from the ¢-th teacher.
The complete cross-architecture knowledge distillation pro-
cess is outlined in Algorithm 3. The algorithm first establishes
teacher-student pairings based on architecture complexity and
environmental compatibility, then performs multi-teacher dis-

dz still __
total

(S



tillation where each student learns from multiple teachers
with weights and training episodes allocated according to
environmental similarity. This ensures that students prioritize
learning from teachers in similar environments while still
benefiting from diverse architectural knowledge.

Algorithm 3:  Environment-Oriented  Cross-

Architecture Knowledge Distillation

1 Input: Domains with architectures {6, }2_,, architecture types

{Typem}%:l, environmental compatibility threshold Tenq,
number of teachers K, base temperature Ttemp, adjustment
parameter Sg;st41;, balancing parameter ovg; st

2 Output: Enhanced models {6, }M_, through knowledge distillation

3 Initialize Top-K Teacher-Student Pairing:

4 Sort by model architecture complexity in descending order:
{m1,ma,...,mu}

s for each student model mj, j =2 to M do

6 Tm; = {mli < j,EnvComp(my, m;) > Tenov}

7| Taclected = TopK(Ton, , K)

8 end for

9 Multi-Teacher Knowledge Distillation Training:

10 for each distillation round r = 1,2, ..., Rx p do

11 for each student model m; do in parallel
12 for each teacher m; € T,ffjle“ed, i=110 k do
13 Set training episodes:
E; = Epgse - (1 + Baistin - EnvComp(m,m;))
s EnvComp(m,m;)
14 Compute teacher weight: w; = S, EnvComp(m, .m1)
15 for training episode e = 1 to E; do
. . _soft .
16 Obtain teacher targets: ﬂteachw(a\s, Ttemp)s
‘/teacher(s) L X
: sctillati . ppolicy,i _
17 Compute polfl;:y distillation loss: L7, =
so 2
Dkr (Wteachsr I Tstudent) X Tiemp
18 Compute value distillation loss:
value,i __ 2
KD - teacher — Vstudent
c Vicacher — Vstudentll
1 . K j—
19 Compute smglelyeac_her loss: LY, in = e
poticy,t value,i
agistitt - Lo + (1 — aqistan) - L3p
20 Accumulate weighted loss:
distill | _ .. . i
Liotal += Wi L
21 end for
22 end for
23 Update student model:
estudent <~ Hstudent - nstudentvﬂstudcnt ?;fé?”
24 end forpar
25 end for

M

26 return Enhanced models {0m }i_,

5 Performance Evaluation

This section introduces the experimental setup, hyperparame-
ter tuning configurations, and comprehensive experiments to
evaluate KD-AFRL performance.

5.1 Experiment Setup

This subsection describes the distributed multi-domain exper-
imental environment, [oT application workloads, and baseline
techniques.

5.1.1 Practical Experiment Environment

To evaluate the effectiveness of KD-AFRL in realistic het-
erogeneous multi-domain environments, we establish a dis-
tributed experimental infrastructure consisting of 10 indepen-
dent scheduling domains across different geographical loca-
tions and infrastructure providers, as shown in Fig. 5. Each
domain operates as an autonomous entity with an independent
scheduler responsible for resource management and workload
scheduling, containing various combinations of cloud servers,
edge servers, and IoT devices to form a heterogeneous Cloud-
Edge-IoT computing environment.

/ Domain 1
Cloud

Servers

Scheduer 1

E-Oa E—sl 44444

“Application Set 1

oo J

Fig. 5: KD-AFRL experimental environment
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At the Cloud layer, we deploy instances from different
cloud service providers, including Nectar Cloud instances
(AMD EPYC processors, configurations ranging from 2 cores
@2.0GHz 8GB RAM to 32 cores @2.0GHz 128GB RAM),
AWS Cloud instances (Intel Xeon processors, configurations
ranging from 1 core @2.4GHz 1GB RAM to 16 cores
@2.5GHz 64GB RAM), and Microsoft Azure Cloud instances
(Intel Xeon processors, configurations ranging from 1 core
@2.3GHz 1GB RAM to 24 cores @2.4GHz 96GB RAM).
At the Edge layer, we configure various edge computing
devices, including devices based on M1 Pro processors (8
cores, 16GB RAM), devices equipped with Intel Core i7
processors (8 cores @2.3GHz, 16GB RAM), Intel Core 19
processors (8 cores @2.5GHz, 32GB RAM), and Intel Core
i5 processors (6 cores @2.8GHz, 8GB RAM) with different
configurations. At the IoT layer, we deploy Raspberry Pi
devices (Pi OS, Broadcom BCM2837 quad-core @1.2GHz,
1GB RAM), virtual machines and Docker containers equipped
with webcams and IP cameras.

The network connections exhibit realistic latency and band-
width variations, reflecting real-world deployment scenarios.
The latency between IoT devices and edge nodes ranges from
1-6ms with bandwidth of 10-25 MB/s. Network characteristics
between IoT devices and cloud nodes vary by cloud service
provider: latency with Nectar cloud servers ranges from 6-
12ms with bandwidth of 14-20MB/s; latency with AWS cloud
servers ranges from 15-25ms with bandwidth of 15-22MB/s;
latency with Microsoft Azure cloud servers ranges from 7-
15ms with bandwidth of 15-21MB/s. Communication latency
between edge nodes and cloud nodes ranges from 6-25ms
with bandwidth of 15-22MB/s. For energy monitoring, we
use the eco2AT [28] to implement accurate real-time power
measurement. In Equation 15, we set the weight parameter
Qeost 10 0.5 to balance response time and energy consumption
optimization objectives.

5.1.2 IoT Application Workloads
To rigorously evaluate KD-AFRL under diverse computational
conditions, we construct a heterogeneous IoT workload suite
that reflects real-world deployments:

o AudioAmplitudeMonitor: real-time amplitude tracking
implemented with 1ibrosa [29]; workload scaled by
analysis-window length.

o TextSentimentAnalysis: sentiment inference on text using



TextBlob [30] and NLTK [31]; workload scaled by text-
block size.

o SpeechRecognition: speech-to-text inference combining
torchaudio [32] and a lightweight Transformer de-
coder; workload scaled by audio-chunk length.

e DataCompressionService: lossless compression with
z1ib [33]/gzip [34]; workload scaled by file size and
compression level.

o ImageProcessor: batch image filtering and resizing using
PIL [35] and OpenCV [36]; workload scaled by batch
size.

e HealthTracker: activity recognition via
TensorFlow Lite [37], [38] pose estimation;
workload scaled by sampling rate and model capacity.

e FaceDetection: face detection on streaming video with
OpenCV [36] and MediaPipe [39]; workload scaled
by frame resolution and detection frequency.

o ColorTracking: HSV-based colour tracking for AR over-
lays using OpenCV [36]; workload scaled by frame rate
and tracking-window size.

o FaceAndEyeDetection: cascaded face-and-eye detection
with landmark refinement using OpenCV [36] and d1ib
[40]; workload scaled by input resolution and cascade
depth.

o VideoOCR: video text spotting (detection + recognition)
with EasyOCR [41] and OpenCV [36]; workload scaled
by clip length and model precision.

By systematically sweeping each application’s dominant
parameters (e.g., window length, batch size, model precision),
we generate diverse IoT applications that span the full spec-
trum of resource footprints—covering I/O-bound, CPU-bound,
memory-intensive, GPU-accelerated, and network-constrained
characteristics—thereby exercising KD-AFRL across realistic
deployment scenarios.

5.1.3 Baseline Techniques

We implement KD-AFRL and all baseline techniques on
the ReinFog platform [42] to ensure consistent experimental
conditions. ReinFog is a modular platform for DRL-based
resource management that supports both centralized and dis-
tributed techniques. To comprehensively evaluate the effective-
ness of KD-AFRL, we adapt four representative state-of-the-
art techniques to our multi-domain Cloud-Edge-IoT computing
environment:

e AFO: The adapted version of the technique proposed in
[26]. This technique employs federated DRL for task
offloading. We adapted it by modifying its architec-
ture and resource allocation models to operate in our
heterogeneous Cloud-Edge-IoT computing environments.
Additionally, we revised its reward function to align with
our optimization objectives.

o TF-DDRL: The extended version of the technique pro-
posed in [6]. This technique employs Transformer-
enhanced distributed DRL based on IMPALA for IoT
application scheduling in heterogeneous edge and cloud
computing environments. We extended its architecture to
support multi-domain scheduling scenarios.

o ADTO: The adapted version of the technique proposed
in [21]. This technique employs A3C to solve the task
offloading problem. We adapted its architecture to suit our
multi-domain Cloud-Edge-IoT task scheduling problem.
We also updated its reward function to align with our op-

timization objectives. Additionally, as A3C is commonly
used in current literature ([22], [23], [24], [25]), ADTO
provides a representative benchmark for evaluating A3C-
based solutions.

o DRLIS: The extended version of the technique proposed
in [16]. This technique employs a centralized DRL agent
based on PPO for IoT application scheduling. We ex-
tended its reward function to align with our optimization
objectives. As PPO is a policy gradient (PG) algorithm
with superior training stability and sample efficiency [43],
and given that PG algorithms are commonly used in
current literature ([13], [14], [17], [18]), DRLIS provides
a representative benchmark for evaluating PG-based so-
lutions.

5.2 Hyperparameter Configuration

We conducted systematic hyperparameter tuning using grid
search with cross-validation for each domain. Learning rates
and discount factors are optimized per scheduler. Table II sum-
marizes the key hyperparameter settings. Baseline methods use
identical tuning procedures.

TABLE II: The key hyperparameters setting for KD-AFRL

Parameter Value Par Value
Learning Rate [0.0001, 0.01] | Privacy Budget € 1.0
Discount Factor y [0.8, 0.99] Drift Threshold 7g,;f¢ 0.1
Architecture Types Koren, 8 Environmental Threshold 7erny 0.6
Network Layers [2, 10] Temperature Ttemp 3.0
Neurons per Layer [16, 512] Top-K Teachers K 3
Cost Weight aveost 0.5 Balancing Parameter og;s¢in1 0.7

5.3 Experimental Results and Analysis

The following subsections systematically analyze convergence
performance, federated learning and knowledge distillation
contributions, adaptive architecture effectiveness, and frame-
work scalability.

5.3.1 Convergence Performance Analysis

To evaluate the learning efficiency and convergence charac-
teristics of KD-AFRL, we design the experiment comprising
training and evaluation phases. The training phase employs
a dedicated set of training applications for policy learning
and parameter updates, while the evaluation phase freezes the
learning process and evaluates the generalization performance
of trained policies using a completely different set of evalua-
tion applications. This design ensures genuine assessment of
generalization capabilities on unseen applications. To ensure
fair comparison, all techniques are evaluated under identical
conditions. The reported results represent the metrics averaged
across all 10 scheduling domains.

Experimental results demonstrate KD-AFRL’s superiority in
both training efficiency and evaluation effectiveness. During
the training phase (Fig. 6), KD-AFRL achieves optimal con-
vergence within 70-80 iterations, approximately 21% faster
than TF-DDRL and AFO (90-100 iterations), while DRLIS
and ADTO fail to converge within 100 iterations. In the
evaluation phase (Fig. 7), KD-AFRL not only maintains stable
performance on unseen applications but also outperforms
the best baseline (TF-DDRL) by 15.7%, 10.8%, and 13.9%
in completion time, energy consumption, and weighted cost
respectively, while all baseline techniques exhibit significant
performance fluctuations and degradation. This superior per-
formance stems from the synergistic effects of our three core
mechanisms: adaptive architectures that prevent computational
mismatches, environment clustering that ensures compatible
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Fig. 7: Convergence performance analysis during evaluation phase

domains share knowledge, and cross-architecture distillation
that enables resource-constrained devices to learn from more
capable ones.

5.3.2 Federated Learning and Knowledge Distillation
Analysis

To evaluate individual contributions of federated learning and
knowledge distillation, we compare four learning strategies:
No FL - No KD (local-training only), FL - No KD (federated
only), FL - Basic KD (federated with basic distillation),
and FL - Complete KD (federated with environment-oriented
distillation). As shown in Fig. 8, FL - Complete KD achieves
fastest convergence (80 iterations), outperforming FL - Basic
KD (90 iterations), FL. - No KD (100 iterations), and No FL
- No KD (non-convergent). During evaluation, transitioning
from local-only to federated learning reduces cost from 0.5 to
0.33 (34% improvement), basic distillation further reduces it to
0.28, while complete distillation achieves optimal performance
at 0.27. These results demonstrate that combining feder-
ated learning with environment-oriented knowledge distillation
yields a 46% overall improvement (from 0.5 to 0.27), where
federated learning enables collaboration among compatible
domains while knowledge distillation extends this benefit to
heterogeneous models.

To further demonstrate the effectiveness of cross-
architecture knowledge distillation in bridging the perfor-
mance gap between heterogeneous models, we analyze the
performance differences between small models (2-4 layers
with up to 32 neurons per layer) and large models (8-10
layers with up to 512 neurons per layer) under the FL
- Complete KD strategy. As illustrated in Fig. 9, despite
significant architectural disparities, the knowledge distillation
mechanism successfully enables small models on resource-
constrained devices to achieve an average weighted cost of
0.283, closely approaching the 0.261 achieved by large models
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Fig. 8: Performance comparison of different learning strategies
during training and evaluation phases
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on high-end devices. This represents 92.2% relative efficiency,
demonstrating that small models can effectively learn from and
approximate the decision-making capabilities of their more
complex counterparts.
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5.3.3 Adaptive Architecture Analysis

To evaluate the effectiveness of the adaptive architecture gener-
ation mechanism, we conduct experiments in a heterogeneous
distributed environment with multiple device types. Each
scheduler is required to handle various types of applications
with different computational demands. We deploy schedulers
across three categories of heterogeneous devices, with multiple
instances configured for each category: low-end devices (1-
2 cores and 1-2 GB RAM), medium devices (4-8 cores and
8-16GB RAM), and high-end devices (8-32 cores and 32-
128GB RAM). For comparison, we evaluate three approaches:
(1) Fixed Small Model - a lightweight architecture with 2
hidden layers of 32 neurons deployed uniformly across all
devices, (2) Fixed Large Model - a complex architecture with
8 hidden layers of 512 neurons deployed uniformly across all
devices, and (3) Adaptive Model - our proposed approach that
automatically adjusts architecture complexity based on device
capabilities.

The training and evaluation phase results demonstrate the
superior stability and convergence characteristics of the adap-
tive model. As shown in Fig. 10, during training, the adaptive
model achieves rapid convergence within approximately 80
iterations, while the fixed small model requires around 100
iterations, and the fixed large model crashes at iteration 37
due to resource constraints. During the evaluation phase, the
adaptive model maintains stable optimal performance levels
at around 0.27. In contrast, the fixed small model exhibits
significant performance oscillations, with its weighted cost
fluctuating between around 0.31 and 0.35.

We also examine the resource utilization patterns to further
evaluate the effectiveness of the adaptive model. Fig. 11 shows
the adaptive model achieves balanced resource utilization
across all device types (CPU: 66-68%, RAM: 62-66%), while
the fixed small model severely underutilizes resources on
medium and high-end devices (CPU: 19-29%, RAM: 16-
24%), and the fixed large model causes excessive consumption
on low-end devices (CPU: 97%, RAM: 92%), leading to
system failure. These results demonstrate that our adaptive
architecture generation mechanism effectively balances com-
putational demands and available resources in heterogeneous
environments.

5.3.4 Framework Scalability Analysis

To evaluate the scalability of KD-AFRL, we design a dynamic
expansion experiment that incrementally increases the number
of domains from 10 to 30. As shown in Fig. 12, KD-AFRL
demonstrates superior scalability compared to all baseline
methods across different domain sizes. When the number of
domains increases from 10 to 30, KD-AFRL maintains the
lowest average weighted cost, increasing from approximately
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0.25 to 0.27, representing only an 8% performance degrada-
tion. In contrast, the baseline techniques show significantly
steeper performance decline: AFO increases from 0.27 to
0.38 (41% degradation), TF-DDRL from 0.27 to 0.36 (33%
degradation), ADTO from 0.45 to 0.55 (22% degradation), and
DRLIS from 0.44 to 0.59 (34% degradation). This demon-
strates that KD-AFRL exhibits 3-5 times better performance
retention compared to existing methods as the system scales.

The superior scalability of KD-AFRL stems from the com-
plementary effects of federated learning and environment-
oriented knowledge distillation, enabling new domains to
quickly learn from existing experienced domains without
starting from scratch. This scalability advantage is crucial for
practical deployments where IoT systems continuously expand
with new domains joining.

6 Conclusions and Future Work

In this paper, we propose KD-AFRL, a Knowledge
Distillation-empowered Adaptive Federated Reinforcement
Learning framework for multi-domain IoT application
scheduling. The framework addresses existing limitations
through three core innovations: resource-aware hybrid
architecture generation, privacy-preserving environment-
clustered federated learning, and environment-oriented
cross-architecture  knowledge distillation. ~Experimental
evaluation demonstrates KD-AFRL achieves 21% faster
convergence and performance improvements of 15.7%,
10.8%, and 13.9% in completion time, energy consumption,
and weighted cost respectively, compared to the best baseline.
Scalability experiments demonstrate that KD-AFRL achieves
3-5 times better performance retention compared to existing
solutions as domains scale.



Future research directions include developing intelligent
temperature regulation mechanisms for dynamic knowledge
distillation optimization, exploring advanced privacy pro-
tection mechanisms such as homomorphic encryption and
blockchain-based trust systems, and investigating automated
neural architecture search techniques for dual-zone design
optimization.
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