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Chapter 1| Introduction

Computing is being transformed to a model consisting of services that are commoditised and
delivered in a manner similar to utilities such as water, electricity, gas, and telephony. In

such a model, users access services based on their requirements regakelss of where they are
hosted. Several computing paradigms such asGrid computing have promised to deliver this

utility computing vision. Cloud computing is the most recent emerging paradigm promising

to turn the vision of "computing utilities" into a reality.

Cloud computing is a technological advancement that focuses onthe way in which we
design computing systems, develop applications, and leverage existing services for building
software. It is based on the concept of dynamic provisioning which is applied not only to
services, but also to compute capability, storage, networking, and IT (Information
Technology) infrastructure in general. Resources are made available through the Internet and
offered on a pay-perusebasis from Cloud computing vendors. Today, anyone with a credit
card can aubscribe to Cloud services and deploy and configure servers for an application in
hours, growing and shrinking the infrastructure serving its application according to the
demand, and paying only for the time these resources have been used.

This chapter provides a brief overview of the Cloud computing phenomenon, by presenting
its vision, discussing its core features, and tracking the technological developments that has
made it possible. The chapter also introduces some of its key technologies, as well as sane
insights into developments of Cloud computing environments .

1.1 Cloud Computing at a Glance

In 1969, Leonard Kleinrock, one of the chief scientists of the original Advanced Research
Projects Agency Network (ARPANET) which seeded the Internet, said:



0 A s nawf computer networks are still in their infancy, but as they grow up and become
sophisticated, we will probably see the spreai ofo mp ut e r which, iikke présene edeGtric
and telephone utilities, will service individual homes and officesacrtbss country. 6

This vision of computing utilities based on a service provisioning model anticipated the

massive transformation of the entire computing industry in the 21st century whereby

computing services will be readily available on demand, like other u tility services such as

water, electricity, telephone, and gas avail abl e i n todayos soci et
(consumers) need to pay providers only when they access the computing services. In

addition, consumers no longer need to invest heavily or encounter difficulties in building

and maintaining complex IT infrastructure.

In such a model, users access services based on their requirements without regard to where

the services are hosted. This model has been referred to as utility computing, or recently

(since 2007)as Cloud computing. The latter term often denotes the infrastructure as a
0Clouddé from which businesses and users can acc:¢
in the world on demand. Hence, Cloud computing can be classified as a new paradigm for

the dynamic provisioning of computing services supported by state -of-the-art data centers

employing virtualisation technologies for consolidation and effective utilization of resources.

Cloud computing allows renting infrastructure, runtime environm ents, and services on pay
per-use basis. This principle finds several practical applications, and then gives different
images of Cloud computing to different people. Chief information and technology officers of
large enterprises see opportunities for scaling on demand their infrastructure and size it
according to their business needs. End users leveragingCloud computing services can access
their documents and data at anytime, anywhere, and from any device connected to the
Internet. Many other points of view exist . One of the most diffused views of Cloud
computing can be summarized as follows:

ol dondt care where my servers are, who manag
where myapplications are hosted. | just want them always available and access them from any

device connected through Internet. And | am willing to pay for this service for as a long as |

need iit.o

The concept expressed above has strong similarities with the way we make use of other
services such as waterand electricity. In other words, Cloud computing turns IT services into
utilities. Such a delivery model is made possible by the effective composition of several
technologies, which have reached the appropriate maturity level. Web 2.Qtechnologies play a
central role in making Cloud computing an attractive opportunity for building computing

1 An interesting perspective on how Cloud Computing evocates different things to different people, can be found
in a series of interviews made by Rob Boothby, vice president and platform evangelist of Joyent, at the Web 2.0
Expo in May 2007. CEOs,  Os, founders of IT companies, and IT analysts were interviewed and all of them gave
their personal perception of the phenomenon, which at that time was starting to spread. The video of the
interview can be found on YouTube at the following link: http://www.youtub e.com/watch?v=6PNuQHUIV3Q.
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systems. They have transformed the Internet into a rich application and service delivery
platform, mature enough to serve compl ex needs.Serviceorientationallows Cloud computing
to deliver its capabilities with familiar abstractions while virtualization confers Cloud
computing the necessary degree of customization, control, and flexibility for building

production and enterprise systems.

Besides being an extremely flexible environment for building new systems and applications,
Cloud computing also provides an opportunity for integrating additional capacity, or new
features, into existing systems. The use of dynamically provisioned IT resources constitutes a
more attractive opportunity than buying additional infrastructure and software, whose
sizing can be difficult to estimate and needs are limited in time. This is one of the most
important advantages of Cloud computing, which made it a popular phenomenon. With the
wide deployment of Cloud computing systems, the foundation technologies and systems
enabling them are getting consolidated and standardized. This is a fundamental step in the
realization of the long term vision for Cloud computing, which provides an open
environment where computing, storage, and other services are traded as computing utilities.

1.1.1 The Vision of Cloud Computing

Cloud computing allows anyone having a credit card to provision virtual hardware, runtime
environments, and services. These are used for as long as needed and no upfront
commitments are required. The entire stack of a computing system is transformed into a
collection of utilities, which can be provisioned and composed together to deploy systems in
hours, rather than days, and with virtually no mainten ance costs. This opportunity, initially
met with skepticism, has now become a practice across severabpplication domains and
business sectors(see Figure 1.1) The demand has fasttracked the technical development and
enriched the set of services offered, which have also become more sophisticated and cheaper.

Despite its evolution, the usage of Cloud computing is often limited to a single service at
time or, more commonly, a set of related services offered by the same vendor. The lack of
effective standardization efforts made it difficult to move hosted services from one vendor to
another. The long term vision of Cloud computing is that IT servicesare traded as utilities in
an open market without technological and legal barriers. In this Cloud marketplace, Cloud
service providers and consumers, trading Cloud services asutilities , play a central role.

Many of the technological elements contributing to this vision already exist. Different
stakeholders leverage Cloud s for a variety of services. The needfor ubiquitous storage and
compute power on demand is the most common reason to consider Cloud computing. A
scalable runtime for applications is an attractive option for application and system
developers that do not have infrastructure or cannot afford any further expansion of existing
one. The capability of Web-based access todocuments and their processing using
sophisticated applications is one the appealing factors for end-users.
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Figure 1.1. Cloud Computing Vision

In all these cases, the discovery of such services is mostly done by human intervention: a
person (or a team of people) looks over the Internet to identify offering s that meet his or her
needs. In a near future, we imagine that it will be possible to find the solution that matches
our needs by simply entering our request in a global digital market that trades Cloud
computing services. The existence of such market will enable the autanation of the discovery
process and its integration into existing software systems, thus allowing users to
transparently leverage Cloud resourcesin their applications and systems. The existence of a
global platform for trading Cloud services will also help service providers to become more
visible and therefore to potentially increase their revenue. A global Cloud market also
reduces the barriers between service consumers and providers: it is no longer necessary to
belong to only one of these two categories For example a Cloud provider might become
consumer of a competitor service in order to fulfill its promises to customers.

These are all possibilities that are introduced with the establishment of a global Cloud
computing market place and by defining effective standard for the unified representation of

Cloud services as well as the ineraction among different Cloud technologies. A considerable
shift towards Cloud computing has already been registered and its rapid adoption facilitates
its consolidation. Moreover, by concentrating the core capabilities of Cloud computing into
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large datacenters, it is possible to reduceor remove the need for any technical infrastructure
on the service consumer side. This approach povides opportunities for optimizing
datacenter facilities and fully utilizing their capabilities to serve multiple users. This
consolidation model will reduce the waste of energy and of carbon emission, thus
contributing to a greener IT on one end and increase the revenue on the other end.

1.1.2 Defining a Cloud

Cloud computing has become a popular buzzword and it has been widely used to refer to
different technologies, services, and concepts. It is often associated with virtualized
infrastructure or hardware on demand, utility computing, IT outsourcing, platform and
software as a service, and many other things that now are the focus of the IT industry. Figure
1.2depicts the plethora of different notions one portrays when defining Cloud computing .

oA

investments

— P
Quality of Service
,»/> ¢

£

Security
Cloud

Computing?

Figure 1.2. Cloud Computing Technologies, Concepts, and Ideas.

The term Cloud has historically been used in the telecommunication industry as an
abstraction of the network in system diagrams. It then became the symbol of the most
popular computer network: Internet. This meaning also applies to Cloud computing, which

refers to an Internet-centric way of doing computing. Internet plays a fundamental role in

Cloud computing since it represents either the medium or the platform through which many

Cloud computing services are delivered and made accessible. This aspect is sb reflected
into the definition given by Armbrust et al. [28]:
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0Cl oud computing refers to both the applicati

the fardware and system software in the datacenters that provide those s@rvices

This definition describes Cloud computing as a phenomenontouching on the entire stack:
from the underlying hardware to the high level software services and applications. It
intr oduces the concept ofeverything as a serviceostly referred as XaaS, where the different
components of a system can be delivered,measured and consequently priced, as a service: IT
infrastructure, development platforms, databases, and so onThis new approach significantly
influences not only the way in which we build software, but also the way in which we
deploy it, make it accessible, design our IT infrastructure, and even the way in which
companies allocate the costs for IT needs.The approach fostered by Cloud computing is
global: it covers both the needs of a single userhosting documents in the Cloud and the ones
of a CIO deciding to deploy part of or the entire IT infrastructure in public Cloud. This
notion of multiple parties using shar ed Cloud computing environment is highlighted in a
definition proposed by American NIST (National Institute of Standards and Technology):

0Cloud computing is a model for enabling ubiquitous, convenientiemnand network access

to a shared pool of configurabbtemputing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction.

Another important aspect of Cloud computing is its utility orie nted approach. More than any
other trend in distributed computing, Cloud computing focuses on delivering services with a
given pricing model ; in most of the cases a
online storage, to rent virtual hardwar e, or to use development platforms and pay only for
their effective usage, with no or minimal upfront costs. All these operations can be
performed and billed simply by entering the credit card details and accessing the exposed
services through a web browser. This helps us to provide a different and more practical
characterization of Cloud computing . According to Reese[29], we can define three criteria to
discrimina te whether a service is delivered in the Cloud computing style:

1 The service is accessible via a web browser (norproprietary) or web services API.
1 Zero capital expenditure is necessary to get started.
1 You pay only for what you use as you use it.

Even though many Cloud computing services are freely available for single users, enterprise
class services are delivered according a specific pricing scheme. In this case users subscribe to
the service and establish with the service provider a Service Level Agreement (SLA) defining
guality of service parameters under which the service is delivered. The utility oriented nature

of Cloud computing is clearly expressed by Buyya et al.[30] :

2XaaSis an acronym standing for X-asaServicewhere the X letter can be replaced by everything: S for software P
for platform | for insfrastructure H for hardware D for databaseand so on.
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0A Cloud i S a type of parall el and di stri bt
interconnected and virtualized computers that are dynamically provisioned and presented as

one or more unified computing resources based on sésvaleagreements established
through negotiation between the service provid

1.1.3 A Closer Look

Cloud computing is helping enterprises, governments, public and private institutions, as
well as research organizations shape more effective and demand diven computing systems.
Access to, as well as integration of,Cloud computing resources and systems are now as easy
as performing a credit card transaction over the Internet. Practical examples of such systems
exist across all market segments:

9 Large enterpses can offload some of their activitiesCloud based system®ecently, the
New York Times has converted its digital library about past editions into a web
friendly format. This required a considerable amount of computing power for a short
period of time. By renting Amazon EC2 and S3Cloud resources it perform ed this task
in 36 hours, and relinquish ed these resources without any additional costs.

9 Small enterprises and stadps can affia to translate into business results their ideas more
quickly without excessive upfront costsimoto is a company that creates videos out of
images, music, and video fragments submitted by users. The process involves a
considerable amount of storage and backend processing required for producing the
video, which is finally made available to the user. Animoto does not own a single
server and bases its computing infrastructure entirely on Amazon Web Services, which
is sized on demand according to the overall workload to be processed. Such workload
can vary a lot and require instant scalability 3. Upfront investment is clearly not an
effective solution and Cloud computing systems becomean appropriate alternative.

1 System developers can concentrate on thimésslogic rather than dealing with the complexity
of infrastructure management and scalabilityttle Fluffy Toys is a company in London
that has developed a widget providing users with information about nearby rental
bicycle services. The company hasmanaged to back the widgetds
Google AppEngine and be on market in only one week.

1 End users can have their documents accessible from everywhere and anypplad€loud
is a service that allows users to have their documents stored inthe Cloud and access
them from any device they connect to it. This makes it possible taking a picture with a
smart phone, going back home and editing the same picture on your laptop, and
having it shown updated on their tablet. This process is completely transparent to the
users who do not have to set up cables and connect these devices with each other.

3 It has been reported that Animoto, in one single week, scaled from 70 to 8500 servers because of the user
demand.
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How all of this is made possible? The same concept of IT services on demarfd whether they
are computing power, storage, or runtime environments for applicat ionsfi on a pay-as-you-
go basis accommalates these four different scenarios. Cloud computing does not only
contribute with the opportunity of easily accessing IT services on demand, but also
introduces a new thinking about IT services and resources should be perceived: as utilities. A
bird eye view of Cloud computing environment is shown in Figure 1. 3.
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Figure 13.A Birdodés Eye View of Cloud Computing

The three major models for deployment and accessibility of Cloud computing environments

are: public Clouds, private/enterprise Cloud, and hybrid Clouds (see Figure 1.4). Public

Cloudsare the most common deployment models in which necessary IT infrastructure (e.g.,

virtualized Data Center) is established by a 3d party service provider who make sit available

to any consumer on subscription basis. Such Clouds are appealing to users as they allow

them to quickly leverage compute, storage, and application services In this environement,

u s e datand applications are deployed on Cloud Data centerson t he vendords pre

Large organizations, owning massive computing infrastructures, can still benefit from Cloud

computing by replicating the Cloud IT service delivery model in -house. This has given birth

to the concept of private Cloud, as opposed to the term public Cloud In 2010, the U.S. federal
government, one of the worl doés | argest consumer ¢
than 10000 systems, hasstarted a Cloud computing initiative aimed at providing the

government agencies with a more efficient use of their computing facilities. The use of
Cloud-based in house solutions is also driven by the need of keeping confidential

information withintheor gani zati onds premi ses. | nasdbanksut i ons
with high security, privacy, and regulatory concerns prefer to build and use their own

private or enterprise Clouds.
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Whenever private Cloud resources are unable to meet usersquality -of-service requirements

such the deadline, hybrid computing systems, partially composed by public Cloud resources

and privately owned infrastructures, are createdt o serve the organisation
often referred as hybrid Clouds, which are becoming a common way to start exploring the

possibilities offered by Cloud computing by many stakeholders.

Public/Internet Private/Enterprise Hybrid/Inter

Clouds Clouds (] Clouds
S—_ = ~—

* 3rd party,
multi-tenant Cloud
infrastructure
& services:

* Mixed usage of
private and public
Clouds: Leasing public
cloud services

* A public Cloudnodel
within 02 Y LJ
own DataCenter/
infrastructure for
internal and/or
partners use.

when private cloud
capacity is
insufficient

* available on
subscriptionbasis to all.

Figure 1.4. Major deployment models for Cloud computing .

1.1.4 Cloud Computing Reference Model

A funda mental characteristic of Cloud computing is the capability of delivering on demand a

variety of IT services, which are quite diverse from each other. This variety creates a different

perception of what Cloud computing is among users. Despite this, it is possible to classify

Cloud computing services offerings into three major categories: Infrastructure-asa-Service

(laaS) Platformasa-Service (PaaS) and Softwareasa-Service (SaaS) These categories are

related to each other as described inFigure 1.5, which provides an organic view of Cloud

computing. We refer to this diagram aso0 Cl oud Comput i ngandRwe fvikuseince Mo d
throughout the book to explain the technologies and introduce the relevant research on this
phenomenon. The model organizes the wide range of Cloud computing services into a

layered view that walks the computing stack from bottom to top.

At the base of the stack,Infrastructure-asa-Servicesolutions deliver infrastructure on demand

in the form of virtual hardware storage and networking Virtual hardware is utilized to

provide compute on demand in the form of virtual machines instances. These are created on

usersdr equ e st on the providerds infrastructure and
configure the software stack installed in the virtual machine. The pricing model is usually

defined in terms of dollars per hours, where the hourly cost is influenced by the
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