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The latest craze in the IT (Information Tech-
nology) sector is Cloud Computing. Some
call it the new frontier. The Wild West is here,
bringing with it opportunities for new com-
panies. Conferences on this topic are already
in their second or third year. Companies in
this space are attracting venture capital funds
even during the Global Financial Crisis. IDC
estimates the market size for Cloud Comput-
ing to be at USD $42 Billion by 2012, with an
annual growth rate of 27%. Extending this to
2020, the market size for Cloud Computing
stands at an astronomical $284 Billion. With
the growing shift in application software
development from PC to Data Centres and
Clouds, we expect that this opportunity will
increase even higher. With these projections,
so many vendors and service providers have
got into the game and so much press activity
has taken place. Gartner’s 2009 IT Hype Cy-
cle for Emerging Technologies, released this
July, places “Cloud Computing” at the peak
of the “hype cycle”. The lead adopter phase is
over and a period of uncertainty, innovation
and consolidation has begun as companies
find practical uses for Cloud Computing.

Cloud computing is often called the 5th
Utility [2]. Utilities such as water, gas, and
electricity are fundamental in our daily life
and are exploited on a pay per use basis. The
existing infrastructures deliver these services
almost anywhere and anytime. The usage of
these utilities is charged, according to differ-
ent policies, to the end user. The same idea of
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utility is applied to computing and a consist-
ent shift towards this approach is seen with
the proliferation of Cloud Computing.

Cloud Computing promises to deliver on-
demand IT resources on a pay-per-use basis
by dynamically growing or shrinking the
virtualized resources and providing them as
a service to the users over the internet. This
is aimed at a global market with massive de-
mands in real time, ranging from the end us-
ers that host their personal documents on the
Internet, to enterprises outsourcing their en-
tire IT infrastructure to external data centres.
The approach of Cloud Computing makes
the notion of IT as a fifth utility a reality: not
only computing and storage resources are
delivered on demand but the entire stack of
computing is offloaded to the Cloud.

CIOs should ask: how does Cloud Comput-
ing help my organization? Can this new com-
moditized infrastructure give me a competi-
tive advantage in delivering services or does
it provide new flexibility? Many of the advan-
tages of Cloud Computing are a culmination
of advantages derived from the multiple tech-
nologies that drive it — such as Grids, Clus-
ters, Virtualization, Utility (e.g. pay-per-use),
Service Oriented Architecture and Quality of
Service needs.
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Some of the most famous names in Cloud
Computing are giants such as IBM, Microsoft,
Google and Sun Microsystems (now part of
Oracle). In addition, a number of IT vendors,
including HP, Dell, EMC (VMWare), Cisco,
Citrix, RedHat, AT&T, Unisys, Oracle, and
small to mid-size start-ups have made prod-
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Figure 1: Cloud Computing layered architecture

uct and service announcements addressing
the Cloud Computing space. Even Amazon,
the bookseller, opened up its datacentres for
business by selling compute and storage “on-
demand” and includes this new service as one
of its best revenue growth areas.

What is Cloud Computing and who are the
teams playing in this space?

The CEO of Microsoft, Steve Balmer, report-
edly told a reporter in New York in March
2009, “Anything that has been a server needs
to be a service.” His statement is a good sum-
mary of Microsoft’s Azure strategy, but only
partly covers the definition of Cloud Comput-
ing. A new framework race is on that allows
enterprises to manage based on the demand
based commodity infrastructure. The frame-
work needs to make it easy to manage, pro-
vision, monitor, secure and change resources
when needed or based on pre-determined
service levels that match the applications.

Cloud Computing Reference Model

Cloud Computing is a type of parallel and
distributed system consisting of a collection of
interconnected and virtualized computers that
are dynamically provisioned and presented
as one or more unified computing resources
based on a service-level agreement [1].

Accordingto this definition, Cloud Computing
refers to the practice of delivering software
and infrastructure as a service on a “pay as
you go” basis.

Figure 1 illustrates the layered architecture of
the Cloud Computing. Generally, the Cloud
architecture defines 4 distinct layers from
physical hardware to end user applications.
Physical resources including spare desktop
machines, clusters and datacentres form the
lowest level of the stack, on top of which the
virtual infrastructure is deployed. Infrastruc-
ture supporting large scale Cloud deploy-
ments are more likely datacentres hosting
hundreds or thousands of machines, while
small scale, in house Clouds provide a more



heterogeneous scenario where the idle CPU
cycles of spare desktop machines are used to
leverage the compute workload. This level
provides the “horse power” of the Cloud.

The physical infrastructure is managed by the
core middleware layer whose objective is to
provide an appropriate run time environment
for applications and to maximize the use of
the physical resources. In order to provide
advanced services, such as application iso-
lation, quality of service, and sandboxing,
the core middleware rely on virtualization
technologies. Among the different solutions
for virtualization, hardware level virtualiza-
tion and programming language level vir-
tualization are the most popular. Hardware
level virtualization guarantees complete iso-
lation of applications and a fine partitioning
of the physical resources, such as memory
and CPU, by means of virtual machines. Pro-
gramming level virtualization provides sand-
boxing and managed execution for applica-
tions developed with a specific technology or
programming language. On top of this, the
core middleware provides a wide set of serv-
ices that assist service providers in delivering
a professional and commercial service to end
users. These services include: negotiation
of the quality of service, admission control,
execution management, monitoring, account-
ing, and billing.

Together with the physical infrastructure the
core middleware represents the platform on
top of which the applications are deployed in
the Cloud. It is very rare to have direct ac-
cess to this layer. More commonly, the serv-
ices delivered by the core middleware are ac-
cessed through a user level middleware. This
provides environments and tools simplifying
the development and the deployment of ap-
plications in the Cloud: web 2.0 interfaces,
command line tools, libraries, and program-
ming languages. The user level middleware
constitutes the access point of applications to
the Cloud.

The Cloud Computing model introduces sev-
eral benefits for applications and enterprises.
The adaptive management of the Cloud al-
lows applications to scale on demand accord-
ing to their needs: applications dynamically
acquire more resource to host their services
to handle peak workloads and release when
the load decreases. Enterprises do not have to
build for the peak capacity anymore, but they
instead provision as many resources as they
need, for the time they need, and when they
need. Moreover, by moving their IT infra-
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structure into the Cloud, enterprises reduce
their administration and maintenance costs.
This opportunity becomes even more ap-
pealing for startups, who have limited cash,
but scale their IT infrastructure as their busi-
ness grows. This model is also convenient for
service providers that aim to maximize the
revenue from their physical infrastructure.
Besides the most common “pay as you go”
strategy more effective pricing policies are
devised according to the specific services de-
livered to the end user. The use of virtualiza-
tion technologies allows a fine control over
the resources and the services that are made
available at runtime for applications. This in-
troduces the opportunity of adopting various
pricing models that benefit both the custom-
ers and the vendors.

The model endorsed by Cloud Computing
provides the capability of moving the execu-
tion of applications on a distributed infrastruc-
ture that, in case of public clouds, belongs to
third parties. While this model is certainly
convenient, it also brings additional issues
from a legal and a security point of view. For
example, the infrastructure constituting the
Computing Cloud is made of datacentres and
clusters located in different countries where
different laws for digital content apply. The
same application is considered legal or illegal
according to where it is hosted. In addition,
privacy and confidentiality of data depends
on the location of its storage. For example,
confidentiality of accounts in a bank located
in Switzerland may not be guaranteed by the
use of data centre located in United States.
In order to address this issue some Cloud
Computing vendors include the geographic
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Software as a Service

Infrastructure as a Service

Figure 2: Cloud Computing architecture
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location of the hosting as a parameter of the
service level agreement made with the cus-
tomer. For example, Amazon EC2 provides
the concept of availability zones that identify
the location of the datacentres where appli-
cations are hosted. Users have access to dif-
ferent availability zones and decide where to
host their applications. Security issues are
also being addressed, for example with Ama-
zon’s new VPN (Virtual Private Network)
service, the huge issue of security suddenly
looks like a small obstacle for enterprises to
join the cloud. Since Cloud Computing is still
in its infancy the solutions devised to address
these issues are fundamental for wide adop-
tion to take place.

Structure of Cloud Computing

Cloud computing, as depicted in Figure 2,
encompasses so many aspects of computing
(from hardware to software) that a single so-
Iution is not able to provide it all. More likely,
specific solutions address the user needs and
are successful in delivering IT resources as a
real utility. By leveraging different types of
services provided by Cloud Computing, it is
useful to satisfy the needs of everyone. Gen-
erally, it incorporates the combination of the
following:

¢ Infrastructure as a Service (IaaS): delivers
the computer infrastructure, typically a vir-
tualized computer as a service. The end user
has full controls over the virtualized compu-

ter instance, and can customize the instance
accordingly. The virtualization technology is
used to provide multi-tenancy and isolation
to the users as different virtual instances may
be allocated to a single physical machine.
Unlike purchasing the physical servers, IaaS
is charged on a utility basis depending on the
consumption of the resources.

e Platform as a Service (PaaS): delivers a
computing platform and solution stack as a
service. It hides all the complexity of man-
aging the underlying hardware, provides all
the facilities required to support the com-
plete lifecycle of building and deploying
web applications and services entirely from
the internet.

* Software as a Service (SaaS): is a model of
software deployment where in a provider de-
livers its software as a service to be used by
customers on demand.

Samples of Infrastructure as a Service (IaaS)
The biggest name in the IaaS space is also the
most unlikely name and a good example of
how business is turned on its head by leverag-
ing investment in technology. Amazon.com
launched Elastic Compute Cloud (EC2) three
years ago and is now the king of offering a
pay-as-you-go elastic hosting service. This
type of service is foundation for turning capi-
tal expense (CapEx) into an Operating Ex-
pense (OpEx) on corporate balance sheets.

TaaS solutions provide users with physical
or virtual resources that satisfy the require-
ments of the user applications in terms of
CPU, memory, operating system and storage.
These and other QoS parameters are estab-
lished through a Service Level Agreement
(SLA) between the customer and the service
provider. Examples of this approach are Ama-
zon EC2 and S3 , Mosso , Nirvanix, Go Grid
and Engine Yard. Nirvanix has a subscription
based service, GoGrid provides infrastructure
as a Utility but similar to the enterprise data-
centre, and Engine Yard is a Ruby on Rails
(Java) hosting company.

On his blog , Werner Vogels, Amazon VP
& CTO, writes about what CIOs around the
world are telling him: “They [CIOs] have
bought into the cloud as a target for a signifi-
cant portion of their services, as the benefits
are too obvious to ignore, and most expect

I http://aws.amazon.com/ec2/
2 hittp:/laws.amazon.com/s3/
3 http://www.mosso.com/

4 http://www.allthingsdistributed.com/2009/08/amazon_virtual_private_cloud.html
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that their transition will be a continuous proc-
ess. They would accelerate the adoption of
cloud services if they could access a form of
cloud that would give them the best of both
worlds: the flexibility and cost-effectiveness
of accessing a virtually infinite pool of re-
sources without owning it, while being able
to integrate those resources into their existing
datacentre environments such that they could
continue to leverage existing investments in
their management and control infrastructure.”

Virtualization is one of the key drivers that
make laaS elastic and most CIOs are al-
ready aware of the big names involved: EMC
(VMWare) and Citrix Systems (XenServer).
The tsunami of this commoditization of in-
frastructure has temporarily been a focus of
many, with new opportunities rapidly becom-
ing apparent as the wave of change recedes
back into the background. This commoditi-
zation of infrastructure (both physical and
virtual machines) and the on-demand nature
of the service now present new opportunities
to improve the performance of services and
solutions that either did not exist or were not
apparent in previous IT platform iterations.
Configuring servers and provisioning VMs is
now the domain of giants like Amazon, GoG-
rid, Mosso, Microsoft and others that have
perfected the efficiencies and art of offering
infrastructure as a service.

Even though many enterprises are still devel-
oping their data centres around virtualization,
the window of innovation over the next few
years is now clearly focused above this com-
modity layer. This is evident from many of the
applications and automation solutions that are
springing up (built on-top of the physical and
VM commodity layer). You are not going to
make your enterprise hardware cheaper than
the big boys operating in the [aaS space. As
Google project manager, Rajen Sheth, rightly
writes in a Google blog-site, “[...Where] can
I find the same economics, ease of mainte-
nance, and pace of innovation that is inherent
in the cloud?” This means the real place of in-
novation and growth is in Platform as a Serv-
ice and Software as a Service. Expect to see
traditional Infrastructure and virtualization
companies listed above playing aggressively
in the Platform area through in-house devel-
opment or acquisitions. The recent VM Ware
purchase of Springsource and Cloud Foundry
is an early example. Even Cisco, which sells
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infrastructure to enterprises and hosting com-
panies, has recently invested in Majitek, a
company that “(enables) traditional business
capabilities to be delivered as a service, on
demand, anywhere, anytime.”

Exploring Platform as a Service (PaaS)
Platform as a Service (PaaS) market size is
growing at 160% annual growth rate (accord-
ing to IDC, Gartner, AMR and William Blair
& Co) and expected to reach to just around
USD $9 to 10 Billion in 2012. This is by far
the highest growth area in the cloud.

Cloud Computing platforms possess charac-
teristics of both Clusters and Grids, with their
own special attributes and capabilities such
as strong support for virtualization, dynamic
provisioning of Web Services, and strong
support for creating third party, value added
services by building on Cloud compute, stor-
age, and application services. Thus, Clouds
provide services to users without reference to
the infrastructure on which they are hosted.
It is important for the platform to be flexible,
easily customizable, and extensible while be-
ing service oriented to provide unique SLA/
QoS & Web Services management, secu-
rity and dynamic resourcing environments.
This includes the ability to remotely control,
monitor and dynamically change single and
groups of nodes, which is not only important
to simplify the management, but also to iden-
tify and remove bottlenecks.
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Many of the existing middleware platforms
are proprietary and tied to their infrastructure
or applications’ service such as Google’s App
Engine and SalesForce’s Force.com. Most
of the non-proprietary ones are Java/Linux
based, with a few that sit on .NET frame-
work. PaaS solutions, such as Google Ap-
pEngine and Microsoft Azure provide users
with a development platform for creating dis-
tributed applications that can automatically
scale on demand.

Outside those mentioned above, other com-
panies providing Platform as a Service are:
3Tera, Apprenda, DataSynapse, RightScale,
Manjrasoft, Univa UD, Elastra and Enomaly.
RightScale recently launched a service that
works across multiple public clouds at the
same time, abstracting the providers and giv-
ing the end-user a single super-management
console to configure and provision new vir-
tual machines. Univa UD offers HPC as a
service. Apprenda’s SaaSGrid offers a plat-
form that enables Software as a Service for
your .NET enterprise applications. Quoting
from their website, “SaaSGrid allows you to
manage both utility and dedicated compute
resources as a single compute mesh, giving
you the most powerful and flexible solution
for delivering your applications as true Soft-
ware as a Service.” Similarly, Manjrasoft’s
Aneka virtualizes and accelerates your appli-
cations and dynamically provisions resources
across private, public or hybrid networks for
.NET environments.

Software as a Service (SaaS)

Almost half of the projected $42 billion op-
portunity is in software applications. Most
CIOs enter Cloud Computing through Soft-
ware as a Service project, because of the scal-
ability, flexibility and cost savings involved.
Whether it is finding the new gold nugget of
information with data mining, analytics with
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databases, saving time on rendering large de-
sign or image files, or more complex finan-
cial analysis and life science applications,
the opportunity to build and accelerate your
applications based on on-demand resources
has never been greater. Other applications
include CRM, ERP, accounting, scheduling,
automated billing, content management, HR
management and so on; IT organizations are
often seen as implementing critical areas of
business strategy, critical in wringing out more
profitability or creating a competitive advan-
tage with solutions mirroring business needs.

Examples of Software as a Service are Sales-
force.com and Clarizen.com , which respec-
tively provide on line CRM and project man-
agement services. Google and Zoho provide
desktop applications which are hosted in the
cloud and are replacing the traditional desk-
top based Microsoft Office software.

Private vs. Public Clouds

Some applications are so strategic and cen-
tral to the business, they will never move to
the public cloud. However, even those may
want to have a disaster recovery plan or vir-
tual private network that leverages resources
in the public cloud. Regarding private clouds,
Amazon CTO says in his Blog: “Virtualiza-
tion and increased automation may give them
some improvements in utilization, but they
would still be holding the capital, and the
operational cost would still be significantly
higher.” He points out the main advantage
of public clouds is managing resources as
an operational expense rather a capital one.
For some CIOs, an operational expense op-
tion is not a good plan, but they are building
private clouds.

Most CIOs need to ensure their private data
centre network evolves to interwork with the
new “commoditized” public cloud offerings.
This allows them to maximize their exist-
ing investment and opens up opportunity for
a future “unified design” where you easily
move your data and share compute resources
in a federated model either for purposes of
managing peak load (cloud bursting), mini-
mizing time and money (brokering) or as a
disaster recovery solution. This means adopt-
ing many of the characteristics of the Cloud
such as Virtualization, Web Services, Fail-
ure Management, Provisioning on Demand,
Discovery Services, SLA based, etc. which
are a combination of the typical Cluster and
Grid characteristics. This gives the dynamic
elastic infrastructure an on-demand, self-
serve, self-managed, internet enabled, and
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consumption based structure needed to take
advantage of hybrid or inter-cloud offerings.
Many enterprises are focused on building
“private clouds” until some of the security,
control and terms of service of public cloud
computing are clear. IBM is a good example
of this.

In a future article we will give more detail on
offerings from some major players and discuss
the trend toward Market Oriented Clouds. m
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