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ABSTRACT

Smartinformationsystemsarebasedonsensorsthatgenerateahugeamountofdata.Thisdatacanbe
storedincloudforfurtherprocessingandefficientutilization.Anomalousdatamightbepresentwithin
thesensordataduetovariousreasons(e.g.,maliciousactivitiesbyintruders,lowqualitysensors,and
nodedeploymentinharshenvironments).Anomalydetectioniscrucialinsomeapplicationssuch
ashealthcaremonitoringsystems,forestfireinformationsystems,andotherinternetofthings(IoT)
systems.ThispaperproposesaGaussiandistribution-basedsupervisedmachinelearningscheme
of anomaly detection (GDA) for healthcare monitoring sensor cloud, which is an integration of
variousbodysensorsofdifferentpatientsandcloud.ThisworkisimplementedinPython.Useof
Gaussianstatisticalmodelintheproposedschemeimprovesprecision,throughput,andefficiency.
GDAprovides98%efficiencywith3%and4%improvementsascomparedtotheothersupervised
learning-basedanomalydetectionschemes(e.g.,supportvectormachine[SVM]andself-organizing
map[SOM],respectively).
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1. INTRoDUCTIoN

Thesedays,varioussmartsystemshavebeendevelopedtofacilitatemonitoringandmanagement
ofphysicalandhumanenvironmentsinmanyways.SuchsmartsystemsarealsoknownasInternet
ofThings (IoT) systems.Sensorbased IoTsystemshavevariousapplications suchashealthcare
monitoring,battlefieldmonitoring,streetmonitoring,disastermanagement,militaryapplications,
forestfiredetection,unmannedvehiclesandmanufacturingindustries(Bessis2011;Lounisetal.
2016).SuchIoTapplicationsgenerateahugeamountofdatathatisusuallystoredatcloudtoincrease
usefulnessoftheresources(Thilakanathanetal.2014).Sensornetworksareintegratedwithcloud
toimprovetheeffectivenessoftheapplications.Thisintegrationistermedassensorcloudwhichis
beneficialforbothsensornetworksandcloud.Varioussensornetworksstoretheirsenseddataatthe
cloud.Thesephysicalsensorsaremappedwithvirtualsensorsatcloud.Sensorcloudadministrator
integratesthesenseddatafromvarioussensorsintotheunifiedstandardwithhelpofvirtualization
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atcloud.Thus, cloudcanprovide sensorasa servicewithhelpofvirtualization to themultiple
usersaccordingtotheirchoiceanddemand.Anygenuineendusercanaccessthedataofoneorall
authorizedsensornetworksjustinoneclickwithhelpofthisintegration(Dwivedietal.2019).Figure
1presentsahealthcaremonitoringsystemwhereeachhumanbodybehavesasasensornetwork.
Here,datafromvariouswearablebodysensorsofmanypatientshavebeenstoredatcloudthrough
basestationsuchasmobilephone.Differenttypesofauthorizedusersviz.,doctors,nurses,medical
studentsandresearcherscanaccessthehealthrecordsofthepatientsusingtheircredentials.Doctors
canprovidemedicalsupporttothepatientsanytimeandfromanywherewiththissystem.Theycan
helpthepatientsinstantlyiftheemergencycaseisobserved.Dataownersmayalsoearnmoneyfor
providingtheirdataatcloudinsomecases.Cloudcanprovidesensorasaservicetotheauthorized
studentsandresearchersbyprovidingthemvarioustypesofdata.Thus,legitimateenduserscanget
dataofoneormorepatientseasilyandquickly.Doctors,nurses,students,researchersandpatients
maybelongtoeithersameordifferenthospitalsinthishealthcaresystem.Inthisway,everyoneis
benefittedwiththissensorcloudintegration.

Thereareseveralresearchissuesandchallengesinsensornetworksviz.,nodefailure,network
lifetime, loadbalancing, routing,dataaggregation, localization,powerefficiency,QoS, security,
outliersandanomalydetectionetc.(Ahmedetal.2016;Petrakisetal.2018).Byresolvingthese
issuestheperformanceofthisnetworkcanbeincreased.Thispaperfocusesontheissueofanomaly
detectioninsensorcloudofhealthcaresystem.Therearemanymedicalcasesinwhichcontinuous
monitoringofhealthconditionsisrequiredwhichallowdoctorstoknowthehealthstatusofthepatients
regularlyorwhenrequired.IoTbasedsmarthealthcaresystemisveryhelpfulinsuchsituationswhich
minimizesthehealthcaretreatmentcostandallowsthemobilityofpatientstoo.Insuchsystems,
variousbodysensorsareappliedatthepatientsforthepurposeofcontinuousmonitoringoftheir
healthstatus.Thesebodysensorsarewearabledeviceswornbypatientsthatcancollectvariousbody
datasuchasbloodpressure,bodytemperatureandheartbeatrate.Datacollectedbythesesensors

Figure 1. Healthcare monitoring sensor cloud
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aresenttogatewaysviawirelesscommunicationmediumandfromgatewaysfinallytransferredto
thecloudforstorageandprocessing.Medicaldataofthepatientscollectedbyvariousbodysensors
areverycrucial.Anyalterationorlossinthemedicaldataofthepatientsmayresultinnegative
healthconditionsorsometimesleadtoveryserioussituations.Hence,itmustbeaccurate.Somefalse
alarmsmightbegeneratedduetovariousreasonssuchasmaliciousactivitiesperformedbyintruders
ormalfunctioningsensors.Suchanomaliesmustbedetectedso that informationreceivedby the
usercouldbecorrectandaccurate.Thissituationcanbehandledbyperformingdataanalysisusing
machinelearningtechniquesonthesenseddatawhereoutliersoranomaliescanbeeasilydetected
andremoved.ResearchshowsthatuseofsupervisedmachinelearningtechniqueslikeBayesianBelief
Network(BBN),KNearestNeighbors(KNN),SelfOrganizingMap(SOM)andSupportVector
Machine(SVM)offerefficientsolutionforanomalydetection(Xuetal.2012;Xuetal.2013;Yenke
etal.2017).However,thisefficiencycanbefurtherimproved.Therefore,anewmodelofanomaly
detectionneedstobedevelopedwhichshouldreducethecomputationalcomplexitiesandimprove
theefficiency.Inthisdirection,thispaperproposesaGaussiandistributionbasedsupervisedmachine
learningtechniqueforanomalydetectioninsmarthealthcaresystemandnamedasGDA.Proposed
approachgives98%efficiencythatisanimprovementof3%and4%ascomparedtoSVMandSOM
basedschemesrespectively.Themajorcontributionsofthepaperareasfollows:

• Design of a Gaussian distribution based supervised machine learning scheme for anomaly
detection

• Analyticalvalidationtojustifytheimplementationresults

Therestofthepaperisorganizedasfollows.Abriefsurveyoftherelatedworkisdescribedin
section2.Theproposedschemeisdiscussedinsection3.Section4presentsperformanceevaluation
oftheproposedwork.Italsocomparestheproposedschemewithotherexistingschemes.Finally,
section5concludestheworkwithsomefuturedirections.

2. ReLATeD woRK

Anomaliescanoccurdue tosomemaliciousactionsperformedby the intruders,malfunctioning
sensorsorabnormalbehaviourofthesenornodes(Ghorbeletal.2015;Giletal.2016;Dwivedietal.
2018).Inhealthcaresystems,amalfunctioningbodysensormaygeneratefalsealarmsbyproducing
outofrangedatawhileactualdataofthepatientisofnormalrange.Theremaybeseveralother
instanceslikethis.Deviationofthedatafromtheactualfamilyofdatacanbeseenintwoformsviz.,
outliers(anomalies)andmissingdata.Outliersarethedatageneratedbysomenodeswhichdeviates
somuchfromthedatageneratedbyneighbornodes(Bosmanetal.2017).Thereisalsoapossibility
thatthedataatthenodeisunabletobedetectedbytheothernodes.Thisdataistermedasmissing
data.Figure2describestheanomalousdata.Focusofthispaperisonoutlieroranomalydetection.

MachineLearningisanemergingareaofthisgeneration.Ithelpsthemachinetolearnfromthe
environment(Ensarietal.2019).Themachineitselfenhancestheperformanceinfuturebecause
theexperienceofthemachineisenhanced(Alsheikhetal.2014;Ayadietal.2017;Aleksandrovaet
al.2019).Supervisedlearningisapartofmachinelearninginwhichthereisalabelledtraineddata
setandknownoutput.Therearesomeinputpointsandexactoutputforthosepoints.Wealsohave
anideaabouttherelationshipofinputwithoutput(Forsteretal.2011;Fawzyetal.2013).These
learningtechniquescanbeusedforanomalydetectioninsensordata.Thissectionpresentstaxonomy
ofmachinelearningalgorithmsusedforanomalydetectionalongwithacomparativeanalysisofthe
relatedschemesonbasisoftheirpropertiesandcomplexity.
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2.1 Taxonomy of Machine Learning Algorithms for Anomaly Detection 
Figure3presentsthetaxonomyofmachinelearningalgorithmsusedforanomalydetection.These
algorithmscanbecategorisedasBBN,KNN,SOMandSVMwhicharediscussedbelowwitha
briefliteraturesurvey.

Figure 2. Anomalous data

Figure 3. Taxonomy of machine learning algorithms used for anomaly detection
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2.1.1 Bayesian Belief Network (BBN)
BBNisadirectedgraph.Thenodesofgraphrepresentvariables(discreteorcontinuous)andthearcs
representcausalrelationshipsbetweenthevariables.Therearemainlythreestepsintheprocessof
anomalydetectionusingBBNviz.,constructtheBBN,learntheBBNandinferfromBBN.

Kirk et al. (2014)consideredtheBBNsinordertodesignanalgorithmforoutlierdetection.Most
oftheneighboursensorshaveclosereadings.Thismethodpresentsconditionaldependencieswithin
allthesensorreadings.BayesianBeliefNetworkusestheconditionalrelationshipsusingprobabilistic
approachamongthevaluescomingfromnodestodetectanyoutlierspresentinthecollecteddata.
Thismethodcanalsobeusedforthetreatmentofmissingdataatthesensornodes.

Janakiram et al. (2006)uses“NaiveBayes”assumptionfortrainingthespatialdataortheseries
timedata.Itmodelsthespatialdatausingsomeneighborsonly.The“NaiveBayes”assumptionstates
thatthenaivebasedvaluesareindependent.Itusesthesensornodesofhomogeneoustype.

2.1.2 K Nearest Neighbors (KNN)
Outlierdetectionisthemostessentialpartinanyapplicationwheredataareprocessed.Therobustness,
accuracyandthecorrectnessofthedeployedmodelenhancesverysteadilybypreprocessingthedata
andfixingtheoutliersorthemissingvalues.Inthismethod,thedataareexchangedwithmeanofK
nearestnodesresidinginthenetwork.

Branch et al. (2006,2013)haveusedananomalydetectionmethodwhichisbasedontheKNN
algorithm.TheKNNbasedmodelrequireslargespacetostoretheinformationgatheredfromthenodes
placedintheenvironment.Theschemedoesnotpredictmissingdataandhasmoderatecomplexity.

Sheng et al. (2007) developed a technique in order to discover outliers which considered a
thresholdvalueanddistancebetweentheirknearestneighbors.Ifitexceedsthatthresholdorthe
topmostdistancetothenearestneighbors,itcomesintooutlierrange.Everysensornodecontainsa
histogramtypesummaryandthesinknodeplaysanimportantrolebycollectingandqueryingthose
summarieswhichareneededtodeterminetheoutlierscorrectly.

2.1.3 Self Organizing Map (SOM)
Therearetwotypesofattacksviz.,internalandexternalattacks.Theinternalattacksoriginatewithin
thenetworkwhichmeansthatsourceoftheattackisfromaparticularnetwork.Externalattacks
aretheattackswhicharrivefromthedifferentsources.TheseattackscanbedetectedusingSOM
algorithm.Itisnotsuitableinthelargenetworks.

Avram et al. (2007)focusedondetectionoftheattacksinnetworksusingSOM.Weightsofvarious
sensorsofthenetworkarecomputedbystatisticalanalysisofinputdatafeatures.Determininginput
weightsofsensornodesisthemajordrawbackofthisproposedscheme.Thisschemehasmoderate
complexity.

Puttini et al. (2016)cameupwithananomalydetectionmechanismwhichtakesintoaccount
abehavioralmodel.Itusesmultipleprofilesforoutlierdetection.Thismethoddoesnotpredictany
missingdataandhasmoderatecomplexity.

2.1.4 Support Vector Machine (SVM) 
Themain issues inoutlierdetectionare typeofattributes, sizeofdata,dimensionalityandhigh
detectionrate(Rathetal.2019;Sharmaetal.2019).SVMisamethodhavinglowmemoryusage,less
communicationoverheadsandsmallcomputationalcomplexity(Snoussi2015;Shahidetal.2012).
SVMisusedinvariousapplicationssuchasfaultdiagnosis,intrusiondetection,medicalimaging
andpredictingtheproteinstructureetc.

Kaplantzis et al. (2014)hadintroducedbinary(two-class)SVMclassifierswhichincorporates
thetheoryofstructuralriskminimizationandkernel-basedmethods.Byseparatingthetwodifferent
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classesofdatainthefeaturespace,binarySVMmatchesthehighestmarginhyperplane.Thisscheme
doesnotpredictthemissingdata.

Zhang et al. (2016)usedrelationamongthesensordataandhaveproposedadistributedonline
outlierdetectiontechnique.HistechniqueworksonanEllipsoidalSVM.Ittakesintoaccountthe
spatial-temporalcorrelationforanomalydetectionandupdatestheSVMmodelofsensordatafor
futureoutlierdetection.

2.2 Comparison of Machine Learning Based Anomaly Detection Schemes
Existingmachinelearningbasedalgorithmsofanomalydetectioncanbecomparedonthebasisof
theirobjective,approach,behaviourandcomplexity.Wehavedonethiscomparisonandshownthe
summaryinTable1whichdepictsthatSOMandSVMbasedapproachesarethelatestapproachesof
anomalydetection.Theseschemesgiveoutperformingresultswithmoderatecomplexities.However,
theirefficiencycanbe further improved.Thisgivesusmotivation todesignanewalgorithmof
anomalydetectionusingsupervisedmachinelearningwithGaussiandistributionbasedschemefor
outperformingresults.Wehaveusedclassificationapproachinourscheme.

3. PRoPoSeD woRK

Themalfunctioningsensornodesmaysendanomalousdata.Thisanomalousdatashouldnotbe
usedinthecomputationorincrucialdecisionmaking.Theymustbedetectedandfixed.Thispaper
proposesaGaussiandistributionbasedmachinelearningschemeforanomalydetection(GDA).In
this scheme, supervisedmachine learning isused forclassificationof thedata.Here,previously
labeledtraineddataisprovidedtothemachineandthemachinelearnsonbasisofthatdata.After
that,probabilityofthenewlyarriveddataiscomputed.Ifthatdataishavingprobabilitylessthan
thethresholdprobability,thenitwillbeanomalousdata.Otherwisethedatawillbenon-anomalous.

Table 1. Comparative analysis of machine learning algorithms used for anomaly detection

Machine Learning 
Algorithm used

Author Objective Approach Predicting 
missing data

Complexity of the 
algorithm

B B N  ( B a y e s i a n 
B e l i e f  N e t w o r k )


K i r k  e t
a l . ,  2 0 1 4

O u t l i e r
D e t e c t i o n

C o n d i t i o n a l
p r o b a b i l i t y

Yes M o d e r a t e

J a n a k i r a m
et al. ,  2006

O u t l i e r
d e t e c t i o n

Na ive  Bayes
A s s u m p t i o n

No M o d e r a t e

KNN (K Nearest Neighbors) Branch et al.,
2006,  2013

Distr ibuted
o u t l i e r
d e t e c t i o n

Nearest nodes
u s i n g  a r e a

Yes Modera t e ,  u ses
l a r g e  m e m o r y

S h e n g  e t
a l . ,  2 0 0 7

O u t l i e r
detectionand
missing data

H i s t o g r a m
d a t a ,  l e n g t h
between nodes

Yes Highcomputations,
high complexity

SOM (Self Organizing Map)


A v r a m  e t
a l . ,  2 0 0 7

A t t a c k
d e t e c t i o n

S t a t i s t i c a l
a n a l y s i s

No M o d e r a t e

P u t t i n i  e t
a l . ,  2 0 1 6

A n o m a l y
d e t e c t i o n

P r o b a b i l i t y
b a s e d

No M o d e r a t e

S V M  ( S u p p o r t 
V e c t o r  M a c h i n e )


K a p l a n t z i s
et al. ,  2014

O u t l i e r
d e t e c t i o n

TwoclassSVM No I t  d e p e n d s  o n
imp lemen t a t i on

Z h a n g  e t
a l . ,  2 0 1 6

Distr ibuted
onlineoutlier
d e t e c t i o n

EllipsoidalSVM No M o d e r a t e
c o m p l e x i t y
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Thus,itcanbedecidedwhetherthenewlycomingdatafromasensornodeisanomalousornon-
anomalous.Figure4presentsworkingoftheproposedGaussiandistributionbasedmachinelearning
schemeforanomalydetection.

Thisschemeconsistsofthefollowingthreemainalgorithms.Algorithm1showstheprocedure
ofanomalydetection.Inputdataisdividedintotrainingdataandtestdata.Firstofall,systemis
trainedwithtrainingdataandthenthislearningofthesystemisappliedonthetestdatatogetthe
decisionsonthedata.Algorithm2presentsdatapreprocessingmethod.Datapreprocessingisnecessary
beforestartingtheanomalydetectionprocess.Intheprocedureofpreprocessing,dataiscleanedby
removingnoise,reducingdimensions,handlingredundancies,fillingmissingvalues,normalizingdata
andselectingfeatures.Then,thispreprocesseddataispassedtothesystemforpredictiveanalysis.
Algorithm3describestheproposedGaussiandistributionbasedanomalydetectionscheme.Inthis
scheme,labeledtrainedsetofdataisprovidedforclassificationoftheelementsintotwoclasses
anomalousandnon-anomalous.TheprobabilityofthetestdataiscalculatedwithhelpofGaussian
distribution.Wecomputevariance(σ2)andmean(μ)ofthefeaturesoftestdataset.Thenwecalculate
theprobabilityofthetestcase.Iftheprobabilityislesserthanthethresholdprobabilitythendatawill
beanomalous,otherwiseitwillbenon-anomalous.Computationofthethresholdprobabilityshould
considerallinputfeaturesofthehealthcaredata.Itcanbedecidedonbasisofnormalrangevalues
oftheparticularfeatureaswellasoutofrangebutpossiblevaluesofthatfeature.Onbasisofthe
periodicdatareceivedbythesensors,machinecanverifycorrectnessofthesenseddata.

Algorithm1.Procedureofanomalydetection

Input: Healthcare Dataset 
Output: Identified Anomaly 
Begin 
Step 1: Take input data
Step 2: Start preprocessing and select the features
Step 3: Train the training data using GDA

Figure 4. Working of Gaussian distribution based approach for anomaly detection
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Step 4: Take test data and apply this learning for getting 
decision 
End

Algorithm2.Datapreprocessing

Input: Dataset 
Output: Preprocessed Data 
Begin 
Step 1: Take input data
Step 2: Start preprocessing
   i. Remove noise 
   ii. Reduce dimensions 
   iii. Handle redundancies 
   iv. Fill missing values 
   v. Normalize data 
   vi. Feature selection 
Step 3: Pass this data for prediction computation
End

Algorithm3.Gaussiandistributionbasedlearningschemeforanomalydetection

Input: Dataset 
Output: Identified Anomaly 
Begin 
Step 1: Choose the features that are most likely to be helpful for 
detecting the anomalies. 
Step 2: Find the means (μ1

, μ
2
........μ

m
) of the features in the 

test data set. 
Step 3: Find the variance (σ2 

1
, σ2 

2
,..........σ2 

m
)  of the 

features in the test data set. 
Step 4: Compute the Threshold probability 
Step 5: Find the probability of the test data D(d

1
,d

2
……..,d

m
)

                 P(D)= p (d
1
 ; μ

1
; σ2 

1
) * p (d

2
 ; μ

2
; σ2 

2
) * 

............*p (d
m
 ; μ

m
; σ2 

m
)

Step 6: If  (P(D)   <   Threshold probability)  
        It is Anomalous Data. 
                 Else 
        It is Non Anomalous Data. 
End

4. PeRFoRMANCe eVALUATIoN

ProposedalgorithmisimplementedinPythononx86_64architecturebasedIntelcorei7processor
withWindows10platform.Theproposedanomalydetectionalgorithmiscomparedwiththeschemes
ofSOMandSVMon twodifferentdatasets.Wehave taken three features indataset1andeight
featuresindataset2.
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4.1 experimental Setup
Theanomalydetectionalgorithmsaretestedonvariousinputdatapointsoftwodifferentdatasets.
Classificationapproachisusedforanomalydetection.Parametersusedduringimplementationof
thesealgorithmsareshowninTable2.

4.2 Performance Metrics
Weareusingfollowingthreemetricsforperformanceanalysisoftheanomalydetectionschemes.
Here,Nistotalnumberofinputdatapoints,nisnumberoftoppotentialanomaliesidentifiedbythe
detectionmethodandAistrueoractualanomalies.

(i)Precision(P)
Precisionisanevaluationmeasurementwhichisdefinedastheproportionofthetrueanomaliesto

thetoppotentialanomaliesdetectedbythesystem.ItiscalculatedusingAandnasshownineq.(1):

P=(A/n)*100 (1)

(ii)Throughput(T)
Throughputmeasures theamountofactualdatapointswhichshouldbepassed throughany

system.ItiscalculatedusingNandnasshownineq.(2):

T=(N-n) (2)

(iii)Efficiency(E)
Efficiencyisametricwhichtellshowefficientthesystemis.Itreflectstheperformanceand

complexityofthesystem.Iftheefficiencyofanysystemisgoodthenitsperformancewillalsobe
goodandcomplexitywillbeless.EfficiencyiscalculatedwithhelpofTandNasshownineq.(3):

E=(T/N)*100 (3)

4.3 Results and Analysis
Proposedandexistingalgorithmsareexecutedontwodatasets:dataset1with500to2500datapoints
anddataset2with1000to5000datapoints.Thesedatasetshavedifferentnumberofinputdatapoints,
featuresandanomalies.Therefore,wegetdifferentresultswhicharediscussedandanalyzedinthis
section.Thesealgorithmsarecomparedonbasisofvariousperformancemetricsviz.,precision,
throughput and efficiency which depicts that proposed Gaussian distribution approach (GDA)

Table 2. Parameters and their values

Parameter Value

Numberofdatasetsused 2

Numberofinputdatapointsindataset1 500-2500

Numberofinputdatapointsindataset2 1000-5000

Featurestakenindataset1 3(BP,Suger,BodyTemperature)

Featurestakenindataset2 8(Age,BP,Suger,Urea,RBC,WBC,SpO2,Haemoglobin)

Approachused Classification
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outperformstheapproachesofselforganizingmap(SOM)andsupportvectormachine(SVM).Now,
wearegoingtodiscussvariousresultswhichareobtainedonvaryingtheinputdatapoints.

4.3.1 Detected Anomalies Over Various Input Data Points
Whenwevarrytheinputdatapoints,wegetvariationindetectedanomolousdatapoints.Actually,
whenweincreasesizeofthedataset,weidentifymorenumberofoutliers.Figure5andfigure6show
theresultsondataset1anddataset2respectively.Now,itmustbeensuredthatthedetectedanomalies
andactualanomaliesorsimilarornot.Gaussiandistributionfitsmanynaturalphenomenaandit
givesthebestmodelapproximation.Therefore,Gaussiandistributionbasedapproachdetectsalmost
genuinedatapointsasanomalieswhileSOMandSVMreportsfewmoredatapointsasanomalousdata
whichinturnsaffectsitsprecision,throughputandefficiency.Actualanomaliespresentintheinput
datasetsandtheidentifiedanomaliesbythesedetectionschemescanbeseenintable3andtable4.

4.3.2 Precision Over Various Input Data Points
Wheninputdatapointsareincreased,wegetincreasedprecisionvalues.Figure7and8areshowing
thecomparisonofprecisionvaluesofGDA,SVMandSOMondataset1anddataset2respectively.
Here,itisobservedthatGDAprovidesthebestprecisionamongtheseanomalydetectionapproaches.
Intheinputdataset,somepointstendstobeanomlouspointsbutarenottrueanomalies.SOMand
SVMidentifiessomeofthemasanomalies.Inthisway,SOMandSVMdetectsfewmorepointsas
anomalieswhicharenottrueoractualanomalies.GDAidentifiesalmostallgenuineanomalousdata
points.Therefore,GDAshowshigherprecisionthanSOMandSVMapproaches.

4.3.3 Throughput Over Various Input Data Points
Throughputreferstotheactualdatapointsthatshouldbepassedthroughthesystem.Throughput
increasesasweincreasethenumberofdatapointsinalltheschemesforbothdatasets.Throughputs
of Gaussian distribution, self organizing map and support vector machine based approaches are
comparedinfigure9andfigure10fordataset1anddataset2respectively.Itisfoundthatthroughput
ofGaussiandistributionbasedmethodishigherthanthatofSOMandSVMbasedapproaches.Higher

Figure 5. Number of detected anomalies over input data of dataset1
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throughputofGaussiandistributionbasedapproachoverSOMandSVMschemesisduetoitshigher
precisionvalueforanomalydetection.

4.3.4 Efficiency Over Various Input Data Points
Performanceof any system isdecidedby its efficiency.Efficiencyof theexistingandproposed
schemesistestedonbothdatasets.Itisfoundthatefficiencyoftheproposedandexistingalgorithms
increaseswiththeincreaseinnumberofinputdatapointsforbothdatasets.Figure11andfigure12
comparetheefficiencyofproposedGaussiandistributionbasedmethodwiththeexistingSOMand

Figure 6. Number of detected anomalies over input data of dataset2 

Figure 7. Precision over input data of dataset1
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SVMbasedschemesondataset1anddataset2respectively.Itdepictshowefficienttheseapproaches
are.Gaussiandistributionbasedmethodisfoundmoreefficientbecauseitdetectsalmostgenuine
outliersoranomalousdatawithahighprecisionrate.

4.4 execution Time
Tillnow,wehavecomparedourmethodologywiththeexistingschemesonbasisofsomeperformance
metrics.However,itisinterestingtoobservetheexecutiontimeoftheseapproaches.Figure13and
figure14presenttheexecutiontimeoftheseanomalydetectionschemesfordataset1anddataset2

Figure 8. Precision over input data of dataset2

Figure 9. Throughput over input data of dataset1
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respectively.WecanseethatGDAhasthesmallestexecutiontimethantheotherexistingschemes.
Thus,GDAoutperformsSOMandSVMapproachesforidentifyingtheanomalies.

4.5 Result Validation
Thecodeistestedonvariousinputdatapointsoftwodifferentdatasetshavingdifferentfeatures.For
500inputdatapointsofdataset1,thevariousmetricsofproposed(GDA)andexistingapproaches
(SOMandSVM)arecomputedmathematicallyasfollows:

(i)SOMApproach

Figure 10. Throughput over input data of dataset2

Figure 11. Efficiency over input data of dataset1
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For500datapoints(N=500)ofdataset1,SOMidentifies38anomalousdatavalues(n=38)
whileactualanomaliesare8(A=8).Now,wecalculatePrecision(P),Throughput(T)andEfficiency
(E)asbelow:

P=(A/n)*100
=21.05%
T=(N-n)

Figure 12. Efficiency over input data of dataset2

Figure 13. Execution time over input data of dataset1
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=462
E=(T/N)*100
=92.40%

(ii)SVMApproach
For500inputdatavalues(N=500)ofdataset1,SVMidentifies30anomalousdatavalues(n=30)

whiletrueanomaliesare8(A=8).Now,wecalculatePrecision(P),Throughput(T)andEfficiency
(E)asfollows:

P=(A/n)*100
=26.66%
T=(N-n)
=470
E=(T/N)*100
=94.00%

(iii)GDAApproach
ProposedapproachGDAdetects10anomalies(n=10)whileactualanomaliesare8(A=8)for500

inputvalues(N=500)ofdataset1.Now,wecalculatePrecision(P),Throughput(T)andEfficiency
(E)asbelow:

P=(A/n)*100
=80.00%
T=(N-n)
=490
E=(T/N)*100
=98.00%

Figure 14. Execution time over input data of dataset2
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Here,wecanseethatthesemathematicalresultsaresameastheexperimentalresults.Similarly,
thesemetrics(P,TandE)canbecomputedforotherinputdatapointsofallthedatasetsandthe
experimentalresultscanbevalidatedwiththesemathematicalresults.

4.6 Discussion
Wehaveobserveddifferentresultsbecauseofvariationinthenumberofinputdatapoints,anomolous
points and input features. Table 3 presents comparison of the proposed Gaussian distribution
basedapproach(GDA)withtheexistingschemesofSOMandSVMondataset1.Similarly,Table
4describesthiscomparisonondataset2.Wecanseeinthesetablesthatprecisionintheanomaly
detection,throughputofthesystemandefficiencyoftheschemearesignificantlyimprovedinthe
proposedmethodascomparedtotheexistingschemes.DetectedanomaliesbyGaussiandistribution
basedmethodareveryneartothetrueoractualanomalies.But,incaseofSVMandSOM,detected
anomaliesandtrueanomaliesarenotveryclose.Inthisway,precisionofGDAbecomesmuchbetter
thanthatofSVMandSOMwhichalsocausesbetterthroughputandefficiencyinGDA.Itcanbe
notedthataverageefficiencyforbothdatasetsoftheproposedschemeGDAis98%whereasitis
95%and94%incaseofexistingschemesSVMandSOMrespectively.Thus,averageimprovement
inefficiencyofGDAis3%and4%ascomparedtoSVMandSOMrespectively.

4.7 Salient Features of Proposed Scheme 
Proposed approach detects anomalies with lesser computational complexities than the existing
approachesofSOMandSVM.Variouscharacteristicsoftheproposedschemearediscussedasfollows:

1. Integrity:Proposedmethodensuresintegrityofthesystem.Proposedapproachdoesnotcreate
anylossormodificationinthesenseddataduringtrainingortestingprocedure.

Table 3. Comparison of proposed scheme with existing schemes on dataset1

Total 
input 
data 

points 
(N)

True 
anomalies 

(A)

Total detected anomalies 
(n)

Precision (P in %) Throughput (T) Efficiency (E in %)

SOM SVM GDA SOM SVM GDA SOM SVM GDA SOM SVM GDA

500 8 38 30 10 21.05 26.66 80.00 462 470 490 92.40 94.00 98.00 

1000 17 70 52 18 24.28 32.69 94.44 930 948 982 93.00 94.80 98.20 

1500 24 87 73 25 27.58 32.87 96.00 1413 1427 1475 94.20 95.13 98.33 

2000 32 110 90 33 29.09 35.55 96.96 1890 1910 1967 94.50 95.50 98.35

2500 40 135 97 41 29.62 41.23 97.56 2365 2403 2459 94.60 96.12 98.36

Table 4. Comparison of proposed scheme with existing schemes on dataset2

Total 
input 
data 

points 
(N)

True 
anomalies 

(A)

Total detected anomalies 
(n)

Precision (P in %) Throughput (T) Efficiency (E in %)

SOM SVM GDA SOM SVM GDA SOM SVM GDA SOM SVM GDA

1000 22 70 60 30 31.42 36.66 73.33 930 940 970 93.00 94.00 97.00 

2000 41 115 110 50 35.65 37.27 82.00 1885 1890 1950 94.25 94.50 97.50 

3000 59 163 150 60 36.19 39.33 98.33 2837 2850 2940 94.56 95.00 98.00 

4000 69 190 175 70 36.31 39.42 98.57 3810 3825 3930 95.25 95.62 98.25

5000 86 235 215 87 36.59 40.00 98.85 4765 4785 4913 95.30 95.70 98.26
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2. Scalability:Proposedmodelconfirmsscalabilityaspertherequirements.Itisconvenientwith
thechangeinsizeofthedatasets.Itmeansthatproposedworkperformswellevenifsizeofthe
datasetischanged.

3. Precision:Proposedschemegivesalmostaccurate results. Itdetectsoutlierswhicharevery
closetothetrueoractualoutlierswhileSOMandSVMbasedschemesreportsfewmorefalse
outliers.

4. Efficiency:Efficiencydescribestheperformanceofanyscheme.Ifanysystemisefficientthen
itsperformancewillbegood.Efficiencyoftheproposedapproachis98%whichisbetterthan
SOMandSVMbasedschemes.

5. CoNCLUSIoN AND FUTURe DIReCTIoNS

Sensorsareusedfordatacollectionfromvarioustypesofenvironmentsandthisdatacanbekept
overcloudtofacilitateendusersinmanyways.Healthcaremonitoringsensorcloudisanintegration
ofvariousbodysensorsofdifferentpatientswithcloud.Thereisalwaysapossibilityofanomalies
indataduetosomemaliciousactivitiesormalfunctioningsensornodes.Sometimes,thenodesmay
behaveabnormallyandtheymightsendwrongdata.Thecollecteddataareverycrucialandusedfor
varioustypesofanalysisanddecisionmaking.So,thisdatamustbepreciseandaccurate.Proposed
anomalydetectionscheme(GDA)usessupervisedmachinelearningapproachinwhichGaussian
statisticalmodelisusedfordetectionofanomalousbehaviorofsensornodes.Somelabeledtraining
dataareprovidedforthecomputationofthresholdprobabilitythatisusedfurtherforcomputingthe
behaviorofnewlycomingdatafromsensornodes.Theworkiscomparedwiththeotherschemesof
supervisedmachinelearningviz.,selforganizingmap(SOM)andsupportvectormachine(SVM)on
performancemetricsnamelyprecision,throughputandefficiencybyvaryingtheinputdatapoints.
These schemesare testedon twodifferentdatasets.Weobserved that true (actual) anddetected
(identifiedbyscheme)anomaliesareverycloseintheproposedschemeGDAascomparedtothe
existing schemesSVMandSOM.Thus, significant improvement inprecisionofGDAhasbeen
observedthanthatofSVMandSOM,resultinginbetterthroughputandefficiencyoftheproposed
algorithm.Analyticalvalidationhasalsobeencarriedouttojustifytheexperimentalresults.Itcanbe
observedthataverageefficiencyoftheproposedtechniqueis98%whichshowsanimprovementof3%
and4%inaverageefficiencyascomparedtotheexistingtechniquesofSVMandSOMrespectively.

Infuture,othersupervised,unsupervisedandsemisupervisedmachinelearningalgorithmscan
beappliedondifferentdatasetstofindoutthebestapproachforanomalydetection.Thesetechniques
couldbetestedondatasetsofthevariousapplicationsofwirelesssensornetworksandInternetof
Things (IoT) such as underwater monitoring system, underground applications, agricultural IoT,
smartfarmingsystem,smarthealthcareinformationsystem,forestfiredetectionsystemandmilitary
applications.Thispaperhasfocusedonidentifyingtheoutliersoranomalies.Missingdatahandling
maybepartofthefutureresearch.Wecanalsoworkonsomehighlycomplexhealthcaredatain
future.WehaveusedGaussiandistributionbasedapproachinthispaper.Infuture,theworkcanbe
extendedforthedatawithnon-normaldistribution.Here,wehaveusedclassificationapproachof
machinelearning.Infuture,clusteringapproachmightbetriedfordetectingtheanomalies.
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